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Abstract

Distributed Denial of Service (DDoS) attacks remain one of the most significant threats
to network security. By overwhelming a target with massive amounts of malicious traffic,
these attacks disrupt essential online services and cause substantial financial losses. Traditional
detection methods, such as signature-based and anomaly-based systems, struggle to detect new
and evolving attack patterns. Moreover, most existing deep learning approaches focus on binary
classification (normal vs attack), which limits their ability to distinguish between different types
of DDoS attacks.

This study proposes a deep learning approach for multi-class DDoS attack detection using
a one-dimensional Convolutional Neural Network (1D CNN). The proposed model is trained
and evaluated on the CICDDoS2019 dataset, which contains various types of DDoS attacks.
The dataset undergoes preprocessing steps including label mapping, removal of constant and
identifying columns, duplicate removal, handling of missing values, normalization, and type
conversion. The model is evaluated using standard metrics: accuracy, precision, recall, and
F1-score.

The experimental results demonstrate that the 1D CNN model effectively distinguishes be-
tween different types of DDoS attacks. The main contributions of this work include a detailed
analysis of the CICDDoS2019 dataset, a 1D CNN model for multi-class classification, and a
comparison with existing approaches.

Keywords: DDoS attacks, deep learning, convolutional neural network, CICDDoS2019, multi-
class classification.
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Résumé

Les attaques par déni de service distribué (DDoS) constituent l’une des menaces les plus
importantes pour la sécurité des réseaux. En submergeant une cible avec d’énormes quantités
de trafic malveillant, ces attaques perturbent les services en ligne essentiels et causent des pertes
financières considérables. Les méthodes de détection traditionnelles, telles que les systèmes
basés sur les signatures et les anomalies, peinent à détecter les nouvelles attaques et les schémas
évolutifs. De plus, la plupart des approches d’apprentissage profond existantes se concentrent
sur la classification binaire (normal vs attaque), ce qui limite leur capacité à distinguer les
différents types d’attaques DDoS.

Cette thèse propose une approche d’apprentissage profond pour la détection multi-classes
des attaques DDoS utilisant un réseau de neurones convolutif unidimensionnel (1D CNN). Le
modèle proposé est entraîné et évalué sur l’ensemble de données CICDDoS2019, qui contient
différents types d’attaques DDoS. L’ensemble de données subit des étapes de prétraitement, y
compris le mappage des étiquettes, la suppression des colonnes constantes et identifiantes, la
suppression des doublons, le traitement des valeurs manquantes, la normalisation et la conver-
sion de type. Le modèle est évalué à l’aide de métriques standard : la précision, le rappel et le
F1-score.

Les résultats expérimentaux démontrent que le modèle 1D CNN distingue efficacement les
différents types d’attaques DDoS. Les principales contributions de ce travail incluent une anal-
yse détaillée de l’ensemble de données CICDDoS2019, un modèle 1D CNN pour la classifica-
tion multi-classes, et une comparaison avec les approches existantes.

Mots-clés: Attaques DDoS, apprentissage profond, réseau de neurones convolutif, CICD-
DoS2019, classification multi-classes.
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اिऻڪٌۘ

ا୒ୖڎف إਵؗاق ఈః༠ل ݆݁ اܳލٴႤၽت. ݆݁৙৑ اዛውܳڎࢴࣖات أ۱ܾ ݆݁ وا༡ڎة (DDoS) ۰༟ިزৎ৊ا اࠍ੅ڎ۰݁ ࿭੗ص ෠඾݄؇ت ଫଊّأٺ
܋ٴଫଃة. ݁؇ܳ٭۰ ۊފ؇߉ߵ و૭૜ྟص ೑಻ଫଐَ৕৑ا ଫଊ༟ ا৙৑ݿ؇ݿ٭۰ اࠍ੅ڎ݁؇ت ا୒ୖ݄۠؇ت ۱ڍه ّأޚܭ اܳݯ؇رة، اৎ৊ݠور ᄎცරඞ ݆݁ ᄭᄥ۱؇ف ᆇᅀً٭؇ت
اஓ஁৙৑؇ط ا܋ྥލ؇ف ሒᇭ ݬأ۰ًި اܳލ؇ذة، واܳފߺࠊভ঒؇ت اܳٺިڢ٭أ؇ت আॻ༟ ۰ஓ୴؇اܳگ ا৙৑َޙ۰݄ ݁ټܭ اܳٺگܹ٭ڎل۰، اܳـܝލژ ޗݠق ۬༥ّިا
௧ਤޗٴ٭) ሒᆶ؇اܳټٷ اܳٺݱྡྷ٭ژ আॻ༟ اৎ৊ިۏިدة اܳأ݄٭ݑ اܳٺأ޺޾ أݿ؇ܳ٭ص ݁أޙܾ ஼ߵணߙ ،ዻዧذ আॻ༟ ఈః༟وة ۳ይዧ݄۠؇ت. واৎ৊ٺޚިرة اࠍ੊ڎࢴࣖة

DDoS. ෠඾݄؇ت ݆݁ ෛ੼ٺܹڰ۰ أَިاع ඔ൹ً ଩ଃاࡺ࢘ࢦ٭ আॻ༟ ؇ዛኤڢڎر ݆݁ ොຬڎ ؇ᆙᆘ ෠඾ިم)، ݁گ؇ًܭ
؜ݱྟ٭۰ ᄎჼނٴ ً؇ݿٺ༱ڎام DDoS ୒ୖ݄۠؇ت اܳڰ٪؇ت ݁ٺأڎد ይዧـܝލژ اܳأ݄٭ݑ اܳٺأ޺޾ আॻ༟ ؇ًஓ୴؇ڢ ؇ً༶ዛኡ ۰༡ޗݠو৙৑ا ۱ڍه ّگଫଐح
มฆܳا CIC-DDoS2019، ਃಸ؇َ؇ت ۰༟ިᆇ୞୘ আॻ༟ وّگ٭٭݄۬ اৎ৊گଫଐح اࡺ࢕ࢦިذج ೞಱࣁࣖر لࡤࡲ CNN). (1D اܳٴأڎ أ༡؇دل۰ اܳٺڰ؇ڣ٭۰
ᄭᄟزاᎂو اܳٺݱྡྷ٭ڰ؇ت، ඔ൹ّأ٭ ૰૜݄ܭ ݁ފٴگ۰ ۰੊݁أ؇ࠍ ࠍ੅ޚިات اܳٴ٭؇َ؇ت ۰༟ިᆇ୞୘ ෛູݯؕ DDoS. ෠඾݄؇ت ݆݁ ෛ੼ٺܹڰ۰ أَިاع আॻ༟ ොູٺިي
ً؇ݿٺ༱ڎام اࡺ࢕ࢦިذج ّگ٭ࡗࡲ لࡤࡲ ا৙৑َިاع. لܭ ިොູو واܳٺޚٴ٭ؕ، اৎ৊ڰگިدة، اܳگࡗࡲ ۰੊و݁أ؇ࠍ اܳٺଲ୍ارات، ᄭᄟزاᎂو واৎ৊أݠڣ۰، ۰ਐಸ؇اܳټ اᆇᅦ৙৑ڎة

F1. ۰༥ودر وا৖৑ݿٺڎ༟؇ء، اᄴᄟڢ۰، ڢ٭؇ݿ٭۰: ݁گ؇྘཯ݴ
اৎ৊ފ؇ᆇᆅ؇ت ૰૜݄ܭ DDoS. ୒ୖ݄۠؇ت ا௰௯௫ٺܹڰ۰ ا৙৑َިاع ඔ൹ً ڣأ؇ل ႟ၽ૰૖ ଩ଃஓ୷ CNN 1D ஓ஁ިذج أن اܳٺ۠ݠ཯ྟ٭۰ ༇຀؇اܳٷٺ ّޙ۳ݠ
اܳڰ٪؇ت، ݁ٺأڎد ይዧٺݱྡྷ٭ژ CNN 1D وஓ஁ިذج CIC-DDoS2019، ਃಸ؇َ؇ت ۰༟ި݄௵௯௫ ً ఈః݁ڰݱ ఈًఃܹ٭ොູ اܳأ݄ܭ ୒ୖڍا ا྘ཬීෂފ٭۰

اৎ৊ިۏިدة. ا৙৑ݿ؇ܳ٭ص ؕ݁ و݁گ؇ر۰َ
اिऻء׫ոؼמ١: اڤոஈ࿦࿮ت

اܳލٴႤၽت. أ݆݁ اܳڰ٪؇ت، ݁ٺأڎد اܳٺݱྡྷ٭ژ ا৖৑ܳٺڰ؇ڣ٭۰، اܳأݱྟ٭۰ ᄎჼاܳލٴ اܳأ݄٭ݑ، اܳٺأ޺޾ DDoS، ෠඾݄؇ت
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Introduction

The internet has become essential in our daily lives. We use it for banking, education, health-
care, communication, and entertainment. However, this heavy reliance on online services has
also attracted malicious actors. Among the many cyber threats, Distributed Denial of Service
(DDoS) attacks are one of the most dangerous. In a DDoS attack, an attacker uses a network
of compromised devices to send an overwhelming amount of traffic to a target server, making
it unavailable to legitimate users. These attacks cause financial losses, damage reputations, and
disrupt critical services.

Problem Statement

Traditional methods for detecting DDoS attacks, such as signature-based and anomaly-based
systems, have significant limitations. Signature-based systems rely on predefined attack pat-
terns and cannot detect new or unknown attacks. Anomaly-based systems monitor traffic for
unusual behavior but often produce high false positive rates, flagging normal traffic as ma-
licious. Both approaches struggle to keep up with the increasing volume and complexity of
modern DDoS attacks.

In recent years, machine learning and deep learning have been proposed to improve detec-
tion. However, most existing work focuses on binary classification (attack vs. normal), which
only tells us if there is an attack but not what type of attack it is. This limits the ability to
respond appropriately to different DDoS attack categories.

Proposed Solution

To address these limitations, this thesis proposes a deep learning approach using a one-
dimensional Convolutional Neural Network (1D CNN) for multi-class DDoS attack detection.
The proposed model is trained and tested on the CIC-DDoS2019 dataset, which contains dif-
ferent types of DDoS attacks. The model is designed to not only detect whether an attack is
happening but also to identify which specific type of DDoS attack it is (e.g., SYN flood, UDP
flood, DNS amplification, etc.). This multi-class classification capability provides more useful
information for network administrators to take appropriate countermeasures.

x



Thesis Organization

The remainder of this thesis is organized as follows:

• Chapter 1 provides background on DDoS attacks, artificial intelligence, machine learn-
ing, and deep learning. It also reviews related work and identifies research gaps.

• Chapter 2 presents the methodology, including dataset description, preprocessing steps,
model architecture, training process, evaluation metrics, experimental results, and dis-
cussion. Future Perspectives which discusses the limitations of the current work and
suggests directions for future research.

• Finally, the Conclusion summarizes the main findings of the thesis.
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Chapter 1

Background and Previous works
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Introduction

Distributed Denial of Service (DDoS) attacks remain one of the most persistent threats to
network security. Traditional detection methods struggle to keep up with new attack patterns.
This chapter provides an explanation of Denial of Service (DoS) and Distributed Denial of Ser-
vice (DDoS) attacks, including how they work, how they are classified, and the limitations of
traditional detection methods. Then moves to artificial intelligence, introducing machine learn-
ing and deep learning concepts as well as the key neural network architectures commonly used
in DDoS detection, such as Convolutional Neural Networks (CNNs), Long Short-Term Mem-
ory (LSTM) networks, Multi-Layer Perceptrons (MLPs), and Autoencoders (AEs). Finally, the
chapter reviews recent research in both machine learning and deep learning for DDoS detection,
identifying gaps in the literature that motivate the work presented in this thesis.

1 Denial of Service Attacks (DoS)

A Denial of Service (DoS) attack is designed to prevent a computer system or network from
delivering its services to its users. This attack is considered a true DoS attack if the accessi-
bility of the computer services or the computer network is compromised in some way by the
deliberate actions of another user. These attacks pose a serious threat to resource availabil-
ity, rendering systems inaccessible to authorized users, even though they might not directly or
permanently harm data.

The attacker sends a large number of packets to the target network or service, flooding the
network/service with data, which makes it unable to respond to the legitimate users. The main
objective of a DoS attack is to stop the target from functioning by restricting its access. [2]

Figure 1.1: DoS attack diagram

9



1.1 Distributed Denial of Service Attacks (DDoS)

A Distributed Denial of Service (DDoS) attack is a cyberattack that aims to overwhelm a
target and make its services unavailable to legitimate users by sending a large amount of traffic.
The attacker remotely controls a group of compromised devices, known as a botnet, to generate
this traffic. [3]

What is the difference between DoS and DDoS attacks?

Although both DoS and DDoS attacks aim to make a service unavailable to legitimate users,
they differ in how they are initiated and in the number of sources that are involved. Table 1.1
summarizes the main differences between DoS and DDoS attacks.

Aspect DoS (Denial of Service) DDoS (Distributed Denial of
Service)

Attack Source Single machine or IP address Multiple compromised devices
forming a botnet

Traffic Volume Lower traffic generated from one
origin

Much higher traffic distributed
across many sources

Traceability Easier to trace and block the at-
tacker

Harder to trace because traffic
comes from many devices

Complexity Simpler and often launched from a
single system

More complex and coordinated
using botnets

Speed and Impact Slower buildup and usually less
damaging

Faster attack with greater impact
on the target

Table 1.1: Comparison between DoS and DDoS attacks

What is the Architecture of a DDoS Attack?

A distributed denial of service attack consists of four main components. The components
include the attacker, Command and Control (C&C) servers, botnets (zombie machines), and
the victim system. [4]

10



Figure 1.2: Distributed Denial of Service (DDoS) Attack Architecture

• Attacker: The person or group is responsible for initiating and coordinating the entire
attack operation, as well as building and managing the network of compromised devices

• Command and Control (C&C) Servers: These are compromised machines that serve
as intermediate command centers, receiving instructions from the attacker and relaying
them to groups of infected devices.

• Botnet: Also known as a zombie, a botnet is a network of compromised devices, such as
computers, laptops, or IoT devices, that send malicious traffic towards the victim.

• Target/Victim: The targeted system, server, or network receives malicious traffic, caus-
ing service disruption or complete unavailability.

These components work together in a hierarchical structure where compromised machines
operate under a command chain. The attacker issues instructions to Command and Control
(C&C) servers, which in turn control numerous zombie agents. These servers initiate dormant
processes and instruct botnets to launch the assault upon receiving an attack order from the
attacker. Then, until legitimate users are unable to access the service, these botnets bombard
the target with enormous amounts of packets, overwhelming its processing capacity and using
up all system resources. [5]

11



1.2 Taxonomy of DDoS Attacks

DDoS attacks can be categorized based on what they target and their method of execution.
Understanding these categories as shown in 1.3 is essential for implementing effective defense
mechanisms, as each type requires different mitigation strategies. [6]

The three main categories of DDoS attacks are volume-based attacks, protocol attacks, and
application layer attacks:

Figure 1.3: Taxonomy of Distributed Denial of Service Attacks (DDoS)

Volume-Based Attacks

Volume-based attacks are the most common type of DDoS attack, designed to saturate the
target’s bandwidth and make services unavailable. These attacks flood the victim with massive
amounts of data, measured in bits per second (bps), targeting the network layer (Layer 3) and
the transport layer (Layer 4) of the OSI model. [6]

• UDP flood: Attackers spoof source IP addresses and send a huge number of UDP packets
to random ports of the targeted server. When the targeted server fails to identify the
applications running on these ports, it responds with "destination unreachable" messages.
If the number of packets is too large, the system becomes overloaded and cannot handle
legitimate requests. [2]

12



• ICMP flood: Referred to as a "ping flood," it targets the overload of ICMP echo request
packets by malicious actors. Although ping is typically used to confirm device connec-
tivity, attackers use it as a weapon by sending so many requests that the target runs out of
resources, attempting to reply to each one, which eventually disables the device. [2] [6]

• DNS amplification: The attacker uses several source IP addresses to send spoofed DNS
request packets that look authentic. Because the victim’s IP address is used as the source
in these requests, DNS servers send the victim large response packets. The deluge of
responses overwhelms the target, using up its bandwidth and depleting its resources. [7]

Protocol Attacks

Protocol attacks exploit vulnerabilities in protocols to consume server resources or disrupt
essential services. These attacks send high volumes of packets per second, targeting specific
weaknesses in network and transport layer protocols. They focus on reducing the capacity of
connection tables, load balancers, and server processing capabilities. [6]

• SYN flood: The attacker sends multiple SYN packets with spoofed IP addresses. Each
time a connection is partially opened, the target server allocates resources and waits for
confirmation, but this never occurs. Eventually, the server’s connection backlog becomes
exhausted, making it impossible to establish new connections. [2][8]

• Smurf attack: The attacker spoofs the victim’s IP address and sends ping requests to a
network’s broadcast address. As a result, all of the devices on that network respond to
the victim at the same time, overwhelming it with traffic. [6]

Application Layer Attacks

Application layer attacks, also known as Layer 7 attacks, target the top layer of the OSI
model in order to exhaust resources for specific applications. Measured in requests per sec-
ond, these attacks are difficult to detect because they mimic legitimate user requests and traffic
patterns. [6] [8]

• HTTP Flood: The attackers send high volumes of HTTP requests that appear completely
normal. In order to respond to each request, the web server must allot resources like
memory and processing power. Once the server receives an excessive number of requests,
it overloads and fails to respond to legitimate users. [6] [8]

• Slowloris: Attackers attempt to maintain multiple connections open for as long as pos-
sible by sending incomplete HTTP requests on a regular basis. The server cannot accept
new connections from authorized users once it has reached its connection limit. Because
this attack uses little bandwidth, conventional detection methods are unable to identify
it. [8]
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1.3 Limitations of Traditional DDoS Detection Methods

Traditional DDoS detection techniques, which do not rely on artificial intelligence or ma-
chine learning, face a number of issues that need to be addressed as they continue to develop.

• Signature-based techniques: Are unable to identify anomalous attacks. Because they
rely on predefined patterns, they are not effective against new attacks that lack signatures
or zero-day attacks. [9]

• Scalability issue: A lot of the detection models currently used have scalability problems,
especially in large-scale networks or high-traffic environments. They cannot handle the
increasing volume and complexity of network traffic without compromising detection
accuracy or performance. [10]

• High False Positive Rates and False Negative Rates: The trade-off between false pos-
itives and false negatives is another problem that needs to be addressed. High false-
positive rates cause unnecessary interruptions of legitimate traffic, while high false-
negative rates allow attackers to go undetected. [10]

• Resource Restrictions: A significant number of detection models, particularly those
employing conventional methods, require significant memory and processing capabili-
ties. This is a drawback for the use of such models in resource-constrained systems.
[10]

• Inability to Adapt to Evolving Threats: DDoS attack techniques are constantly evolv-
ing, growing more complex and diverse. Traditional detection systems are not flexible
enough to deal with novel and unexpected attack vectors. [10]

2 Artificial Intelligence in DDoS detection

Artificial intelligence is the creation of technological systems that replicate human mental
processes such as understanding, logic, and reasoning to allow machines to function, learn, and
make choices independently without direct human programming for every task [11]. The rela-
tionship between Artificial Intelligence, Machine Learning, and Deep Learning is illustrated in
Figure 1.4.
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Figure 1.4: Venn Diagram for AI, ML and DL

2.1 Machine Learning

Machine learning can be described as the ability of computer systems to improve their per-
formance over time based on experience. Rather than being manually programmed with fixed
rules, these algorithms identify significant relationships and patterns within examples and ob-
servations. [12]

Machine learning uses an iterative optimization process (e.g. gradient descent) to fit a model
to data to find associations by minimizing a loss or cost function. The goal is to learn a con-
cept that generalizes to unseen data by finding a trade-off between underfitting and overfitting,
generally by splitting datasets into training, validation and test subsets

Types of Machine Learning

Machine learning methods are typically categorized based on how the learning process is
controlled by data. These categories describe whether the model learns from labeled examples
or unlabeled data. The main types of machine learning are presented below.

• Unsupervised Learning: This field is concerned with systems that discover the hidden
patterns or fundamentals in data without the need for pre-existing labels or categories. It
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is frequently used for problems like clustering (subgroup identification), frequent pattern
mining and dimensionality reduction

• Supervised Learning: In this category, the computer is trained on a data set where the
correct answers (labels) are already known. The system learns a "model" or a set of rules
to map inputs to outputs in order to predict results for new, unseen data. This is further
divided into classification, which is used when the output of the forecast is a label or
category. and regression when the output to be predicted is a specific number reduction.

• Semi-supervised Learning: This type of category learns on a small amount of labeled
data and a large amount of unlabeled data. It guides the learning process using the labeled
data and exploits the unlabeled data to obtain a better understanding of the underlying
structure of the data distribution. This is especially useful when collecting labeled data
is expensive/time-consuming but unlabeled data is plentiful.

2.2 Deep Learning

Deep learning uses multi-layered computational structures to automatically extract insights
from data. It uses sequential layers of non-linear processing to provide a thorough understand-
ing of information. This hierarchical approach allows machines to learn from mistakes and
to master hard tasks by processing huge amounts of raw input without being specifically pro-
grammed for every situation. [13]

Components of Deep Learning Models

Deep learning models are based on four pillars that allow them to process data, recognize
patterns, and improve their accuracy over time [13]

• Structural Layers: They are the skeleton of the model. There is an input layer that
receives the raw data, hidden layers that extract complex features, and an output layer
that produces the final result.

• Activation Functions: These are mathematical functions that impart non-linearity to the
network. Without them a model could only perform simple linear transformations, but
functions like ReLU, Sigmoid, and Softmax allow the system to learn complex non-linear
relationships in the data.

• Loss Functions: Also known as objective functions or cost functions, these measure the
mathematical distance between the models predictions and the actual target values. They
are a measure of performance.

• Optimization Algorithms: These are the mechanisms that actually train the model by
iteratively tuning internal parameters to minimize the error reported by the loss function.
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Modern techniques like Adam optimizer or Stochastic Gradient Descent (SGD) ensure
the model converges towards an accurate solution efficiently.

2.3 Deep Learning Architectures

Deep learning architectures are neural networks with multiple layers that automatically learn
hierarchical representations from raw data. Several architectures have been developed for
different types of tasks, including Convolutional Neural Networks (CNNs), Recurrent Neu-
ral Networks (RNNs), Long Short-Term Memory (LSTM) networks, Multi-Layer Perceptrons
(MLPs), and Autoencoders (AEs).

• Convolutional Neural Networks (CNN)is a model designed for visual data, like images,
to identify and classify objects. These layered systems pass a raw input through a series
of digital filters that automatically detect patterns and features. The network eventually
builds a complex knowledge base of the data, enabling tasks such as facial recognition,
medical diagnosis, and object tracking. [14]

Figure 1.5: Convolutional Neural Network (CNN) Architecture

• Long Short-Term Memory (LSTM) is a refined version of recurrent neural networks
built to overcome the inability to learn from long sequences. These networks can se-
lectively decide which information is important to keep and which should be discarded,
making them highly reliable for understanding context in long-form text, speech, or com-
plex time-based patterns. [15]
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Figure 1.6: Long Short-Term Memory (LSTM) Cell Architecture

• Multi-Layer Perceptron (MLP) is a straightforward technical architecture with two
layers of dense connections, using a mathematical step to apply a non-linear change to
data. It does typical multiplication operations on data tables and transforms individual
values to perform information processing between different locations or channels. [16]

• Autoencoder (AE) is a type of neural network designed to copy its incoming data. It
does this by translating the input into a compressed internal code and then decoding it
to produce a version of the data that is nearly the same as the original. It has three
layersinput, hidden, and output layers. The system can automatically identify and extract
complex features from the data without the need for human-labeled samples. [17]
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Figure 1.7: Basic structural layout of a fully connected Multi-Layer Perceptron (MLP).

Figure 1.8: Symmetrical data flow of a basic Autoencoder
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3 Previous work

3.1 Machine Learning for DDoS Detection

Supervised machine learning (ML) frameworks have proved to be very effective in classify-
ing malicious traffic from legitimate network activity using different classification algorithms
and feature selection techniques.

Abiramasundari and Ramaswamy [18] proposed an Enhanced Distributed DDoS Attack De-
tection (EDAD) framework, which uses Principal Component Analysis (PCA) to reduce the
dimension of network traffic and refines the dataset from 79 to 61 essential features. In their
evaluation of the CICIDS2017, CICIDS2018, and CICDDoS2019 datasets, Random Forest
(RF) achieved an accuracy of 98.9% on the 2017 data, while Support Vector Machine (SVM)
and K-Nearest Neighbors (KNN) achieved the best accuracies of 98.7% and 98.6% on the 2018
dataset, respectively.

Similarly, Dasari and Devarakonda [19] studied the eleven different types of DDoS attacks
from the CICDDoS2019 dataset and employed seven ML algorithms, including AdaBoost and
Gradient Boost. They found that Logistic Regression (LR), Gradient Boost, and Naive Bayes
(NB) all achieved an accuracy of 99.58%.

Despite these promising results, ML-based approaches face critical limitations: they require
manual feature engineering, struggle to detect zero-day attacks, and are sensitive to class im-
balance. In order to overcome these limitations, deep learning architectures have been used to
automatically learn hierarchical features from raw data.

3.2 Deep Learning for DDoS Detection

Deep learning architectures have been widely used for DDoS detection due to their ability
to automatically learn hierarchical feature representations from raw network traffic. The re-
view first examines CNN approaches, followed by other architectures, including autoencoders,
LSTM networks, MLPs, and hybrid models.

Convolutional Neural Networks (CNN)

Research on Convolutional Neural Networks (CNN) for DDoS detection has recently moved
toward lightweight designs without compromising on accuracy for speed. Doriguzzi-Corin
et al. [20] demonstrated that this is feasible with LUCID, a CNN that runs on resource-
constrained edge devices. Their model achieved accuracy comparable to state-of-the-art sys-
tems on three different datasets (ISCX2012, CIC2017, and CSECIC2018) while being 40 times
faster.

Instead, Akgun et al. [21] aimed to improve feature extraction by adding inception-like
blocks to their CNN. They also converted input features into byte representations, which helped
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the model better understand traffic patterns. The result was 99.30% accuracy in classifying 12
types of DDoS attacks on the dataset CICDDoS2019.

Najar et al. [22] further pushed the optimization. Their 1D-CNN also uses inception blocks,
but they have included hybrid feature selection in order to reduce data complexity. Their model
achieved 98.44% multi-class accuracy and, importantly, was able to classify a sample in just
0.2687 seconds, making it practical for real-time deployment.

Other Deep Learning Techniques

Recent studies have employed Long Short-Term Memory (LSTM) networks to exploit the
temporal dependency of network traffic for DDoS detection. Deepak Kumar et al. [23] in 2023
proposed an LSTM-based model with 98% accuracy on the CICDDoS2019 dataset, which
shows the ability of this architecture to capture time-domain correlations better than traditional
machine learning models such as KNN and ANN. Also, a 2025 study by Prashant Kumar et
al. [24] further extended this work by evaluating Vanilla LSTM and Stacked LSTM, getting
99.84% accuracy with Vanilla LSTM, and also developed a real-time detection GUI.

Beyond sequential models like LSTM, Multi-Layer Perceptron (MLP) models have also
proven very efficient in distinguishing complex DDoS traffic with low false-positive rates. San-
morino et al. [25] demonstrated that precise hyperparameter fine-tuning using the Adam opti-
mizer and tanh activation can produce 98.7% accuracy across diverse simulated attack vectors,
including DNS amplification and UDP floods.

While MLPs rely on labeled data, autoencoders offer a different approach by learning nor-
mal traffic patterns in an unsupervised or semi-supervised manner. Aktar and Nur [26] proposed
a semi-supervised Deep Contractive Autoencoder (DCAE) that learns normal traffic patterns
to detect DDoS anomalies. By employing a stochastic thresholding strategy to the reconstruc-
tion loss, the model is able to distinguish benign behavior from malicious spikes. The DCAE
achieved the highest accuracies of 97.58%, 96.08%, and 92.45% on the CICDDoS2019, NSL-
KDD, and CICIDS2017 datasets, respectively. The results indicate that the model performs
better than the standard autoencoders and is more robust to perturbations in the input.

Building on both sequential and unsupervised methods, hybrid architectures that combine
multiple deep learning models have achieved even higher accuracy. Aswad et al. [27] designed
a CNN-BiLSTM model for Internet of Things (IoT) environments, using the CICIDS2017
dataset. The model achieved an accuracy of 99.76% while successfully distinguishing be-
tween DDoS attack types, reducing false alarms. Furthermore, Elsayed et al. [28] proposed
D1DoSNet, an RNN-autoencoder framework to address security vulnerabilities in Software-
Defined Networking (SDN). This approach used the CICDDoS2019 dataset to capture recent
attack diversity; it reached 99% accuracy, proving that unsupervised pre-training for feature
extraction significantly improves the performance of the classifier in centralized network archi-
tectures. The AE-MLP model proposed by Wei et al. [29] combines Autoencoder for auto-
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matic feature extraction and Multi-layer Perceptron for multi-class classification. Their study
reported a solid accuracy rate over 98%.

3.3 Discussion and Research Gap

Based on the analysis of the reviewed literature, as summarized in Table 1.2, some observa-
tions can be made regarding the current status of deep learning for DDoS detection.

Table 1.2: Comparative Analysis of Related Work on DDoS
Attack Detection

Reference Architecture Acc (%) Dataset Classification
Abiramasundari
and Ramaswamy
(2025) [18]

RF, SVM, KNN,
LR, DT

98.9 CICIDS2017,
CICIDS2018,
CICDDoS2019

Binary

Dasari and De-
varakonda (2022)
[19]

LR, GB, NB, Ad-
aBoost, KNN, DT,
RF

99.58 CICDDoS2019 Binary

Doriguzzi-Corin
et al. (2020) [20]

CNN (LUCID) 99.67 CICIDS2017 Binary

Akgun et al.
(2022) [21]

CNN (Inception) 99.99 /
99.30

CICDDoS2019 Binary / Multi-
class (12 types)

Najar et al.
(2024) [22]

CNN (1D) 99.99 /
98.44

CICDDoS2019 Binary / Multi-
class (13 types)

Kumar et al.
(2023) [23]

LSTM 98.60 CICDDoS2019 Binary

Kumar et al.
(2025) [24]

LSTM (Vanilla) 99.84 CICDDoS2019 Binary / Multi-
class

Sanmorino et al.
(2024) [25]

MLP (Fine-tuned) 98.70 Simulated Binary

Aktar and Nur
(2023) [26]

Autoencoder 97.58 CICDDoS2019 Binary

Aswad et al.
(2023) [27]

Hybrid (CNN-
BiLSTM)

99.76 CICIDS2017 Multi-class

Elsayed et al.
(2020) [28]

Hybrid (RNN-AE) 99.00 CICDDoS2019 Binary

Wei et al. (2021)
[29]

Hybrid (AE-MLP) 98.34 CICDDoS2019 Multi-class (6
types)

Based on the analysis of the reviewed literature, as summarized in Table 1.2, several ob-
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servations can be made regarding the current status of deep learning for DDoS detection. The
existing methods show high accuracy on benchmark datasets. However, most of the studies
have three main limitations: (i) binary classification over multi-class classification; (ii) inflated
accuracy estimates that do not represent real-world situations; and (iii) lack of generalization
due to evaluation on single datasets. These limitations are discussed in detail below.

Binary vs Multi-Class Classification As can be seen from Table 1.2, most existing studies
focus on binary classification, which means the model only distinguishes between normal traffic
and DDoS attacks. Few studies, such as Akgun et al. [21] and Najar et al. [22], consider
multi-class classification to identify specific types of DDoS attacks. The main reason for this
limitation is the severe class imbalance in datasets such as CIC-DDoS2019, where some attack
types (e.g., TFTP with over 20 million samples) are dominant, while others (e.g., WebDDoS
with only 439 samples) [1] are severely underrepresented. This imbalance makes multi-class
classification particularly difficult, as models tend to bias toward majority classes and perform
poorly on minority classes.

Overestimated Accuracy Claims Another important observation is that most of the studies
reviewed report accuracy rates very close to perfect, with most of them over 99%. The results
look impressive but are not realistic for real-world deployment. DDoS attacks are constantly
evolving, and new techniques and variations emerge all the time. A model trained on a static
dataset cannot learn the whole spectrum of possible attack patterns. Therefore, accuracy values
above 99% reported on benchmark datasets should be interpreted with caution, as they reflect
performance on known attack patterns rather than true real-world effectiveness.

Lack of Generalization Another limitation throughout the literature is the use of a single
dataset for evaluation. As shown in Table 1.2, a large amount of research trains and tests their
models only on CIC-DDoS2019 or CIC-IDS2017. Although these datasets serve as bench-
marks, evaluating a model using only one dataset does not demonstrate its generalization ability
to different network environments, traffic patterns, or unseen attack types. A model that per-
forms well on CIC-DDoS2019 may not be suitable for a real network with different properties.

Research Gap Based on the limitations identified above, three main research gaps can be
identified. First, there is a lack of multi-class classification models that can distinguish be-
tween different types of DDoS attacks. Most existing work only detects whether an attack is
happening, not which type of attack it is. Second, the high accuracy reported in many studies
does not reflect real-world conditions, as DDoS attacks are constantly evolving. Third, most
models are evaluated on only one dataset, which raises questions about their generalization
ability.
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Proposed Contribution To address these gaps, this study proposes a 1D Convolutional Neu-
ral Network (CNN) model for multi-class DDoS attack detection. The main contributions of
this work are:

• Multi-class classification: Unlike most existing work that focuses on binary classifica-
tion, the proposed model is designed to classify different types of DDoS attacks from the
CIC-DDoS2019 dataset. This provides more detailed information about the nature of the
attack.

• 1D CNN architecture: A 1D CNN is used to extract spatial features from network
traffic, which is well-suited for time-series data such as network flows.

• Evaluation on standard metrics: The model is evaluated using accuracy, precision,
recall, and F1-score to provide a comprehensive assessment of its performance.

Conclusion

This chapter has presented the necessary background of DDoS attacks, artificial intelli-
gence, and machine learning techniques. We conduct a survey of related work and find that
while deep learning methods reach high accuracy in DDoS detection, most of the studies fo-
cus on binary classification, report overestimated accuracy claims, and lack generalization due
to single-dataset evaluation. These limitations underline the necessity of a multi-class clas-
sification model. The next chapter presents the proposed methodology, including the dataset
description, model architecture, and experimental setup.
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Chapter 2

Contribution and Future Works
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Introduction

The design of an effective DDoS detection system depends on two main factors: a repre-
sentative dataset and a well-designed detection model. Both elements are discussed in detail
throughout this chapter.

First, the dataset used for training and testing is described. This includes an overview of
how DDoS datasets are generated (traffic generation, packet capture, and feature extraction), a
comparison of commonly used datasets with their limitations, and a detailed description of the
selected CICDDoS2019 dataset, including its structure, features, attack types, and preprocess-
ing steps.

Second, the architecture of the proposed CNN-based model is introduced, followed by the
training process and hyperparameter configuration. The model is designed for multi-class
DDoS attack classification, using 1D convolutional layers to extract spatial features from net-
work traffic.

Finally, the evaluation metrics used to assess model performance are defined, including
accuracy, precision, recall, F1-score, and the confusion matrix. Experimental results are then
reported and discussed in comparison with existing approaches.

1 Datasets in DDoS Detection

A dataset is a collection of data that is treated as a unit. Renear et al.[30] have identified four
common features that characterize most definitions of a dataset: grouping, content, relatedness,
and purpose.

To begin with, a dataset is a unified whole of individual data elements. It is often referred
to as a set, a collection, or an aggregation. The second is that the content of a dataset is usually
a set of observations, measurements, or records from research activities. Third, the data in
a dataset are related by common circumstances (e.g., time, location, or source), a common
structure or format, or a common theme . Fourth, a dataset is created for a certain scientific
purpose, e.g., to provide evidence for analysis or to test hypotheses.

1.1 Dataset Generation in DDoS Detection

The generation of DDoS datasets generally includes three stages As illustrated in Figure 2.5:
traffic generation, packet capture, and feature extraction.

The first stage generates both benign and malicious network traffic. Benign traffic is gener-
ated to mimic the activities of a normal user on popular protocols such as HTTP, HTTPS, FTP,
SSH, and e-mail. This is often accomplished using traffic generators or profile-based agents
that simulate real user interactions. Malicious traffic is generated by various DDoS attack tools
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Figure 2.1: Three-stage pipeline for DDoS dataset generation

that create flood attacks such as SYN flood, UDP flood, ICMP flood, and HTTP flood. Com-
mon attack generation tools are Scapy, Hping3, LOIC, Slowloris, and Slowhttptest.

The second stage involves capturing and storing the network traffic generated in PCAP
format. The typical method for doing this is to set up a mirror port (also known as a SPAN
port) on a network switch. This mirrors all traffic passing through the switch to a monitoring
port, where it can be recorded. Packet capture is often accomplished by command-line utilities
such as Tcpdump or graphical utilities such as Wireshark.

In the third stage, the raw PCAP files are extracted for learning models. Each network flow
is characterized by the computation of statistical features such as flow duration, packet lengths,
inter-arrival times, flag counts, packet rates, etc. using feature extraction tools. This structured
format is used as input for training and evaluating DDoS detection models.

1.2 Commonly Used Datasets in DDoS Research

Over the years, several datasets have been created to evaluate DDoS detection methods. The
datasets differ in capture date, attack types, network environment, and feature set. Table 2.1
summarizes the most commonly used datasets in DDoS research.

As shown in Table 2.1, early datasets such as KDD Cup 99 and NSL-KDD are now outdated,
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as they were generated using synthetic traffic and do not reflect modern DDoS attack patterns.
These datasets were created nearly two decades ago and lack contemporary attack types such as
reflection-based and amplification attacks. Therefore, they were not considered for this study.

CICIDS2017 and CSE-CICIDS2018 improved realism by capturing traffic in controlled
testbed environments using real network equipment. However, they still lacked comprehensive
DDoS-specific attack coverage. CICIDS2017 contains only a limited number of DDoS attack
types, while CSE-CICIDS2018 focuses more on general intrusion detection rather than DDoS-
specific scenarios. Consequently, these datasets were deemed insufficient for the multi-class
DDoS classification task targeted in this study.

Among the available datasets, CICDDoS2019 was selected for the following reasons:

• Recency: Published in 2019, it is more up-to-date than earlier datasets and includes
modern DDoS attack types.

• Attack Diversity: It contains 12 different DDoS attack types, including both reflection-
based (e.g., DNS, LDAP, NTP) and exploitation-based (e.g., SYN flood, UDP flood)
attacks.

• Realistic Traffic: The dataset was captured in a real network testbed with a separate
victim network and attack network, ensuring realistic traffic patterns.

• Feature Richness: It provides 80 to 88 network flow features, extracted using CI-
CFlowMeter, which is sufficient for training deep learning models.

• Public Availability: The dataset is publicly and freely available through the Canadian
Institute for Cybersecurity website, allowing reproducibility of results.

• Wide Adoption: It is widely used in recent DDoS detection research, enabling fair com-
parison with existing work.

Therefore, CICDDoS2019 was selected as the primary dataset for this study.

2 CICDDoS2019 Dataset

The CICDDoS2019 dataset was developed to address the limitations of former datasets, such
as outdated attack scenarios, anonymized data, and partial traffic captures. This dataset was
developed by researchers at the Canadian Institute for Cybersecurity (CIC) at the University of
New Brunswick (UNB) and published in 2019. It is intended to be a more comprehensive and
realistic evaluation tool for DDoS detection systems.[1]

The data collection took place in a special testbed environment. As shown in Figure 2.2, the
testbed consisted of two isolated networks [1] one victim network and one separate attack net-
work. The traffic recording was done on two different days. The training data was collected on
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Table 2.1: Commonly used datasets in DDoS research
Dataset Year Attack Types Limitations Ref.
KDD Cup 99 1999 4 (DoS) Outdated, synthetic traf-

fic, redundant records
[31]

NSL-KDD 2009 4 Still outdated, does not
reflect modern attacks

[32]

CICIDS2017 2017 14 (including
DDoS)

Limited DDoS-specific
attack diversity

[33]

CSE-CICIDS2018 2018 16 (including
DDoS)

Large dataset but still
lacks modern DDoS at-
tack types

[34]

CICDDoS2019 2019 12 DDoS at-
tacks

Most recent, realistic
traffic, 88 features

[1]

BCCC-cPacket-
Cloud-DDoS-
2024

2024 17 DDoS at-
tack scenarios

New dataset focused
on cloud environments;
300+ features extracted

[35]

the 12th of January whereas the testing data was collected on the 11th of March. DDoS attacks
were carried out by an external third party using specific attack tools and packages. The dataset
is publicly hosted and accessible via the Canadian Institute for Cybersecurity website.[1]

Figure 2.2: Testbed architecture of CICDDoS2019 dataset. [1]

2.1 Dataset Structure and Features

The dataset features were generated by processing raw network traffic from packet capture
files using the CICFlowMeter software. This tool extracted 80 distinct network characteristics
for every identified traffic flow. In this research [1], a flow is characterized by a specific group of
packets sharing the same source and destination IP addresses, the same source and destination
ports, and the identical protocol. These calculated features include a wide range of metrics such
as flow duration, statistics on packet lengths, inter-arrival times, the frequency of various flags,
and the rates at which packets and bytes are transferred. While the source highlights features
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specifically for the forward direction of traffic, it specifies that these metrics are extracted for
all benign and malicious flows within the dataset.

Data labeling was conducted by matching flow timestamps against the recorded attack
schedule, ensuring each row is categorized as either benign or a specific type of malicious
activity. To facilitate model development and validation, the dataset is organized into separate
groups for training and testing, which were recorded on different dates to maintain indepen-
dence [1].

2.2 Attack Types in CICDDoS2019

The dataset CICDDoS2019 is a set of different attack scenarios. There are 12 different
kinds of DDoS attacks for the training session and 7 different kinds of DDoS attacks for the
testing session. These attacks are classified into two primary categories: reflection-based and
exploitation-based. [1]

Reflection-based attacks work by the attacker hiding their identity through the use of legiti-
mate third-party services; they do this by sending requests to reflector servers with the victims
IP address spoofed as the source, which causes the reflectors to flood the target with response
traffic. On the other hand, attacks based on exploitation utilize the direct misusage of protocol
vulnerabilities to drain the target resources without the help of intermediary reflectors. As it is
showing in Figure 2.3 [1], the reflection-based category includes DNS, LDAP, MSSQL, Net-
BIOS, NTP, SNMP, SSDP, and TFTP attacks. The exploitation-based category is comprised of
SYN floods, UDP floods, UDP-lag, and WebDDoS.

Figure 2.3: Classification of DDoS attacks into Reflection-based and Exploitation-based [1]

The CICDDoS2019 dataset was downloaded from the official Canadian Institute for Cyber-
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security website. The dataset is organized into two separate days: the training day (January
12th) and the testing day (March 11th). Each day contains multiple CSV files, where each file
corresponds to a specific attack type or benign traffic. Using Python with the pandas library,
the CSV files were loaded, and the number of flow records for each attack type was calcu-
lated. This analysis was necessary because the original paper by Sharafaldin et al. [1] does not
provide sample counts.

Table 2.2: Number of flow records per attack type in CICDDoS2019 dataset
Attack Type Flow Count
Benign 56,863

DDoS_DNS 5,071,011

DDoS_LDAP 2,179,930

DDoS_MSSQL 4,522,492

DDoS_NetBIOS 4,093,279

DDoS_NTP 1,202,642

DDoS_SNMP 5,159,870

DDoS_SSDP 2,610,611

DDoS_SYN 1,582,289

DDoS_TFTP 20,082,580

DDoS_UDP 3,134,645

DDoS_UDP-Lag 366,461

DDoS_WebDDoS 439

2.3 Data Preprocessing

The CICDDoS2019 dataset was preprocessed by applying several steps to train and evaluate
models. These steps were label mapping, removal of identifiers, removal of constant columns,
duplicate removal, handling of missing and infinite values, normalization, and type conversion
of non-numeric columns.

Label Mapping

The CICDDoS2019 dataset contains the same attack types with different naming conven-
tions across different subsets. To ensure consistency, label mapping was performed to unify
attack names. For example, attack variants were mapped to standardized names (e.g., "LDAP"
was mapped to "DrDoS_LDAP", "UDP" was mapped to "DrDoS_UDP", etc.). This step en-
sured that identical attack types from different days were represented by the same label.
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Removal of Identifiers

Categorical columns that contained identifying information were removed, as they do not
represent meaningful features for attack detection. The following columns were removed:
’Flow ID’, ’Source IP’, ’Destination IP’, ’Timestamp’, and ’Inbound’.

Removal of Constant Columns

Statistical analysis was performed on each column. Columns that contained constant val-
ues (always 0 or always 1) across all samples were removed, as these features contained no
discriminatory information to distinguish between attack classes. The removed columns in-
cluded: ’Fwd URG Flags’, ’Bwd URG Flags’, ’FIN Flag Count’, ’PSH Flag Count’, ’ECE
Flag Count’, ’Bwd PSH Flags’, ’Fwd Avg Bytes/Bulk’, ’Fwd Avg Packets/Bulk’, ’Fwd Avg
Bulk Rate’, ’Bwd Avg Bytes/Bulk’, ’Bwd Avg Packets/Bulk’, and ’Bwd Avg Bulk Rate’.

Duplicate Removal

Duplicate rows in the dataset were identified and removed. This step was necessary to
prevent bias toward frequently occurring samples and to ensure that the model does not overfit
to repeated patterns.

Handling Missing and Infinite Values

Rows containing missing values (NaN) or infinite values (INF) were removed from the
dataset. These invalid values cannot be processed by deep learning algorithms and would
otherwise cause errors during training.

Normalization

Normalization was applied to ensure that all features contribute equally to the learning pro-
cess. Since the dataset contains features with different scales, two scaling methods were con-
sidered: StandardScaler and MinMaxScaler. MinMaxScaler was selected because the dataset
contains negative numbers. StandardScaler would force approximately 50% of the data into
a negative range, whereas MinMaxScaler performs better in this case. The MinMaxScaler
transforms each feature value x to a normalized value x′ in the range [0, 1] using the following
formula:

x′ =
x− xmin

xmax − xmin

(2.1)

where xmin and xmax are the minimum and maximum values of the feature, respectively.
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Type Conversion of Non-Numeric Columns

Any non-numeric columns in the dataset were converted to numeric types. This step is
essential because machine learning and deep learning models require numerical input. Cate-
gorical variables were encoded using appropriate techniques (e.g., label encoding) to transform
them into numerical representations that could be processed by the model.

3 Contribution

3.1 Model Architecture

We implemented a 1D Convolutional Neural Network (1D CNN) for the 13-class classifica-
tion task. Figure 2.4 illustrates the CNN model we used for 13-class classification.

Figure 2.4: CNN model used for 13-class classification

Our CNN architecture consists of the following layers:
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Input Layer

The input layer has a shape of (1, 69), where 69 corresponds to the number of features in the
input vector after preprocessing. The model accepts any batch size with sequences of length 1
and an input vector of 69 columns.

Convolutional Layers

We used three 1D convolutional layers with varying numbers of filters and kernel sizes:

• First Conv1D layer: 64 filters with kernel size of 3, using "same" padding and ReLU
activation function.

• Second Conv1D layer: 64 filters with kernel size of 3, using "same" padding and ReLU
activation function.

• Third Conv1D layer: 64 filters with kernel size of 3, using "same" padding and ReLU
activation function.

We used "same" padding to preserve the same size of the input feature maps. The 1D
convolution operation using multiple filters gives us a feature map.

Pooling Layers

After each convolutional layer, we applied a 1D MaxPooling layer with pool size of 2 to
reduce the spatial dimensions and extract the most important features.

Dropout Layer

We applied a Dropout layer with a rate of 0.5 to prevent overfitting. This technique considers
a percentage fraction of neurons to produce a generalizable model.

Fully Connected Layers

The architecture includes four fully connected (Dense) layers:

• First Dense layer: 128 neurons with ReLU activation function.

• Second Dense layer: 64 neurons with ReLU activation function.

• Third Dense layer: 32 neurons with ReLU activation function.

• Output Dense layer: 13 neurons with Softmax activation function.
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Output Layer

The output layer has 13 neurons, corresponding to the 13 classes in our classification task.
We chose the Softmax activation function for multi-class classification. It gives a probability
distribution (where the sum equals 1) for the output. We used it in the final step to select the
highest probability and assign the corresponding class as the expected prediction.

Training Parameters

• Activation function: ReLU for hidden layers. We experimented with different functions
like tanh and sigmoid, but ReLU consistently gave the best results.

• Loss function: Categorical cross-entropy for multi-class classification.

• Optimizer: Adam with a learning rate of 0.001. This technique indicates how to update
the neural network’s weights to reduce losses, allowing the model to converge quickly
and make better predictions with fewer errors.

• Batch size: 64

• Number of epochs: 40

3.2 Development Environment

This section describes the hardware and software used to conduct the experiments in this
study.

Hardware Configuration

The experiments were performed on a local personal computer with the following hardware
specifications:

• Processor: Intel Core i5-7200U CPU @ 2.50GHz (2.71 GHz)

• RAM: 12.0 GB (11.8 GB usable)

• Storage: Local SSD

• Operating System: Windows 10 Pro, version 22H2 (64-bit)

Software and Tools

The following software tools, programming languages, and libraries were used to implement
and evaluate the proposed model. Each tool was selected for a specific purpose, as explained
below.

35



Google Colab Google Colab (Colaboratory) is a cloud-based development environment that
provides free access to computing resources, including GPU acceleration. It was used as the
primary platform for writing, executing, and debugging Python code. [36]

Python Python 3.12.13 was used as the main programming language. Python was selected
due to its extensive ecosystem of scientific computing and machine learning libraries, as well
as its simplicity and readability, which facilitate rapid prototyping and experimentation.

TensorFlow and Keras TensorFlow 2.20.0 with Keras 3.13.2 was used as the deep learning
framework. TensorFlow was chosen because it is one of the most widely adopted frameworks
for building and training neural networks. It provides a comprehensive set of tools for model
construction, automatic differentiation, and GPU acceleration. Keras, which is integrated into
TensorFlow, offers a high-level API that simplifies the implementation of neural network ar-
chitectures.

NumPy NumPy 2.0.2 was used for numerical computations. It provides efficient array oper-
ations and mathematical functions that are essential for data manipulation and preprocessing.
NumPy was chosen for its performance and seamless integration with TensorFlow.

Pandas Pandas 2.2.2 was used for data manipulation and analysis. It was employed to load,
clean, and transform the dataset, including handling missing values, removing duplicates, and
filtering columns. Pandas was selected because it provides intuitive data structures such as
DataFrames, which simplify working with tabular data.

Scikit-learn Scikit-learn 1.6.1 was used for data preprocessing and evaluation. Specifically,
it was used for scaling features (normalization), splitting the dataset into training and testing
sets, and computing performance metrics such as accuracy, precision, recall, and F1-score.
Scikit-learn was chosen for its ease of use and comprehensive collection of machine learning
utilities.

Matplotlib Matplotlib 3.10.0 was used for data visualization. It was employed to generate
figures, plots, and confusion matrices to present experimental results. Matplotlib was selected
because it is highly customizable and produces publication-quality graphics.

3.3 Evaluation Metrics

To evaluate the performance of the proposed model, several standard metrics were used.
These metrics are derived from the confusion matrix, which consists of four values: True
Positives (TP),True Negatives (TN) , False Positives (FP), and False Negatives (FN). [37]
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• True Positive (TP): Attack samples correctly classified as attacks.

• True Negative (TN): Normal samples correctly classified as normal.

• False Positive (FP): Normal samples incorrectly classified as attacks.

• False Negative (FN): Attack samples incorrectly classified as normal.

Based on these values, the following metrics were calculated.

Accuracy

Accuracy measures the overall correctness of the model. It is the ratio of correctly classified
samples to the total number of samples. [37]

Accuracy =
TP + TN

TP + TN + FP + FN
(2.2)

Precision

Precision measures the proportion of correctly predicted attack samples among all samples
predicted as attacks. It indicates how many of the predicted attacks were actually attacks.[37]

Precision =
TP

TP + FP
(2.3)

Recall (Sensitivity)

Recall measures the proportion of correctly predicted attack samples among all actual attack
samples. It indicates how many of the actual attacks were correctly detected.[37]

Recall =
TP

TP + FN
(2.4)

F1-Score

The F1-score is the harmonic mean of precision and recall. It provides a single balanced
metric that considers both false positives and false negatives.[37]

F1-Score = 2× Precision × Recall
Precision + Recall

(2.5)

Confusion Matrix

The confusion matrix is a table that visualizes the performance of the classification model.
It shows the counts of TP, TN, FP, and FN, allowing for a clear understanding of where the
model makes correct and incorrect predictions.[37]
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Figure 2.5: Confusion matrix

4 Experimental Results and Discussion

We evaluated the models directly on the test set. We trained the model for 40 iterations. This
means these models learned better and made better predictions after each improvement period.
The best results achieved 92% accuracy, due to its ability to recognize discriminative patterns
for each category.

Table 2.3 shows the classification report for the 13-class classification.
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Table 2.3: Classification report for 13 classes
Attack Type Precision Recall F1-score
TFTP 0.98 0.94 0.96
DrDoS_MSSQL 0.95 0.97 0.96
DrDoS_UDP 0.48 0.91 0.63
SYN 0.84 0.97 0.90
DrDoS_DNS 0.89 0.98 0.93
DrDoS_NetBIOS 0.67 0.82 0.74
DrDoS_SNMP 0.57 0.85 0.68
DrDoS_LDAP 0.79 0.16 0.27
DrDoS_SSDP 0.53 0.09 0.16
DrDoS_NTP 0.99 0.99 0.99
UDP_lag 0.93 0.72 0.81
WebDDoS 0.50 0.88 0.64
BENIGN 1.00 0.98 1.00

Overall Accuracy 0.92

Figure 2.6 presents the confusion matrix for the 13-class classification.

Figure 2.6: Confusion matrix for 13-class classification

From the confusion matrix (Figure 2.6), we concluded that DrDoS_LDAP and UDP_lag
attacks caused double the reduction in the obtained result because the characteristics of these
attacks are similar. Even network administrators have difficulty differentiating them.
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5 Future Perspectives

During this study, an experiment was performed to evaluate whether the proposed CNN
model could generalize across different datasets. The model was trained on the CICDDoS2019
dataset and tested on the newer BCCC-cPacket-Cloud-DDoS-2024 dataset. If successful, this
would have demonstrated that the model is not overfitted to a single dataset and can perform
well on unseen data captured in different network environments. This is a crucial step toward
deploying DDoS detection models in real-world scenarios where network conditions vary sig-
nificantly.

5.1 Dataset Conversion and Compatibility

The main challenge in this experiment was the incompatibility between the feature sets of the
two datasets. CICDDoS2019 was extracted using CICFlowMeter, which produces 88 network
flow features. The BCCC-cPacket-Cloud-DDoS-2024 dataset, on the other hand, was extracted
using NTLFlowLyzer, which produces over 300 features. The feature names, calculations,
and number of features differ significantly between the two tools, making direct cross-dataset
evaluation impossible.

To overcome this challenge, the raw PCAP (965 files) of CICDDoS2019 was downloaded
from the official Canadian Institute for Cybersecurity website. These PCAP files contain the
original network traffic captured during the training day (January 12th, 2019) and testing day
(March 11th, 2019). The total size of the PCAP files was approximately 180 GB. [1]

The raw PCAP files were then reprocessed using NTLFlowLyzer, the same tool used to
extract features from the 2024 dataset. This ensured that both datasets shared the same feature
extraction methodology. The following command was used to process each PCAP file:

The following configuration file was used with NTLFlowLyzer to extract features from the
PCAP files:

{

"pcap_file_address": "D:\\PCAP-03-11\\SAT-03-112018_0.pcap",

"output_file_address": "D:\\PCAP-03-11_csv\\SAT-03.csv",

"label": "Attack",

"number_of_threads": 3,

"activity_timeout": 30,

"max_flow_duration": 30,

"feature_extractor_min_flows": 100,

"writer_min_rows": 100,

"check_flows_ending_min_flows": 500,

"capturer_updating_flows_min_value": 100

}
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After conversion, the raw CSV files contained over 300 features per flow. However, these
CSV files did not contain labels. The labels needed to be reassigned based on the original attack
schedule.

The labeling process followed the official logic defined by Sharafaldin et al. [1]. The fol-
lowing steps were performed:

1. Timestamp matching: Each flow’s timestamp was compared against the official attack
schedule provided in the original paper (Table III) [1]. For example, NTP attacks were
recorded between 10:35 and 10:45, DNS attacks between 10:52 and 11:05, and so on.

2. Source and destination IP addresses: The official dataset documentation specifies
which IP addresses were used as attackers. Flows originating from these IP addresses
during attack time windows were labeled as the corresponding attack type. [1]

3. Destination port analysis: Many DDoS attacks use specific ports. For example, DNS
amplification attacks use port 53, LDAP uses port 389, MSSQL uses port 1433, and NTP
uses port 123. This information was used to confirm the attack type. [1]

4. Protocol analysis: The transport protocol (TCP, UDP, or ICMP) was also used to distin-
guish between different attack categories.

After applying this labeling logic to all flows, the reprocessed CICDDoS2019 dataset had
the following statistics:

Table 2.4: Statistics of the reprocessed CIC-DDoS2019 dataset
Parameter Value
Total number of flows Approximately 1.8 million
Number of features 300+
Number of attack types 12
Total file size (CSV) Approximately 10 GB

5.2 Results, Limitations and Future Work

After reprocessing the CICDDoS2019 dataset and preparing the 2024 dataset, the proposed
1D CNN model was trained on the reprocessed CICDDoS2019 dataset and tested on the origi-
nal BCCC-cPacket-Cloud-DDoS-2024 dataset. The results were not satisfactory. The model’s
accuracy dropped significantly, from approximately 90% on the training dataset to less than
50% on the 2024 dataset.

Several factors contributed to this failure:

• Hardware limitations: The experiments were performed on a local machine with an
Intel Core i5-7200U processor (2.50 GHz) and only 12 GB of RAM. Processing the 180
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GB PCAP files using NTLFlowLyzer took approximately 6-7 days. Training the model
on the reprocessed dataset (10 GB CSV) required multiple training cycles, but due to
memory constraints, only limited epochs could be completed.

• Time constraints: The conversion process alone consumed most of the available time.
As a result, extensive hyperparameter tuning and cross-validation could not be per-
formed. The model was trained with default parameters, which may not have been opti-
mal for the 2024 dataset.

• Feature mismatch: Although the same tool (NTLFlowLyzer) was used to extract fea-
tures from both datasets, the underlying network traffic was captured in different envi-
ronments. Some features that were discriminative in the testbed environment may not be
discriminative in the cloud environment.

• New attack types: The 2024 dataset contains DDoS attack scenarios that may not be
present in the CIC-DDoS2019 training data. The model had never seen these attack
patterns during training, making it impossible to classify them correctly.

Despite these unsuccessful results, the attempt provided valuable insights for future re-
search:

• Cross-dataset generalization remains a significant open challenge in DDoS detection.
Models trained on one dataset often fail on another due to differences in network envi-
ronments, traffic patterns, and feature extraction methods.

• Standardized feature extraction across datasets is needed to enable fair cross-dataset eval-
uation. The community would benefit from a unified feature extraction standard.

Future work should focus on the following directions:

• Training on multiple datasets: Instead of training on a single dataset, future models
should be trained on multiple datasets simultaneously to improve generalization.

• Transfer learning: A model pre-trained on CICDDoS2019 could be fine-tuned with a
small amount of data from the 2024 dataset to adapt to the new environment.

• Better hardware resources: Utilize cloud GPU instances (e.g., Google Colab Pro, AWS
EC2 with GPUs) to enable faster processing and extensive hyperparameter tuning.

• Domain adaptation techniques: Explore domain adaptation methods that can align
feature distributions between different datasets without requiring labeled data from the
target domain.
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Conclusion

This chapter presented the methodology and contributions of this study. The CICDDoS2019
dataset was selected as the primary dataset due to its recency, attack diversity, realistic traffic,
and feature richness. The dataset was preprocessed through label mapping, removal of identi-
fiers and constant columns, duplicate removal, handling of missing values, normalization, and
type conversion to prepare it for model training.

A 1D Convolutional Neural Network (CNN) was proposed for multi-class DDoS attack
detection. The model was designed to classify 12 different types of DDoS attacks, addressing
the limitations of binary classification common in existing work. The development environment
and evaluation metrics were also described.

While the proposed model achieved satisfactory results on the CIC-DDoS2019 dataset, chal-
lenges remain. An attempt was made to test cross-dataset generalization using the newer
BCCC-cPacket-Cloud-DDoS-2024 dataset, but due to time and hardware limitations, satisfac-
tory results could not be achieved. This remains an important direction for future work.
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General Conclusion

This thesis addressed the problem of Distributed Denial of Service (DDoS) attack detection
using a deep learning approach. The main objective was to develop a model capable of not
only detecting DDoS attacks but also classifying them into specific attack types, unlike most
existing work that only performs binary classification (attack vs. normal).

A 1D Convolutional Neural Network (CNN) was proposed for multi-class DDoS attack de-
tection. The model was trained and tested on the CICDDoS2019 dataset, which contains 12
different types of DDoS attacks. The dataset was preprocessed through label mapping, removal
of constant and identifying columns, duplicate removal, handling of missing values, and nor-
malization. The proposed model was evaluated using standard metrics: accuracy, precision,
recall, and F1-score. The results demonstrated that the 1D CNN model is effective in distin-
guishing between different types of DDoS attacks.

The main contributions of this thesis are a detailed analysis of the CICDDoS2019 dataset,
including the number of flow records per attack type and the class imbalance present; a 1D CNN
model designed for multi-class DDoS attack detection to classify 12 different attack types; and
a comparison of the proposed model with existing approaches from the literature.

Despite the promising results, this study has several limitations. First, the model was eval-
uated on only one dataset (CICDDoS2019), which raises questions about its generalization to
other network environments. Second, an attempt was made to test cross-dataset generaliza-
tion using the newer BCCC-cPacket-Cloud-DDoS-2024 dataset, but due to time and hardware
limitations, satisfactory results could not be achieved.

Future work should focus on testing the model on multiple datasets to evaluate its generaliza-
tion capability, using transfer learning techniques to adapt the model to new datasets, deploying
the model in a real-time network environment to test its practical performance, and exploring
lightweight versions of the model for edge devices.

In conclusion, this thesis demonstrated that a 1D CNN can be effectively used for multi-
class DDoS attack detection. The proposed model offers a step beyond binary classification by
identifying specific attack types. While there is room for improvement, this work provides a
solid foundation for future research in this area.
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