N°xx/2026

PEOPLE’S DEMOCRATIC REPUBLIC OF ALGERIA
MINISTRY OF HIGHER EDUCATION AND SCIENTIFIC RESEARCH
ECHAHID CHEIKH LARBI TEBESSI UNIVERSITY - TEBESSA

FAcurLTty OF SCIENCE AND TECHNOLOGY

»

- I 1 Aol

L il Lngsl
Linfwevrsite Larhi Tebessd - Tebhessa

THESIS
Presented for obtaining the diploma of
3'd Cycle LMD DOCTORATE
In Field of : Eletrotechnics

Speciality: Eletrotechnics

by : Nizar BENAYAD

TITLE

Diagnosis and Fault-Tolerant Control
of Nonlinear Systems

Discussed publicly at: 18/06/2026 in front of the assessment committee:

Youcef SOUFI Professor  Echahid Cheikh Larbi Tebessi University Chairman
Abdelaziz AOUICHE  Professor  Echahid Cheikh Larbi Tebessi University —Supervisor
Abdelghani DJEDDI  Professor  Echahid Cheikh Larbi Tebessi University —Co-supervisor
Tahar BAHI Professor  Badji Mokhtar - Annaba University Examiner
Abla BOUGUERNE  Lecturer A Echahid Cheikh Larbi Tebessi University —FExaminer
Laatra YOUSFI Lecturer A Echahid Cheikh Larbi Tebessi University —Examiner



"Success consists of going from failure to failure without loss of enthusiasm."
Winston Churchill.
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Abstract

The demand for reliable, autonomous operation in complex, safety-critical non-
linear systems such as Unmanned Aerial Vehicles (UAVs) necessitates advanced
Fault-Tolerant Control (FTC) capabilities. Conventional FTC methods struggle
with system non-linearity and lack the adaptive performance required for robust
operation. Conversely, purely Al-based approaches, while highly adaptive, suffer
from a lack of formal safety guarantees and increased computational complexity.
This dissertation bridges this critical gap by proposing and validating a novel
Hybrid Fault-Tolerant Control (HFTC) strategy that strategically integrates the
verifiable rigor of conventional control with the optimizing power of metaheuristic
techniques. The core of this framework is a robust Sliding Mode Control (SMC)
architecture enhanced by a proposed Enhanced Triple Power Reaching Law (ET-
PRL), which provides superior chattering attenuation and accelerated finite-time
convergence. The HFTC architecture employs a unique hybrid compensation strat-
egy that includes an Online Diagnosis component, where a conventional extended
kalman filter (EKF-based) fault detection and identification (FDI) unit provides
real-time fault estimates, and an Offline Optimization component, where the par-
ticle swarm optimization (PSO) algorithm is utilized to pre-compute and store a
"Bank of Parameters" for numerous actuator fault scenarios. The efficacy of this
framework is rigorously validated through a comprehensive case study on a UAV
quadrotor subjected to severe Loss of Effectiveness (LOE) actuator faults. MAT-
LAB/Simulink simulations, including challenging helical and square trajectory
maneuvers, quantitatively demonstrate the superior performance of the HFTC-
ETPRL system, confirming its ability to maintain stability and achieve minimal
tracking error (e.g., up to a 50% reduction in Peak Deviation compared to bench-
mark controllers), underscoring the benefits of non-iterative, pre-optimized recon-
figuration. In synthesis, this research advances the state-of-the-art by validating
an efficient and high-performance hybrid solution that addresses the fundamental

trade-off between robustness and adaptability.

Keywords: Fault-Tolerant Control (FTC), Sliding Mode Control (SMC), En-
hanced Triple Power Reaching Law (ETPRL), Particle Swarm Optimization
(PSO), Extended Kalman Filter (EKF), Unmanned Aerial Vehicle (UAV), Loss
of Effectiveness (LOE).
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GENERAL INTRODUCTION

The modern technological landscape is dominated by complex, high-performance physical
and engineering systems, the vast majority of which exhibit inherently non-linear behaviour.
Unlike their linear counterparts, whose dynamics are governed by the principle of superposition,
nonlinear systems are described by nonlinear differential or difference equations that frequently
give rise to complex and unpredictable phenomena such as multiple equilibria, limit cycles, and
chaotic dynamics [1] [2]. The accurate mathematical representation and robust control of these
systems—which include aerospace vehicles like Unmanned Aerial Vehicles (UAVs), large-scale
power grids, and advanced mechatronic devices—presents a fundamental challenge to engineers
and researchers. Consequently, the development of robust, reliable, and mathematically sound
frameworks for managing system integrity under these nonlinear conditions is a critical necessity
[3].

In safety-critical sectors, the failure of a single component can have rapid, cascading, and
often catastrophic effects. Therefore, designing systems capable of maintaining stability and
acceptable performance in the presence of faults—a concept known as Fault Management—is no
longer a desirable design feature but a non-negotiable requirement. This management process

is bifurcated into two essential stages [4]:

1. Fault Diagnosis and Prognosis (FDP): The process of detecting (determining a fault
has occurred), isolating (locating the faulty component), and identifying (quantifying
the severity of the fault). FDP forms the indispensable prerequisite for any corrective

action [5].

2. Fault-Tolerant Control (FTC): The ability of the control system to actively or pas-
sively compensate for the effects of an identified fault, thereby maintaining the desired op-
erational objectives. FTC methodologies are broadly classified as Passive FTC (PFTC),
which rely on a single, fixed robust controller (e.g., Hoo) to suppress expected faults;
Active FTC (AFTC), which explicitly use diagnostic information to reconfigure the con-
trol loop in real-time; and Hybrid FTC (HFTC), which strategically blend the verifiable
robustness of PFTC with the adaptability of AFTC, representing a modern approach
that is the focus of this research [6].

The core objective of this research is to advance HFT'C strategies by developing a highly ef-
fective solution that addresses the profound challenges presented by nonlinear system dynamics
and actuator faults [7].

The evolution of system integrity management has been shaped by a succession of control
and diagnostic paradigms, each serving as the historical bedrock for industrial automation.
However, their efficacy falters when confronted with the high-speed dynamics, severe non-
linearities, and unpredictable fault scenarios of modern UAVs. These foundational methods

each possess inherent limitations that necessitate a more advanced, hybrid approach [8]:

e Classical Linear Foundations (PID, PI): Proportional-Integral-Derivative (PID) and

PI controllers are the most widely adopted industrial solutions due to their simplicity and



GENERAL INTRODUCTION

ease of tuning. However, they are fundamentally ill-equipped for nonlinear quadrotor dy-
namics; they lack an inherent mechanism to adapt to structural changes, and a single
actuator fault often pushes the system beyond the narrow linear range where these con-

trollers remain stable [9].

e Optimal and State-Space Methods (LQR, LQS): Techniques such as the Linear
Quadratic Regulator (LQR) and Linear Quadratic State-feedback (LQS) offer optimal
performance under ideal, nominal conditions. Yet, they are notoriously brittle; because
they rely heavily on a precise linear model, any parameter drift or actuator Loss of
Effectiveness (LOE) significantly degrades their optimality, often leading to rapid system
divergence [10].

e Robust Control (H,,): Developed to handle model uncertainties and bounded distur-
bances, H,, control provides a high degree of stability. However, it is frequently critiqued
for being owverly conservative. By designing for the absolute worst-case scenario, it often
sacrifices the tracking performance and agility required for quadrotors to perform critical

recovery maneuvers [11].

e Nonlinear Backstepping Control: This technique offers an elegant recursive way to

handle system nonlinearities. However, it is plagued by the “explosion of complexity”
phenomenon; as the system order increases, the repeated differentiation of virtual control
laws leads to mathematically massive expressions that are computationally expensive to

implement on limited embedded flight hardware [12].

While conventional FDP and FTC techniques have served as the historical bedrock for
industrial automation, their efficacy falters when confronted with the growing complexity, non-
linearity, and operational variability of modern systems. These limitations are primarily rooted

in their two main paradigms [13]:

e Model-Based Limitations: These methods (e.g., Luenberger Observers, classical Par-
ity Space) inherently rely on the prerequisite of an accurate mathematical model. De-
veloping a high-fidelity model that captures all non-linearities, time-varying parameters,
and complex coupling effects (such as those in a UAV) is exceptionally difficult. Even ad-
vanced techniques like the Extended Kalman Filter (EKF) suffer from linearization errors
in highly nonlinear environments, and observers like the Sliding Mode Observer (SMO)
are often plagued by the chattering phenomenon. This fundamental model-dependency
renders them brittle and computationally intractable in the face of significant unmodeled

dynamics and novel fault scenarios [13,14].

e Signal-Based Limitations: These methods (e.g., PCA, Spectral Analysis) bypass the
need for a physical model but introduce dependence on extensive empirical data. Their

key limitations include the need for large, representative historical datasets (which is

3
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often impossible for rare fault conditions), a heavy reliance on laborious manual feature
engineering, and a resulting lack of physical insight (black-box tendency), which hinders

accurate root-cause analysis [15,16].

The inherent limitations of conventional methods have motivated a paradigm shift to-
ward data-driven, learning-based techniques. Artificial Intelligence (AI) methodologies of-
fer a powerful alternative capable of addressing system non-linearity and overcoming model-

dependency [17]:

e Universal Approximation: Techniques like Artificial Neural Networks (ANNs) and
Fuzzy Logic Controllers possess the ability to approximate any arbitrary nonlinear func-
tion from input-output data. This makes them highly effective for identifying and con-

trolling complex dynamics without requiring an explicit analytical model [18].

e Optimal Synthesis: Al algorithms, particularly metaheuristic optimization methods
like Particle Swarm Optimization (PSO), are indispensable tools for solving high-dimensional
tuning problems, ensuring that complex multi-variable controllers (like: Sliding Mode

Controllers operate at their absolute optimum across a range of conditions [19].

e Adaptive Learning: Certain Al techniques, including Neural Network-based adaptive
control and Reinforcement Learning, enable the control system to learn new policies
or parameters online, offering a degree of adaptive flexibility that passive conventional

methods cannot match [20].

Research into Fault-Tolerant Control for Unmanned Aerial Vehicles is a mature field, yet it
continues to evolve toward more adaptive and intelligent solutions.

Early works, such as the theses by Avram and Ziquane, focused on establishing core FTC
techniques for quadrotors. Awram’s work investigated both integrated fault diagnosis and
accommodation schemes, including a nonlinear adaptive fault-tolerant controller without an
explicit diagnosis mechanism [21]. Ziquane similarly explored model reference adaptive control
(MRAC) and enhanced multiple model adaptive estimation (EMMAE) using Extended Kalman
Filters (EKF) for fault diagnosis. These works established the critical role of both adaptive
control and model-based diagnosis (EKF) in FTC [22].

More recent research, exemplified by the thesis from Khattab, has concentrated on lever-
aging Sliding Mode Control (SMC) schemes for multi-rotor UAVs, emphasizing the hardware
implementation and the combination of SMC with control allocation. This body of work high-
lights the established utility of SMC for its robustness but implicitly accepts its limitations
(chattering, tuning complexity) [23].

The shift toward Al-based paradigms is represented by Aoun’s thesis, which successfully
demonstrates a Fault Tolerant Deep Reinforcement Learning architecture combined with an

Observer-based Kalman Filter. This work showcases the superior adaptivity and optimality

4
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potential of AI while confirming the ongoing need for conventional observer-based diagnosis to
estimate adverse inputs [24]. Another approach, seen in the work by He, uses a Multiple Model
Approach to design adaptive FTC strategies, an established concept that bridges model-based
and adaptive control by switching between a bank of simplified local models [25].

This thesis builds directly upon the established foundation of SMC’s robustness and EKF’s
model-based diagnosis, but addresses the critical need for a non-iterative, Al-optimized ap-
proach to overcome the limitations of manual tuning and chattering inherent in previous SMC-
based FTC schemes.

The central challenge in developing next-generation FTC for complex nonlinear systems is
rooted in the fundamental scientific trade-off between two desirable system attributes: Verifi-
able Robustness and Adaptive Performance [26].

Conventional, model-based methods (e.g., the EKF-SMC framework) offer mathematically
verifiable robustness and direct physical insight, but their performance is severely limited
by model inaccuracy and their inherent inability to adapt to unforeseen faults. Conversely,
purely Al-based systems offer superior adaptive performance and model-free flexibility, but
their "black-box" nature leads to a critical lack of formal safety guarantees and high compu-
tational overhead, making them often unsuitable for safety-critical, time-sensitive applications
like UAVs [27].

The problem addressed by this thesis is the need to bridge this gap. There is a compelling
need for a unified, Hybrid Fault-Tolerant Control framework for nonlinear systems that success-
fully integrates the verifiable rigor of conventional control theory with the adaptive, optimizing
power of Al techniques. Specifically, the framework must demonstrate the capacity to provide
superior performance and robustness to actuator faults while simultaneously maintaining the
speed and reliability required for real-time deployment. In response to the identified problem,
the primary goal of this research is to develop, implement, and rigorously validate a novel
hybrid fault-tolerant control framework for nonlinear systems. The specific objectives are as

follows:

1. Systematic Literature Review: To conduct a comprehensive classification and critical
analysis of conventional and Al-based methodologies for Fault Diagnosis, Fault-Tolerant

Control, and System Modelling in nonlinear systems.

2. Novel Control Law Development: To develop a robust, high-performance Sliding
Mode Control (SMC) law—the Enhanced Triple Power Reaching Law (ETPRL)—specifically
designed to maintain the benefits of SMC while significantly accelerating convergence and

attenuating the problematic chattering phenomenon.

3. Hybrid Architecture Synthesis: To synthesize a unique HFTC architecture that com-
bines a conventional model-based diagnosis unit EKF-FDI with a metaheuristic-optimized

parameter bank PSO to ensure fast and precise control reconfiguration.
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4. Empirical Validation: To apply the developed HFTC-ETPRL framework to a chal-
lenging, real-world case study—the UAV quadrotor—and perform a rigorous comparative

analysis against conventional SMC controllers under severe, cumulative actuator faults.

The successful execution of the research objectives yields several key contributions to the

field of control engineering and fault-tolerant systems:

1. A Unified Theoretical Framework: The thesis provides a structured, comparative
analysis of conventional and Al-based techniques across the three pillars of system in-
tegrity (Diagnosis, FTC, and Modelling), establishing the necessary justification for the
adoption of hybrid solutions.

2. Novel ETPRL Control Law: The thesis proposes and validates the Enhanced Triple
Power Reaching LawEnhanced Triple Power Reaching Law, a novel SMC discontinuous
term that demonstrably achieves faster finite-time convergence and superior chattering

suppression than existing power, double power, and constant reaching laws.

3. Optimal Hybrid FTC Architecture: Architecture: A novel HFTC architecture is pre-
sented and validated. This system’s innovation lies in its hybrid, two-stage compensation
strategy: (i) Offtine Optimization: PSO is utilized to meticulously tune a "Bank of Pa-
rameters' to compensate for various fault scenarios, and (i) Online Reconfiguration: The
EKF provides the real-time fault identification to index this bank, resulting in a swift,

non-iterative, and highly effective control reconfiguration.

4. Rigorous Empirical Validation: The thesis offers extensive simulation results demon-
strating the superior performance of the HFTC-ETPRL on the nonlinear quadrotor model
against severe Loss of Effectiveness LOE actuator faults in both dynamic helical and de-
manding square trajectory scenarios. The quantitative data provides concrete evidence

of enhanced robustness, tracking accuracy, and control efficiency.

The remainder of this dissertation is organized into four main chapters, following the logical

progression from fundamental theory to applied validation:

e Chapter 01: Diagnosis of Nonlinear Systems: Conventional and Al-Based Approaches,
(FDP). It systematically covers Model-Based (EKF, SMO) and Signal-Based (PCA, FDA)
methods, contrasts them with Al-based solutions (NNs, Fuzzy Logic), and establishes
the critical limitations that necessitate the advanced diagnostic components used in this

thesis.

e Chapter 02: Fault-Tolerant Control of Nonlinear Systems: Conventional and Al-Based
Approaches, This chapter establishes the theoretical foundations of Fault-Tolerant Con-
trol (FTC). It defines the classification of PFTC, AFTC, and Hybrid approaches, detailing
the architecture of prominent conventional techniques (Hoo, SMC) and examining the

potential, challenges, and architecture of Al-based FTC solutions.



GENERAL INTRODUCTION

e Chapter 03: Modelling of Nonlinear Systems: Conventional and Al-based Methods, This
chapter addresses the foundational problem of system representation. It reviews method-
ologies for Nonlinear System Modelling Nonlinear System Modelling, distinguishing be-
tween First-Principle (White-Box), System Identification (Grey-Box), and Al-Based ap-
proaches (NNs, Fuzzy), thereby providing the essential model-based context for the sub-

sequent control design.

e Chapter 04: Case Study: Fault-Tolerant Control of UAV Quadrotors, This chapter serves
as the capstone of the research. It applies the synthesized HFTC-ETPRL framework to
the UAV quadrotor. It details the FTC system design, the PSO optimization procedure,
and presents the rigorous MATLAB /Simulink simulation and comparative analysis that

validates the superior performance of the proposed strategy under critical fault conditions.



Chapter 1

Diagnosis of Nonlinear Systems:

Conventional and AI-Based Approaches

1.1 Introduction

The increasing complexity and non-linearity of modern safety-critical systems, such as UAVs,
necessitate sophisticated Fault Diagnosis and Prognosis (FDP) methods [2]. Undetected faults
in these systems can rapidly escalate into catastrophic failures, compromising both safety and
operational efficiency. Consequently, developing robust diagnostic techniques capable of han-
dling nonlinear dynamics is a critical research priority [3,28].

This chapter lays the foundational groundwork for the thesis by conducting a comprehensive
review of the state-of-the-art diagnostic methodologies applicable to nonlinear systems. To
provide a structured understanding of this domain, the discussion proceeds from fundamental
definitions to a critical evaluation of methodological paradigms.

The investigation begins by establishing the necessary theoretical framework, clarifying the
distinctions between degradation, faults, and failures, and classifying the various fault types
based on their time evolution and location. This foundational analysis highlights the specific
challenges inherent in diagnosing nonlinear systems, setting the stage for a detailed examination
of solution strategies.

The review then systematically explores the historical evolution of diagnostic techniques. It
first scrutinizes Conventional Methods, encompassing both Model-Based approaches, such as
State Observers and Parameter Estimation, and Signal-Based techniques like Statistical Anal-
ysis. While these methods offer mathematical rigor, their limitations in the face of unmodeled
dynamics and uncertainty pave the way for the emerging class of Artificial Intelligence (AI)
Methods. The chapter examines how data-driven techniques, including Neural Networks and
Fuzzy Logic, offer powerful alternatives capable of approximating complex nonlinear functions.

Finally, the chapter culminates in a formal Comparative Analysis that synthesizes these

findings. By juxtaposing the verifiable robustness of conventional techniques against the adap-
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tive flexibility of Al-based solutions, the discussion identifies the core technological trade-offs.
This analysis reveals the specific research gaps that motivate the development of the hybrid

diagnostic approach proposed later in this thesis.

1.1.1 Definition and Terminology

Degradation: It refers to the process or state where the performance, capability, or physical
condition of a system or component gradually worsens over time due to factors like wear, aging,
stress, or environmental exposure. It signifies a decline from an initial or optimal condition.
Crucially, a system can be undergoing degradation without having failed yet, meaning it might
still be performing its function, albeit less effectively or efficiently, and potentially still within
its broadest operational limits. Degradation is often a precursor to failure [29].

Fault: 1t is defined as the hypothesized or confirmed root cause—an underlying abnormal
physical or logical condition or defect within system hardware, software, parameters, or their
interaction—that instigates an unpermitted deviation of at least one characteristic property or
variable from the acceptable, standard behavior [30].

Malfunction: It refers to the state or occurrence where a system, component, or process
performs its intended function incorrectly, erratically, or deviates significantly from its specified
operational characteristics or performance criteria, without necessarily having reached a state of
complete failure (cessation of function). It can be summarized as the effect or the manifestation
of a fault in a degraded performance [31].

Fazilure: 1t is defined as the termination of the ability of a system, component, or process to
perform its required function within specified performance limits, or an unacceptable deviation
from its expected operational state. This event signifies that the entity under consideration is no
longer meeting its design specifications or operational objectives, manifesting as an observable
discrepancy (e.g., incorrect output, cessation of operation, degraded performance) [32].

Diagnosis: 1t is the systematic process of identifying the nature, location, and underlying
cause (fault) of an undesired state or behaviour (such as a malfunction or failure) within a sys-
tem, component, or process. This process involves acquiring and analysing observational data
(e.g., sensor readings, alarms, performance metrics), utilizing system knowledge (models, de-
sign specifications, historical data), and employing logical reasoning or algorithmic techniques
to infer the specific defect(s) responsible for the deviation from expected or specified opera-
tion. The primary goal of diagnosis is to provide actionable information that enables effective
troubleshooting, repair, maintenance, or reconfiguration to restore the system to its intended
functional state [28].

Figure 1.1 below represents the failure chronology of an industrial non-linear system, from
normal working condition, going through abnormal condition and initial observed symptoms,

to finally a breakdown.
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Figure 1.1: failure chronology of industrial non-linear system

1.1.2 Different Stages of Diagnosis

The procedure for diagnosing failures and degradations that may affect the different entities
of an industrial process revolves around the following steps (these steps are also represented in
Figure 1.2 bellow) :

Data Acquisition: The systematic gathering and collection of relevant operational signals,
parameters, event logs, and other informational sources from the monitored system, providing
the necessary observational basis for subsequent analysis and assessment of its health status.

Detection: The process of analysing acquired system data to ascertain whether the sys-
tem’s behaviour deviates significantly from its expected or nominal operational state, thereby
indicating the presence of an anomaly or potential fault requiring further investigation.

Localization (or Isolation): The stage following detection that aims to determine the specific
physical or functional origin of the fault, narrowing down the source of the anomalous behaviour
to a particular component, subsystem, connection, or region within the monitored system [33].

Identification: The process of determining the specific type, nature, and often the severity or
magnitude of the fault that has been detected and localized, thereby characterizing the precise
defect affecting the system component or function.

Taking Decision: The concluding stage where, based on the identified fault’s type, location,
and severity, appropriate responsive actions are determined and potentially initiated, such as
triggering alarms, executing mitigating control strategies, initiating safety procedures, schedul-

ing maintenance, or reconfiguring the system [34].

Data Taking

o Detection Localization Identification o
Acquisition Decision

Figure 1.2: Diagnosis Stages
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1.1.3 Diagnosis Performance Criteria

In order to make a clear judgement about some diagnosis system, there are several performance
criteria’s that must be achieved, among them we can mention :

Detection Rate (Sensitivity/Recall): Detection Rate, often termed sensitivity or recall, is
formally defined as the probability that a diagnostic system correctly indicates the presence
of a fault, given that a fault within its designated coverage scope has actually occurred; it
quantifies the system’s fundamental effectiveness in successfully identifying deviations from
normal operation and avoiding missed detections (False Negatives) [32].

False Alarm Rate (FAR): The False Alarm Rate quantifies the probability or frequency with
which the diagnostic system erroneously indicates the presence of a fault when the monitored
system is actually operating correctly within its specified normal conditions; this criterion
measures the system’s reliability in avoiding spurious or unnecessary alarms (False Positives),
which can erode operator confidence and lead to inefficient interventions.

Isolation Accuracy: Isolation Accuracy refers to the conditional probability that, given a
fault has been correctly detected, the diagnostic system correctly identifies and distinguishes the
specific type and/or location of that fault from all other potential fault candidates considered
within its diagnostic scope; it measures the precision and correctness of the fault classification
capability, crucial for directing effective remedial actions [35].

Diagnosis Time (Latency): Diagnosis Time, also known as diagnostic latency, represents
the temporal delay measured from the instant a fault occurs (or becomes sufficiently manifest to
be detectable) until the diagnostic system provides its conclusive output regarding the fault’s
detection, isolation, and/or identification; this metric evaluates the system’s responsiveness,
which is critical for timely intervention in dynamic or safety-related applications.

Robustness: Robustness characterizes the ability of a diagnostic system to maintain its spec-
ified performance levels (particularly in terms of detection rate, false alarm rate, and isolation
accuracy) consistently despite the presence of operational uncertainties, such as measurement
noise, inherent system parameter variations, unmodeled dynamics, disturbances, and fluctua-

tions in operating conditions, ensuring reliable performance in real-world environments [36].

1.1.4 Fault Classification

To effectively develop and apply diagnostic strategies, it is crucial to understand the diverse
nature of faults that can affect a system. Faults are not uniform; they differ significantly in
their origin, manifestation, dynamics, and impact. Therefore, establishing systematic classifica-
tion schemes is essential for characterizing fault behaviour, selecting appropriate detection and

isolation methodologies, and ultimately designing effective fault-tolerant control systems [37].

11
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1.1.4.1 According to Their Evolution in Time:

Every and each fault has a certain propagation pattern in time, the major 3 families patterns
are :

Abrupt Fault: A system failure mode characterized by a sudden, often instantaneous,
transition from a nominal operational state to a significantly degraded or non-functional state.
This fault manifests as a discrete event, resulting in an immediate and substantial change in
system parameters or capabilities [38|, figure 1.3 bellow represents the evolution of an abrupt

fault in function of time.

Fault
&
1
-
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Figure 1.3: Temporal Characteristic of an Abrupt Fault

Intermittent Fault: A fault condition that manifests sporadically and non-persistently,
causing a system to alternate between correct and incorrect operational behavior over time
without intervention. The fault’s activation is often stochastic or dependent on specific, tran-
sient operational or environmental conditions, posing significant challenges for detection and
diagnosis [39], figure 1.4 bellow represents the evolution of an intermittent fault in function of

time.
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Figure 1.4: Temporal Characteristic of an Intermittent Fault

Gradual Fault (or Degradation Fault): A type of fault characterized by a slow, progres-
sive deterioration in system performance or a drift in operational parameters over an extended
period. This degradation typically results from cumulative damage mechanisms (e.g., wear,
aging, fatigue) and may eventually lead to functional failure when performance crosses a pre-
defined threshold [40], figure 1.5 bellow represents the evolution of a gradual fault in function

of time.
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Figure 1.5: Temporal Characteristic of a Gradual Fault

1.1.4.2 According to Their Location

Every and each fault can happen and strike in different sections within the industrial systems,
the three major locations are :

Actuator Faults: 1t refers to abnormal physical or operational conditions originating
within the actuator component itself (e.g., electric motor, valve, solenoid, hydraulic/pneumatic
cylinder) that degrade or prevent its intended function of accurately and reliably converting a
control signal into a specific physical action (such as force, torque, motion, or flow regulation)
[38]. These faults represent the underlying defects—like mechanical wear, stiction, internal
leakage, electrical winding shorts/opens, sensor feedback errors within the actuator, or power
stage failures—that cause the actuator’s output behaviour to deviate significantly from the
commanded input or design specifications, manifesting as malfunctions (e.g., incorrect position,
sluggish response, being stuck) or complete failure, thereby necessitating diagnostic processes
to identify and isolate the specific issue within the actuator mechanism [41].

Sensor Faults: 1t refers to abnormal physical or functional conditions originating within
the sensing element, its transduction mechanism, or associated signal conditioning circuitry,
which compromise or prevent its intended function of accurately and reliably converting a mea-
sured physical variable into a representative output signal. These faults constitute the under-
lying defects—such as bias offset, drift, incorrect gain (scaling error), excessive noise, complete
failure (e.g., open/short circuit), stuck output, intermittent operation, or loss of precision—that
cause the sensor’s output to provide an erroneous, misleading, or absent representation of the
actual physical quantity. Consequently, sensor faults can lead to incorrect monitoring, flawed
control decisions, false alarms, and system instability, thus necessitating diagnostic techniques
to detect, isolate, and identify the specific defect within the sensing system [37].

Component Faults: 1t refers to the underlying physical or logical abnormalities orig-
inating within specific constituent parts (components) or subsystems of a larger engineered
system, distinct from dedicated input (sensor) or output (actuator) elements unless explicitly
included. These faults represent the root defects—such as parameter drift in passive elements
(resistors, capacitors), processing errors in logic units or microcontrollers, connection failures
(e.g., solder joints, connectors), internal shorts/opens within integrated circuits, or material

degradation—that cause a component to deviate from its specified operational characteristics

13
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or intended function at the component level. Such faults are the target of diagnostic procedures
aiming to pinpoint the source of system-level malfunctions or failures by isolating the problem
to one or more specific faulty components within the system’s architecture [40].

Figure 1.6 bellow represent faults classification according to their potential location in the

feedback control system [35].

‘ﬂ?_. Actuator o] Sensor o| Component| 212!

Figure 1.6: Fault Potential Locations in a Feedback Control System

1.1.4.3 According to Their Modelization Type

Every and each fault must be mathematically modelled so it can be studied and analysed,
therefore, we can classify the faults according to their way of modelling which they are basically
two types :

Additive Faults: It represents an unwanted signal or offset that is added to the nominal
(fault-free) signal or system variable. It acts like an external disturbance or bias affecting the
measurement or output [36]. In reality it is caused by a sensor bias, an actuator offset errors
(e.g., a valve stuck partially open causing constant leakage flow), or an external disturbances
(like a constant unmeasured force).

A state space representation with an additive fault can be presented as [34]:

Tp41 = Az + Bug + F fy,
Zadd . { (11)

yr = Cap + Duy + Efy,

With:

Yada denoting for State-space representation of the system with additive faults,

Tr41 € (n* 1) representing the state vector at the next time step,

z) € (n 1) Represents the internal state of the system at time k,

e u; € (mx*1) is the input vector,

yr € (p* 1) is the output vector,

A € (n*n) is the State/System Matrix,
B € (n*m) is the Input/Control Matrix,
C € (p xn) is the Measurement Matrix,

D € (p*m) is the Direct Transmission Matrix,
E € (p*q) is the Fault Distribution Matrix,

14
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e fi € (px1) denotes for fault signal.

Multiplicative Faults: This type represents usually the actuators and sensors faults,
where an actuator faces a brutal change in control action (scales the nominal signal) [31], In
reality they are caused by a changes in sensor sensitivity, loss of actuator effectiveness (LOE),
a degradation in component efficiency, or changes in process parameters like heat transfer
coefficients.

A state space representation with a multiplicative fault can be presented as [34]:

Tt1 = Ay, + B 4wy,
Emult . { (12)

Y = Czi + DI guy,

With: ¥\ denoting for State-space representation of the system with multiplicative faults;
and I'4 represent the multiplicative fault factor.
Figure 1.7 bellow represent faults classification according to their modelization type (addi-

tive or multiplicative type) [33].
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Figure 1.7: Multiplicative and Additive Fault Models

1.1.5 Challenges in Nonlinear System Diagnosis

The accurate and timely diagnosis of faults within engineered systems constitutes a critical
prerequisite for ensuring operational safety, reliability, and efficiency, particularly in complex
automation and control applications. While diagnostic methodologies for linear systems are
relatively mature, a vast majority of real-world physical systems inherently exhibit nonlinear
characteristics, causing their behaviour under nominal and faulty conditions to fundamentally
diverge from linear approximations [42]. This inherent nonlinearity presents formidable chal-
lenges to the design and implementation of effective diagnostic frameworks, stemming from
complex dynamic interactions, state-dependent fault manifestations, and the limitations of
classical linear analysis tools. Consequently, achieving robust fault detection and isolation in
nonlinear systems necessitates confronting a distinct set of obstacles, which demand special-
ized modelling techniques, advanced signal processing methods, and sophisticated diagnostic
paradigms, forming the central focus of the subsequent discussion.

Diagnosing faults in nonlinear systems presents significant challenges compared to linear

systems due to their inherent complexities.

15



CHAPTER 1. DIAGNOSIS OF NONLINEAR SYSTEMS: CONVENTIONAL
AND AI-BASED APPROACHES

-Invalidity of Superposition and Complex Interaction Effects: The absence of superposi-
tion in nonlinear systems is arguably the most fundamental challenge. It dictates that fault
effects are not simply additive to the nominal system behaviour but interact complexly with
the system’s state and inputs, and also among themselves in multiple-fault scenarios, drasti-
cally complicating fault signature isolation, analysis, and the applicability of linear diagnostic
paradigms.

-State-Dependent Dynamics and Complex Fault Manifestations: Nonlinear systems intrinsi-
cally exhibit behaviour that varies significantly with operating conditions, rendering diagnostic
models or thresholds developed for one regime potentially invalid in others. Furthermore, faults
can induce or interact with rich nonlinear phenomena (e.g., limit cycles, bifurcations, chaos),
leading to complex, non-proportional, and often non-intuitive fault signatures that are difficult
to characterize and generalize [25].

-Modelling Complexity and Inherent Uncertainty: Accurately capturing the relevant dynam-
ics of nonlinear systems through mathematical models is substantially more challenging than
for linear systems. This inherent difficulty in modelling, coupled with unavoidable uncertain-
ties, poses a significant barrier to model-based diagnostic approaches, as model inaccuracies
can obscure fault signatures or generate false diagnostic indications.

-Difficulties in Diagnostic Signal Processing and Decision Logic: Generating informative
diagnostic signals (residuals), extracting robust fault features, and establishing reliable deci-
sion thresholds are significantly complicated by the state-dependent, often non-Gaussian nature
of signals in nonlinear systems. This extends to the design and implementation of nonlinear
observers or estimators, which are often required but entail higher complexity, potential con-

vergence issues, and lack the general analytical tractability of their linear counterparts [30].

1.2 Conventional Diagnosis Methods for Nonlinear Sys-

tems

The challenge of fault detection and diagnosis (FDD) in non-linear systems stems fundamen-
tally from their complex dynamics, where principles like superposition do not hold, rendering
direct application of linear FDD techniques inadequate. Conventional approaches predomi-
nantly leverage model-based strategies, relying on the explicit mathematical representation of
the system’s non-linear behaviour. Prominent among these are observer-based methods, which
extend linear concepts through techniques such as the Extended Kalman Filter (EKF) and
Unscented Kalman Filter (UKF) for state estimation and residual generation, or employ dedi-
cated non-linear observer designs like High-Gain Observers (HGO) and Sliding Mode Observers
(SMO) known for robustness properties against certain uncertainties and disturbances. Another
key conventional direction involves adaptations of analytical redundancy relations (ARR) or

parity equations, though deriving computationally tractable and sensitive relations for general
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non-linear systems is often difficult. Parameter estimation techniques, which track deviations
in model parameters indicative of faults, also constitute a conventional approach, frequently
relying on recursive identification algorithms adapted for non-linear models [43,44]. Despite
their foundational importance, these conventional methods often face limitations concerning
robustness to significant modelling uncertainties, computational complexity, sensitivity to op-
erating point variations, and the difficulty of guaranteeing global convergence or performance,

particularly for highly complex or poorly modelled non-linear processes.

1.2.1 Model Based Methods

Model-based fault detection and diagnosis (FDD) leverages analytical redundancy derived from
a mathematical system model to predict nominal behaviour from measured inputs. The core
principle involves generating a residual signal representing the discrepancy between model pre-
dictions and actual system measurements. Significant deviations in this residual, evaluated
against thresholds or statistical tests, indicate fault occurrences. Prominent methodologies in-
clude state estimation using observers (e.g., Kalman filters, non-linear observers), parity space
approaches assessing input-output consistency, and parameter estimation techniques tracking
fault-induced model parameter changes [45]. The performance of model-based FDD fundamen-

tally depends on model fidelity and robustness against uncertainties and noise.

1.2.1.1 Parameter Estimation techniques

These techniques constitute a class of methodologies predicated on the explicit identification
of physical or behavioural parameters embedded within a mathematical model representing
the monitored system. The fundamental premise is that incipient or manifest faults induce
discernible deviations in one or more of these system parameters (e.g., resistance, friction coef-
ficient, gain, time constant) from their nominal, fault-free values [46]. These techniques employ
system identification algorithms, utilizing measured input and output signals (e.g., voltage,
current, speed, position), to continuously or recursively estimate the values of selected model
parameters online or offline. Fault detection is subsequently triggered when the estimated
parameter trajectories significantly diverge from their expected nominal range or exhibit sta-
tistically improbable behaviour, while fault isolation may be achieved by associating specific
parameter deviations with particular component failure modes or structural changes within the
system [43].

The application of parameter estimation for diagnosis fundamentally relies on the availabil-
ity of a parametric model of the system, typically derived from first principles or identified from
experimental data, where specific coefficients or terms directly correspond to physical properties
susceptible to change under faulty conditions [42]. Common identification algorithms employed
include variations of Least Squares (LS), such as Recursive Least Squares (RLS) for online adap-

tation, Maximum Likelihood ML estimation, or Instrumental Variable (IV) methods designed
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to mitigate bias from noise. The diagnostic process involves several key steps :

> Model Selection: Choosing an appropriate model structure (e.g., state-space, ARX, OE,
physical equations) that accurately captures the system dynamics relevant to the faults

of interest and includes parameters sensitive to those faults.

> Nominal Parameter Identification: Establishing the baseline values and expected vari-
ance/uncertainty of the parameters under normal operating conditions, often through

offline identification using fault-free data.

> Online/Periodic Estimation: Implementing an algorithm to track the parameters using
real-time or periodically sampled operational data. This requires ensuring sufficient ex-

citation in the system signals for reliable parameter convergence (identifiability) [47].

> Decision Logic: Defining criteria for declaring a fault based on parameter deviations.
This often involves statistical tests (e.g., comparing estimates against confidence intervals
derived from nominal data) or thresholding based on the magnitude and persistence of

the parameter change.

> Fault Isolation (Optional): Utilizing knowledge about how different faults affect specific
parameters (a fault signature matrix or diagnostic model) to pinpoint the root cause

based on which parameter(s) have deviated [46,47].

The Strengths of this approach include its potential to directly diagnose parametric faults
and quantify their severity through the magnitude of the parameter change. It can also be effec-
tive for detecting slowly developing faults that manifest as gradual parameter drift. However,
its might face several challenges that lies in the requirement for an accurate parametric model,
potential issues with parameter identifiability under certain operating conditions, and sensi-
tivity to measurement noise and unmodeled dynamics. Furthermore, distinguishing parameter
variations caused by genuine faults from those arising due to normal changes in operating points

or environmental conditions necessitates robust estimation and decision-making strategies.

1.2.1.2 Parity Space Relations

Parity Space Relations constitute a fundamental model-based diagnostic technique centred on
exploiting analytical redundancy inherent within a system’s mathematical model to generate
diagnostic signals, termed residuals. These residuals are formulated through algebraic manip-
ulation of the model equations (typically discrete-time state-space or input-output represen-
tations) over a finite time horizon, such that they are ideally zero under nominal (fault-free)
operating conditions and demonstrably non-zero in the presence of faults affecting the system
dynamics or sensor/actuator paths [48]. Crucially, parity relations are often designed to be de-
coupled from, or insensitive to, unknown quantities like initial system states or certain classes

of disturbances, thereby enhancing diagnostic robustness.
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The core idea behind the Parity Space approach is to leverage the inherent consistency
constraints imposed by the system model on the temporal evolution of its inputs and outputs.
For a linear discrete-time system model, equations relating inputs, outputs, and states at dif-
ferent time steps can be stacked over a chosen time window of length s. This results in an
overdetermined set of equations relating a sequence of known inputs u(k) and outputs y(k) to
the unknown initial state x(k-s) within that window [49].

The derivation process seeks a linear transformation (represented by a matrix or vector W)
that effectively eliminates the unknown initial state term from the stacked equations. This
transformation projects the measured input/output data onto a subspace the "parity space"
which is orthogonal to the subspace spanned by the system’s free response originating from the
initial state. The resulting equation, r(k) = W* [vector of inputs/outputs over window]|, defines
the parity relation, and r(k) is the residual signal [49].

Under fault-free conditions and assuming an accurate model, the measured inputs and out-
puts satisfy the underlying system equations, and thus the residual r(k) will be (theoretically)
zero, or close to zero within the bounds of noise and modelling uncertainty. When a fault
occurs, it violates the assumptions embedded in the model equations (e.g., by changing a sys-
tem parameter, adding an offset, or altering the input/output relationship). This inconsistency
causes the measured data to no longer satisfy the original model constraints, resulting in a
non-zero residual r(k), thereby detecting the fault [50].

The Strengths of parity space approach include its systematic design procedure rooted in
linear algebra, relatively low computational cost for implementing the residual calculation once
W is derived, and the potential for structured residual design for fault isolation. However, it
might include sensitivity for modelling errors, noise (which can be amplified by the transforma-
tion W), and the trade-offs involved in selecting the window length s (affecting detection delay,

noise sensitivity, and computational load) [47,48].

1.2.1.3 State observers

They represent a pivotal class of algorithms within model-based diagnosis, fundamentally de-
signed to reconstruct the internal state vector of a dynamic system based on knowledge of its
mathematical model (typically formulated in state-space representation) and real-time mea-
surements of its inputs and outputs. In the context of fault detection and isolation (FDI), their
primary utility stems from the generation of diagnostic signals, known as residuals, which quan-
tify the discrepancy between the observer’s estimated system output and the actual measured
system output [51]. Significant deviations of these residuals from their expected nominal (near-
zero) behaviour under fault-free conditions serve as indicators of potential system malfunctions,
sensor faults, or actuator faults.

The underlying principle of a state observer is to create a dynamic replica, or simulation,
of the monitored system running in parallel with the actual process. The observer model

takes the same measured inputs as the real system and calculates an estimate of the system’s
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internal states . A crucial component is a correction term, typically proportional to the output
estimation error (the difference between the measured output y and the output predicted by
the observer based on its state estimate, § = CZ + Du). This correction term continuously
nudges the observer’s state estimate towards the true system state, aiming for Z(t) to converge
to x(t) over time [52].

The residual signal r(t) is formally defined as [51]:

With:

e n: Number of states, m: Number of inputs, p: Number of outputs,
(t) € (p*1): is the Residual Signal,
(t) € (p*1): is the Measured Output Vector,
(t) € (p*1): is the Estimated Output Vector
(nx1): is the Estimated State Vector
(m = 1): is the Control Input Vector

e

<

<>
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) €
o I(t) €
° u(t) €

Under ideal, fault-free conditions, assuming an accurate model and negligible noise, the
state estimate & converges to the true state x, causing the estimated output y to match the
measured output y, resulting in a residual r(t) close to zero. When a fault occurs, it alters the
system’s dynamics or its input/output relationships in a way not captured by the observer’s
internal model. This discrepancy prevents the observer from accurately tracking the system’s
behaviour, leading to a persistent, non-zero residual signal, thus detecting the fault [53].

The Strengths of observer-based methods include their systematic design framework, in-
herent capability to handle dynamic systems, provision of state estimates potentially useful
for control, and the optimality properties (for KF variants) in handling noise. However it
might face challenges in the strong dependence on the accuracy of the system model, the need
for the system to be observable, potential computational complexity (especially for nonlinear

observers), and the tuning effort required to balance performance and robustness.

1. Luenberger Observer: The Luenberger Observer constitutes a foundational determinis-
tic state estimation algorithm within the framework of model-based diagnosis, specifically
designed for linear time-invariant (LTI) systems commonly encountered in automation
and electrical engineering applications. It operates by constructing a dynamic model
that runs in parallel to the actual system, utilizing the same measured input signals and
incorporating a corrective feedback term proportional to the discrepancy between the
measured system output and the observer’s estimated output [54]. for the diagnostic
purposes, the primary function of the Luenberger observer is the systematic generation of

a residual signal defined as the output estimation error (r = y - y) which ideally remains
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near zero under nominal, fault-free operating conditions but deviates significantly in the
presence of faults affecting the system dynamics, sensors, or actuators, thereby enabling
fault detection [55].

The Luenberger observer is predicated on the availability of an accurate LTI state-space

model of the monitored process [54]:

~+

{j;(t) = Aux(t)+ Buu(t) (1.5)

y(t) = C.ux(t)+ D.u(t)
Where z is the state vector, u is the input vector, y is the output vector, and A, B, C, D
are system matrices of appropriate dimensions.

The observer itself is a dynamical system described by [56]:

(1.6)

Here, i(t +1) represents the estimated state vector, ¢ is the estimated output vector, and

L is the crucial observer gain matrix.

The term [y(t) - (t)] represents the output estimation error, which serves directly as the
residual signal r(t) for diagnostic purposes. This residual is fed back through the observer
gain L to correct the state estimate dynamics. The design objective for L is critical; it

must be chosen such that the estimation error dynamics, governed by [57]:
é(t) = (A— LC).e(t) (1.7)

With the error defined as:
e(t) = z(t) — z(t) (1.8)
Is stable and converges sufficiently quickly. This is typically achieved through pole place-

ment, assigning the eigenvalues of the matrix (A — LC') to desired locations in the left-half

complex plane, provided the system pair (A, C') is observable.

Figure 1.8 bellow, represents a Model-Based Fault Detection System using a Luenberger
Observer, where the Physical System is in top half, and the luenberger observer is in
bottom dashed box [55].
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Figure 1.8: Luenberger Observer

The Strengths of the Luenberger observer in diagnosis include its conceptual simplicity
for linear systems, systematic design procedure via pole placement, and relatively low
computational burden compared to stochastic observers. While the limitations include
its inherent restriction to linear systems (though sometimes applied to linearized nonlinear
systems), sensitivity to modelling errors and parameter uncertainties (which directly affect
the residual), lack of inherent mechanism to optimally handle stochastic noise (unlike
Kalman filters), and the requirement for system observability [54-57]. The choice of
observer gain L often involves a trade-off between fast error convergence (potentially

amplifying noise) and noise robustness (potentially slowing down fault detection).

2. Extended Kalman Filter: The Extended Kalman Filter (EKF) is a recursive Bayesian
estimation algorithm fundamentally employed for state and parameter estimation in
discrete-time, non-linear dynamic systems operating under uncertainty. It addresses sys-
tems where the process dynamics or measurement relationship are non-linear, situations
commonly encountered in automation and electrical engineering. The EKF approximates
the system’s state probability distribution as Gaussian and propagates its mean (the
state estimate %) and covariance (P) over time. This propagation relies on analytically
linearizing the non-linear functions (state transition f and measurement h) around the
most recent state estimate at each time step, using Jacobian matrices (Fy, Hiy1). The
system is typically assumed to be affected by additive, zero-mean Gaussian process noise
(W}, with covariance Q);) and measurement noise (Vi1 with covariance Ry 1), which are

mutually uncorrelated and white [58].

Within the discipline of fault diagnosis, the EKF provides a powerful framework for model-
based residual generation, particularly when dealing with the inherent non-linearities
found in many real-world systems (e.g., actuator saturation, non-linear component char-
acteristics, complex process kinetics, robotic dynamics). The core diagnostic strategy
involves implementing the EKF using a nominal model of the system that is, mathe-
matical representations (f, h) describing the system’s expected behaviour in a fault-free
condition. The EKF then processes the actual measurements (yx,1) obtained from the

potentially faulty physical system [59]. By comparing the filter’s predictions (based on
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the fault-free model) with the actual measurements, the EKF generates a residual signal

that quantifies the discrepancy. This ability to estimate internal states and systemat-

ically account for non-linearities and noise makes the EKF a cornerstone for detecting

deviations indicative of faults [58].

The diagnostic process leveraging the EKF revolves around the filter’s recursive prediction

and update cycle, specifically focusing on the generated residual. Starting with an initial
estimate (Xo|o, Pojo) and (200, P0|0), the filter iterates through the following steps for

each time interval k [59]:

i.

il

Prediction Ahead: Based on the previous state estimate &, and input wy,, predict
the state and its error covariance for the next time step k + 1, assuming fault-free

dynamics (f) and known process noise covariance Q) [60]:

Trr1e = f( T, ur) (1.9)
Piiap = FiPyr Y + Qx (1.10)

(Where Fy, = 0f /0x evaluated at Ty, uy)

Update based on Measurement: Incorporate the actual measurement v, ; taken
from the system at time £+ 1. This involves calculating the Kalman Gain Kj.; and
updating the state estimate and error covariance, using the nominal measurement

model h and known measurement noise covariance Ry [61]:

-Compute Kalman Gain:
K1 = PopipHLy - (Hio PoapHEy + Rie) (1.11)
- Compute Residual (Innovation):
U1 = Yks1 — P(Zripr) (1.12)
- Update Estimate:
Tryifhr1 = Thrip + K Jrn (1.13)
- Update Error Covariance [59]:

Peipprr = (I — Kiyr - Hiy) - Peagr (1.14)

(where Hy 1 = Oh/Ox evaluated at yiqx)
with:
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n: Number of states, m:Number of measurements.

Kii1 € (nxm): is Kalman Gain Matrix,

Pyiape € (n*n): is the Predicted (A Priori) Error Covariance Matrix,

Hii1 € (nxm): is the Measurement Matrix (or Observation Matrix),

Ry+1 € (m*m): is the Measurement Noise Covariance Matrix,

HT € (n*m): is the Transpose of the Measurement Matrix.

Figure 1.9 bellow, represents the algorithm flowchart for an Extended Kalman Filter [61].
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+

Update estimate
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s
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_ Compute error covariance
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T

; 2(te/tr)
Estimated states
Figure 1.9: Algorithm Flowchart for an Extended Kalman Filter

The crucial element for fault diagnosis is the residual vector ¢,;. It represents the
difference between the actual measurement ;.1 and the measurement predicted by the
EKF h(Zp41x based on the nominal, fault-free model. If the system operates as expected
(no faults) and the model /noise parameters are accurate, the residual sequence g1 should
be a zero-mean, white noise sequence with known covariance Sy; = H k+1.Pk+1|k.H,f+1 +
Riy1. The occurrence of a fault introduces behaviour inconsistent with the nominal
model f and/or h, causing the residual g, to deviate statistically from these fault-free
properties. Analysing these deviations (e.g., using statistical tests on its mean or variance)
allows for fault detection and potentially isolation. The final output Zji,41 represents

the estimated system state under the assumptions made [58-61].

3. Sliding Mode Observer: It is a non-linear, deterministic state estimation technique
renowned for its intrinsic robustness against a class of modelling uncertainties, parameter
variations, and external disturbances. It is architecturally characterized by the incorpo-
ration of a discontinuous feedback term, typically based on the signum function of the

output estimation error (or a function thereof), into the observer dynamics [62].
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The fundamental operating principle relies on designing this discontinuous term such that
the trajectory of the estimation error is steered towards and subsequently constrained into
a predefined sliding manifold (or surface) within the state error space [63]. To achieve

this convergence in finite time.
S ={eeR"o(e) =0} (1.15)

with:

e n: number of states, p: number of outputs,
e S € R™: Sliding Manifold,
e € (nx1): is the State Estimation Error Vector,

o(e): is the Sliding Function (or Switching Function).

Once established, the resulting sliding motion forces the error dynamics to conform to

the dynamics defined by the sliding surface [64].

o(e) =0 (1.16)
And: do(e)
=0 (1.17)

Crucially, these constrained dynamics are, by design, independent of (or significantly less
sensitive to) certain "matched" uncertainties and disturbances affecting the system. The
equivalent output error injection signal representing the average value of the discontinuous
term required to maintain the sliding motion implicitly reconstructs the unknown inputs
or state-dependent terms necessary to enforce the sliding condition, thereby containing

rich information about system anomalies [65].

Formally, for a system [62]:

dx

T f(x,u, dy,wr) (1.18)
And:

y = h(z) + (dg, ws) (1.19)

Where dy, dy represent disturbances/faults and wy, ws represent uncertainties.

An SMO is often structured as [63]:

% = fo(Z,u) + Gy —y) +v (1.20)

Where fj is the nominal model, G is a linear gain (optional or combined), and v is the
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discontinuous sliding mode term, frequently of the form:

v =p(Z,y,u).sgn[o(y — )] (1.21)

The sliding surface o and the switching gain p are designed using Lyapunov stability
theory to guarantee finite-time convergence to ¢ = 0 and subsequent sliding motion,
provided the uncertainties/faults satisfy certain matching conditions and boundedness

assumptions [64].

In the field of fault detection and isolation (FDI), the Sliding Mode Observer provides a
robust framework for fault detection and isolation (FDI), particularly effective in scenarios
where precise system models are unavailable or where systems are subject to significant
operational variations and disturbances that are difficult to model accurately [65,66]. Its
utility in diagnosis stems primarily from its robustness properties and the information

embedded within the equivalent injection signal.

Unlike observers that rely on the innovation y — ¢ as the primary residual (like Kalman
Filters or Luenberger observers), the SMO generates a fundamentally different diagnostic
signal. The core idea is that the discontinuous term v actively compensates for discrep-
ancies between the observer model fy(Z,u) and the actual system dynamics projected
onto the output, including the effects of matched uncertainties and faults. The equiva-
lent output error injection signal v., obtained typically by low-pass filtering v to extract
its average value necessary to maintain ¢ ~ 0, serves as the primary residual. Under
nominal (fault-free) conditions, v, reflects the magnitude and structure of the modelled

uncertainties and disturbances the SMO is designed to reject [66].

1.2.2 Signal Based Methods

Signal-based diagnostic methodologies represent a distinct class of fault detection and isola-
tion (FDI) techniques within automation and electrical systems, characterized by their direct
processing and analysis of measured system outputs (signals) without explicit reliance on a
fundamental mathematical model of the system’s behaviour. These approaches operate on the
premise that faults manifest as detectable alterations in the statistical properties, frequency
content, or temporal patterns inherent within sensor readings such as voltages, currents, vibra-
tions, or temperatures [67].

The core methodologies often involve feature extraction from raw signals across different
domains. In the time domain, this may include calculating statistical moments like mean,
variance, skewness, kurtosis, or employing limit checking. Frequency domain analysis commonly
utilizes the Fast Fourier Transform (FFT) for spectral analysis to identify characteristic fault
frequencies [68|. For signals with changing characteristics over time, time-frequency domain

techniques like wavelet transforms or the Short-Time Fourier Transform (STFT) are employed
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to capture non-stationary features.

The diagnostic decision is typically made by comparing these extracted features against
predefined thresholds or patterns established during normal operation, often learned from his-
torical data or through expert knowledge.

While signal-based methods can offer advantages in terms of lower modelling effort and
computational simplicity for specific, well-characterized fault signatures, their efficacy can be
sensitive to variations in operating conditions (e.g., load, speed) that may alter signal char-
acteristics independently of faults, and they may struggle to diagnose novel or unanticipated
fault modes lacking predefined signal patterns [69].

The Figure 1.10 bellow represents the process of Signal-Based Fault Diagnosis [67].

Fault

Output
—»

v
Characteristics
extraction
v

- Characteristics | Diagnosis decision
Prior KnOW‘Pedge analysis

Figure 1.10: Signal Based Diagnosis

1.2.2.1 Spectral Analysis

Spectral Analysis encompasses a suite of signal processing techniques fundamental to signal-
based diagnosis. Its primary focus is decomposing time-domain signals z[n| acquired from
automation or electrical systems into their constituent frequency components to reveal un-
derlying periodicities or characteristic spectral signatures. This is primarily achieved using
the Fourier Transform, particularly its efficient implementation for discrete signals, the Fast
Fourier Transform (FFT), which calculates the Discrete Fourier Transform (DFT). The DFT
transforms a sequence of N time-domain samples z[n| into a sequence of N frequency-domain

components X [k], represented as [68]:

21k

X[k =D z[n]-e? N, fork=0,1,...,N—1 (1.22)

Where z[n] is the signal value at time sample n, X[k] is the complex frequency component
corresponding to frequency k, N is the total number of samples, and j is the imaginary unit.

From X[k|, representations such as the amplitude spectrum |X[k]| or the power spectral den-
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sity ((PSD), often proportional to |X[k]|?) are derived, quantitatively describing the signal’s

magnitude or energy distribution across different frequencies.

Spectral analysis is instrumental for diagnostics as it allows for the identification of fault-

specific frequency patterns within these spectral representations. Examples include detecting

abnormal harmonics in current/voltage signals indicative of power electronic converter faults,

identifying characteristic frequencies corresponding to bearing defects in rotating machinery

vibration signals, or observing shifts in system resonant frequencies [67]. The diagnosis relies

on detecting deviations in the spectral content compared to the expected spectrum under

nominal operating conditions.

1.2.2.2 Statistical Methods

a)

Principal Component Analysis (PCA): it is an unsupervised multivariate statistical tech-
nique employed within signal-based diagnostics to achieve dimensionality reduction and
feature extraction from correlated sensor data arrays. By performing an orthogonal linear
transformation, PCA identifies a set of uncorrelated variables known as principal compo-
nents (PCs), ordered such that the initial PCs capture the maximum variance present in
the original dataset [70].

To perform diagnosis purposes the PCA gets applied to datasets representing nominal sys-
tem operation to establish a reduced-dimension model of normal behaviour; subsequently,
deviations of new process measurements from this established low-dimensional subspace,
often quantified by metrics like the squared prediction error ((SPE) or Q-statistic) or
Hotelling’s T statistic, serve as indicators for fault detection, signalling anomalies incon-

sistent with the learned nominal data structure [68,70].

Fisher Discriminant Analysis (FDA) / Linear Discriminant Analysis (LDA): Fisher
Discriminant Analysis (FDA), commonly implemented as Linear Discriminant Analy-
sis (LDA), is a supervised dimensionality reduction and classification technique. Within
signal-based diagnosis, it is utilized to explicitly enhance the separability between prede-
fined operational states (e.g., normal condition and various specific fault classes). Unlike
PCA’s variance-maximization objective, FDA /LDA seeks a projection subspace (defined
by projection vectors w) that maximizes the ratio of between-class variance to within-class
variance. This objective is often expressed via maximizing Fisher’s criterion [71]:

wT' Spw

J(w) = (1.23)

w? Syrw
Where Sp is the between-class scatter matrix (measuring separation of class means) and
Sw is the within-class scatter matrix (measuring compactness of each class). This process
optimally discriminates among the known categories based on features extracted from

system signals [69].
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Its application in diagnostics involves training the discriminant functions using labelled
datasets corresponding to different system health states; subsequently, newly acquired
signal features are projected onto these discriminant axes to facilitate the classification of
the system’s current operational state into one of the predefined fault categories, thereby

enabling fault isolation [71].

1.2.3 Advantages and Limitations of Conventional Methods

Fault Diagnosis and Prognosis (FDP) are critical functions within modern automation and
electrical engineering systems, ensuring reliability, safety, and operational efficiency. Histor-
ically, diagnostic methodologies have largely fallen into two primary paradigms: model-based
and signal-based (or data-driven) approaches. While these conventional techniques have yielded
significant successes and form the bedrock of many industrial monitoring systems, their effi-
cacy faces growing challenges when confronted with the increasing complexity, non-linearity,

interconnectivity, and operational variability inherent in contemporary engineered systems.

1.2.3.1 Advantages of Conventional Methods

Despite their limitations in dealing with complex modern systems, conventional methods offer

distinct advantages that make them a foundation for current industrial practice:

o Physical Interpretability (Model-Based): Model-based methods leverage explicit mathe-
matical representations of the system’s physics [43]. This provides direct physical insight,
allowing for clear root cause analysis and understanding of the fault mechanism, which is

essential for corrective maintenance.

e Predictability in Novel Conditions (Model-Based): Once a high-fidelity model is estab-
lished, these methods can predict system behaviour and potential faults even under op-
erating conditions or fault types that were not explicitly tested, provided the underlying

physics remain valid [45].

e Minimal Data Requirement (Model-Based): Unlike data-driven methods, model-based
techniques do not require substantial amounts of historical fault data, which is often

scarce for critical industrial systems [44].

e Computational Efficiency (Signal-Based): Standard signal-based techniques (like FFT)
can be computationally fast and easy to implement in hardware for online monitoring [47],
relying only on basic processing of sensor data.

1.2.3.2 Limitations of Conventional Methods

The major shortcomings of conventional methods are categorized by their reliance on models

or data, as summarized below.
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a) Limitations of Model-Based Diagnosis Methods
Model-based diagnosis fundamentally relies on the comparison between observed system

behaviour and the behaviour predicted by a mathematical model.

e Model Fidelity and Complexity: The prerequisite for all model-based methods is an
accurate mathematical model. Developing such high-fidelity models for complex, non-
linear, and time-varying systems is exceptionally challenging [48]. Unmodeled dynamics
and disturbances (e.g., noise, external forces) can easily be misinterpreted as fault signa-

tures, leading to false alarms or missed detections.

e Technique-Specific Constraints: State Observers (EKF, SMO) and Parity Space Re-
lations often inherit restrictions, such as the assumption of linearity (or requiring lineariza-
tion), sensitivity to initial conditions, and the violation of Gaussian noise assumptions (for
EKF). Furthermore, techniques like Parameter Estimation face challenges with parameter
unidentifiability, and Sliding Mode Observers suffer from chattering [52, 58].

b) Limitations of Signal-Based Diagnosis Methods
Signal-based methods bypass the need for explicit physical models, instead extracting sta-

tistical features directly from sensor data to infer system health.

e Data Scarcity and Quality: The most significant limitation is the reliance on sub-
stantial amounts of representative, historical, and often labeled data covering various
operational modes and health states [67]. Obtaining sufficient, high-quality data, espe-

cially for rare fault conditions or new systems, is often a major hurdle.

e Lack of Physical Insight and Feature Dependency: These methods often lack direct
physical interpretation, making root cause analysis difficult (black-box tendency). Their
performance is critically dependent on laborious manual feature engineering, where the

extracted features may not generalize well to unseen conditions or fault types [68].

e Sensitivity and Assumptions: Techniques like PCA and FDA often rely on linear-
ity and Gaussian distribution assumptions, which are frequently violated in real-world,
non-linear systems. Furthermore, Spectral Analysis often relies on a signal stationarity

assumption [69].

1.2.3.3 Comparative Summary

The distinct requirements, assumptions, and limitations of the two primary conventional diag-

nosis paradigms are summarized in Table 1.1.
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Table 1.1: Comparative summary between Model-Based and Signal-Based diagnosis methods

conditions & noise.
- Difficulty interpreting
models (black-box ten-

dency).

- Linearity /Stationarity
assumptions (PCA,
Spectral).

- Requires labelled data
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- Difficulty with

novel/incipient faults.
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Model-Basdd Pgrameter Esti- | - High dependencej on | - Accurate mathematical
mation, accurate model fidelity, model.
- Parity Space Re- | - Difficulty handling | - Known system struc-
lations, complexity, non- | ture.
- State Observers | linearity, time-variation, | - Noise characteristics of-
(Luenberger, EKF, | - Sensitivity to un- | ten assumed (e.g., Gaus-
SMO). modeled dynamics & | sian for EKF).
disturbances, - Analytical redundancy
- Linearization errors | (Parity).
(EKF), chattering
(SMO).
- Tuning complexity
(Observers, Parity).
Signal- - Spectral Analysis, | - Need for large, rep- | - Sufficient historical
Based - Principal Com- | resentative historical | data.
ponent  Analysis | datasets. - Assumption of statis-
(PCA), - Performance heavily | tical difference between
- Fisher Discrim- | dependent on feature | health states.
inant Analysis | engineering. - Features capture fault
(FDA) - Sensitivity to operating | effects.

- Labelled data
pervised methods
FDA).

(Su-
like

1.3 Artificial Intelligence Diagnosis Methods for Nonlinear

Systems

Artificial Intelligence (AI) based diagnostic approaches, encompassing primarily Machine Learn-
ing (ML) and Deep Learning (DL) paradigms, constitute a data-centric framework for the de-
tection, isolation, and identification of malfunctions within complex systems. These methods
are particularly relevant for the non-linear dynamic systems characteristic of modern automa-

tion and electrical engineering applications, such as power electronics, robotic systems, process

control, and electric drives [72].
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Diverging significantly from traditional model-based techniques, which depend heavily on
accurate mathematical representations of system physics (often analytically intractable for
complex systems), Al-based diagnosis leverages computational algorithms to learn intricate
patterns, correlations, and latent feature representations directly from operational data [73].
This data can include sensor time series, control signals, spectral data, or images.

AT methods excel in implicitly capturing the complex, non-linear mappings between high-
dimensional input data and underlying system health states, thereby circumventing the need
for explicit model derivation or linearization. Techniques vary widely, including established
methods like Artificial Neural Networks (ANNs) and Support Vector Machines (SVMs), as well
as more recent deep learning approaches. Convolutional Neural Networks (CNNs) are often
used for spatial or spatio-temporal feature extraction (e.g., from images or spectrograms),
while (RNNs), including Long Short-Term Memory (LSTM) and Gated Recurrent Unit (GRU)
variants, are adept at analysing time-series data. Unsupervised methods like Autoencoders
are also frequently employed for anomaly detection by learning compressed representations of
normal operation |74].

These diverse Al techniques enable the development of diagnostic systems capable of iden-
tifying subtle incipient faults, adapting to time-varying operating conditions, and potentially
discovering unforeseen failure modes by recognizing deviations from learned nominal behaviour
within the data itself. This offers enhanced robustness and sensitivity, particularly in scenar-
ios where traditional model-based or signal-processing methods face limitations due to model

uncertainty or the sheer complexity of non-linear interactions.

1.3.1 Fuzzy Logic Based Diagnosis

Fuzzy Logic Based Diagnosis (FLBD) represents a knowledge-based fault diagnosis methodology
particularly suited for complex, non-linear dynamic systems prevalent in engineering domains.
It leverages the principles of fuzzy set theory and fuzzy inference systems to systematically
handle the detection, isolation, and identification of faults [72].

A key strength of FLBD lies in its ability to provide a formal framework for represent-
ing and processing imprecise, uncertain, or qualitative information. This includes ambiguous
sensor measurements, heuristic expert knowledge, and linguistic descriptions of fault symp-
toms. This capability allows diagnostic reasoning under conditions where traditional analytical
model-based or purely data-driven approaches may face significant limitations due to model
uncertainty, system complexity, or the non-linear nature of fault propagation |73].

The application of diagnostic techniques to non-linear systems in engineering field (e.g.,
power electronic converters, robotic manipulators, chemical processes, power grids) presents
considerable challenges. These systems often exhibit complex behaviours (e.g., bifurcations,
limit cycles, chaotic dynamics) that are difficult to capture accurately with conventional mathe-

matical models [74]. Furthermore, faults in such systems can manifest in subtle, non-proportional
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ways, and their effects can be masked by inherent system non-linearities and operational un-
certainties.

FLBD emerges as a potent paradigm to address these challenges. By incorporating princi-
ples of approximate reasoning, akin to human expert judgment, it allows for the development
of diagnostic systems that can interpret complex system behaviour and fault manifestations
effectively, even in the presence of significant uncertainty and non-linearity [75].

The Figure 1.11 bellow represents the general workflow for a fuzzy logic based diagnosis |75].

Fuzzy Inference

[Measurements Fuzzification Engine
(Rule Base)

Diagnosis
Decision

Defuzzification

Figure 1.11: General Workflow of Fuzzy Logic Based Diagnosis

1.3.2 Neural Network Based Diagnosis

Artificial Neural Network Based Diagnosis constitutes a data-driven fault diagnosis paradigm
employing ANNs. These networks are computational models, inspired by biological neural
structures, designed to learn complex, potentially highly non-linear mappings between system
measurements (symptoms) and underlying fault conditions within dynamic systems [76].
ANNSs achieve this by processing information through interconnected nodes (neurons) orga-
nized in layers. The fundamental computation within a neuron involves calculating a weighted
sum of its inputs and then applying a non-linear activation function (¢). The output (y) of a

single neuron can be represented as [77]:

y=¢ (i Wil + b) (1.24)

Where x; are the inputs, w; are the corresponding weights, b is a bias term, and ¢ is the
activation function. By adjusting these weights and biases during a training process based
on example data, the network learns to approximate arbitrary non-linear functions. Applied
specifically to non-linear systems, this capability allows ANN’s to circumvent the need for
explicit mathematical models of the system or fault mechanisms, which are often difficult or
intractable to derive for complex non-linear dynamics.

The Figure 1.12 bellow represents the basic artificial neuron model for diagnosis process [78].
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Figure 1.12: Basic Artificial Neuron Model for Diagnosis Process

The diagnosis of non-linear systems in fields like automation (e.g., robotic systems, man-
ufacturing processes) and electrical engineering (e.g., power electronic converters, electric ma-
chines, power grids) is challenged by intricate system behaviours, parameter uncertainties, and
the complex propagation of fault effects. Traditional model-based diagnosis often struggles due
to difficulties in obtaining accurate, comprehensive non-linear models. ANNBD thus emerges
as a powerful alternative or complementary approach, fundamentally relying on the principle
of learning function mappings directly from historical or simulated operational data [76-78|.
ANN’s emerges as a powerful alternative or complementary approach, fundamentally relying

on the principle of learning from examples.

1.3.3 Knowledge Based Diagnosis

A Knowledge-Based System (KBS), often referred to as an Expert System (ES) in the diagnostic
context, is a computer program designed within the field of Artificial Intelligence to emulate the
reasoning and problem-solving capabilities of a human expert within a specific, typically narrow,
domain [79]. Applied to the diagnosis of systems in automation and electrical engineering, its
primary goal is to infer the most plausible fault(s) based on observed system symptoms.

The core of a KBS/ES lies in its explicitly represented domain knowledge. This knowledge
base typically encompasses factual information about the system, heuristic rules of thumb
derived from expert experience, procedural logic for diagnostic steps, and potentially deeper
causal relationships pertaining to system operation and failure modes. An inference engine
utilizes this knowledge base, applying symbolic reasoning techniques to the input symptoms
(measurements, alarms, qualitative observations) to reach a diagnostic conclusion [78|.

KBS/ES provides a powerful framework particularly well-suited for complex diagnostic logic
where analytical models are insufficient or intractable, often due to system non-linearities, and
where human expertise provides significant diagnostic value. Diagnosing faults in non-linear
systems (e.g., power electronic circuits, robotic systems, complex process plants, power grids)
presents unique challenges stemming from their intricate dynamics and often non-intuitive fault
propagation paths [76]. While traditional model-based methods may falter due to modelling
difficulties and purely data-driven approaches might struggle with interpretability or data re-
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quirements, KBS/ES offers a complementary or alternative paradigm focused on capturing,
representing, and operationalizing the valuable knowledge possessed by human diagnostic ex-
perts.

The Figure 1.13 bellow represents the general workflow for an expert system [79].

No answer

Rule Base (No conclusion)
IF <cause> THEN <action>
Fault Observed A single
effect(s) A A cause found
—_— ——
A 4 A set of
— _ - seto
Inference Englne P - Fact Base / Working Memory possible causes
Performs reasoning or D 7| Pemmancat, Temporary facts found
mg P ~ facts derived during
Backward Chaining - > reasoning

Figure 1.13: General Workflow of an expert system

1.3.4 Advantages and Challenges of AI Diagnosis Methods

Artificial Intelligence (AI) techniques, including Fuzzy Logic (FL), Neural Networks (NNs), and
Knowledge-Based Systems (KBS), offer powerful alternatives and complementary approaches
to conventional methods for diagnosing faults in nonlinear systems. Their ability to handle
complexity, learn from data, and incorporate heuristic knowledge presents significant opportu-
nities. However, the application of these methods also entails specific challenges that must be

carefully considered.

1.3.4.1 Advantages of AI Diagnosis Methods

-Handling Complex Nonlinearities: Al methods, particularly NNs and fuzzy systems, are inher-
ently capable of approximating highly complex, nonlinear input-output relationships without
requiring explicit mathematical models or linearization [72]. This makes them well-suited for
systems where deriving accurate physics-based models is intractable.

-Data-Driven Capability: Many Al techniques can learn diagnostic models directly from
historical or simulated system data (inputs, outputs, fault labels). This reduces the dependency
on precise analytical models, which are often difficult or impossible to obtain for complex
industrial nonlinear systems [74].

-Learning and Adaptation: Al models, especially NNs, can be trained and potentially re-
trained or adapted online as new data becomes available [73]. This allows the diagnostic system
to adapt to changing system dynamics, varying operating conditions, or even novel fault types
not seen during initial training.

-Robustness to Noise and Uncertainty: Techniques like fuzzy logic are designed to handle

imprecise or vague information effectively [75]. NNs can often learn to be robust to noisy
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sensor measurements if trained on representative data. This tolerance is crucial for real-world
applications where data is rarely perfect.

-Implicit Feature Extraction: Deep Learning models (a subset of NNs) can automatically
learn hierarchical features relevant for fault diagnosis directly from raw sensor data, poten-
tially reducing the need for extensive manual feature engineering often required in signal-based

conventional methods [72].

1.3.4.2 Challenges of AI Diagnosis Methods

-Data Dependency and Requirements: The performance of data-driven Al models heavily relies
on the availability, quantity, and quality of training data. Obtaining sufficient data covering
diverse operating conditions and, critically, various fault types (including incipient faults) can
be difficult, expensive, or even unsafe in practice. Labeled fault data is often particularly scarce.

-Interpretability and Ezplainability ("Black Boz" Problem): Many Al models, especially
deep NN, function as "black boxes." Understanding why a particular diagnosis was made can be
challenging. This lack of transparency can be a significant barrier in safety-critical applications
where traceability and justification for diagnostic decisions are required for validation and
certification [76].

-Computational Complezity: Training complex Al models (e.g., deep NNs) can be computa-
tionally intensive, requiring significant processing power (GPUs) and time. While inference (us-
ing the trained model) is often faster, deploying highly complex models on resource-constrained
hardware for real-time diagnosis can still be challenging.

-Generalization and Robustness: Ensuring that an AI model generalizes well to unseen data
or operating conditions slightly different from the training set is a critical challenge. Models can
overfit the training data, leading to poor performance in real-world deployment. Robustness
against adversarial perturbations or unexpected system changes needs careful validation [77].

-Design and Tuning Complexity: Selecting the appropriate Al architecture (e.g., NN lay-
ers, fuzzy rule base structure) and tuning hyperparameters (e.g., learning rate, membership
functions) often requires significant expertise and extensive experimentation (trial-and-error)
to achieve optimal performance.

- Verification and Validation: Formally verifying the correctness and guaranteeing the per-
formance bounds of complex Al-based diagnostic systems is difficult. Establishing confidence
in their reliability, especially for all possible fault scenarios and operating conditions, remains

an active area of research [78|.
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Table 1.2: A Summary for the Advantages and challenges of Al diagnosis methods

Feature Advantages Challenges
Modelling Handles complex nonlinearities; Difficult to incorporate known physical
Reduced need for explicit analytical | constraints;
models. "Black box" nature
Data Learns directly from data; Requires large amounts of representa-
Can handle high-dimensional data tive (often labelled) data,
Sensitive to data quality
Knowledge Can integrate heuristic/expert knowl- | Formal knowledge representation can
edge (FL, KBS) be complex
Adaptation Potential for online learning and adap- | Ensuring stable adaptation;
tation to changing conditions Catastrophic forgetting in NNs
Robustness Can handle noise and uncertainty (FL, | Ensuring generalization to unseen
robust NNs) data/conditions;
Vulnerability to adversarial attacks
Development | Powerful feature extraction capabilities | Requires Al expertise;
(Deep Learning) Complex design /tuning;
High computational cost for training
Deployment | Fast inference possible for trained mod- | Real-time constraints for complex mod-
els els;
Interpretability /Explainability issues
Validation Data-driven validation possible Formal verification and performance
guarantees are difficult to establish

1.4 Comparative Analysis: Conventional vs. AI Techniques

for Diagnosis

Having reviewed both conventional (model-based and signal-based) and Artificial Intelligence
(AI) approaches for diagnosing faults in nonlinear systems, this section provides a comparative
analysis. The goal is to highlight the relative strengths, weaknesses, and applicability domains
of each category, guiding the selection of appropriate diagnostic strategies based on system
characteristics, available resources, and performance requirements.

The choice between conventional and Al methods is often not straightforward and depends
heavily on the specific challenges posed by the nonlinear system under consideration. Key as-
pects for comparison include modelling requirements, data dependency, handling of complexity

and uncertainty, interpretability, and development effort.

a- Modelling Approach & Effort:

-Conventional (Model-Based): Require an explicit mathematical model (often physics-
based) of the system’s nominal behaviour. Developing accurate models for complex nonlinear
systems can be highly challenging, time-consuming, and may necessitate significant domain
expertise [43|. Linearization or simplification techniques are often employed, potentially limiting

accuracy.
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-Conventional (Signal-Based): Do not require an explicit process model but rely on identi-
fying characteristic features or statistical properties within measured signals. Require expertise
in signal processing and understanding how faults manifest in signal patterns. May struggle if
fault signatures are subtle or masked by nonlinear dynamics and noise [67].

-ATI: Often learn system behaviour implicitly from data, reducing the need for precise analytical
models. This is advantageous for highly complex or poorly understood nonlinear systems.
However, the data acquisition and preparation effort can be substantial, and designing/training

the AI model itself requires specific expertise [72].

b- Data Requirements:

-Conventional (Model-Based): Primarily need data for model validation and potentially
parameter tuning. Performance relies heavily on model accuracy rather than large datasets of
operational behaviour, though data under faulty conditions is needed to test residual sensitivity
[44].

-Conventional (Signal-Based): Require sufficient representative data from both healthy
and faulty operation to extract distinguishing features and set thresholds or train statistical
classifiers [68].

-AI: Generally data-hungry, especially deep learning methods. Require large, diverse datasets
covering various operating conditions and, critically, different fault types and severities. Per-
formance is highly dependent on the quantity and quality of labelled training data, which can

be scarce for fault conditions [73].

c- Handling Nonlinearity & Complexity:

-Conventional (Model-Based): Explicitly addressing strong nonlinearities can be difficult.
Methods like EKF involve linearization, while SMOs require specific system structures. Accu-
racy can degrade significantly if the model or its linearization assumptions are poor [45].
-Conventional (Signal-Based): Nonlinearities can complicate signal feature extraction and
interpretation, as they can distort signals in complex ways that vary with operating points.
-AI: Methods like NNs and Fuzzy Logic are inherently well-suited to approximating complex
nonlinear functions and capturing intricate relationships in high-dimensional data, making them

powerful tools for systems where conventional modelling is intractable [69,74].

d- Interpretability & Explainability:

-Conventional (Model-Based): Generally offer higher interpretability. Residuals or param-
eter estimates can often be linked back to physical phenomena or specific system components,
aiding understanding of the fault’s nature and location [46].

-Conventional (Signal-Based): Interpretability depends on the chosen features (e.g., specific
frequency peaks, statistical moments) [67], which can often be related to known physical effects.
-AI: Often suffer from the "black box" problem, particularly complex NNs. Understanding
why an Al model reached a specific diagnostic conclusion can be challenging, hindering trust

and validation, especially in safety-critical applications. Fuzzy logic systems can offer higher
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interpretability if rules are human-defined [75].

e- Adaptability & Learning;:

-Conventional: Typically static once designed. Adapting to changing system dynamics or
new fault types usually requires manual redesign or retuning of the model or signal processing
algorithms.

-Al: Possess inherent learning capabilities. They can potentially be retrained or adapted on-
line/offline as new data becomes available, allowing them to adjust to system degradation or
novel operating conditions/faults (though this introduces its own challenges like catastrophic
forgetting) [47,76].

f- Robustness to Noise & Uncertainty:

-Conventional (Model-Based): Performance depends on model accuracy and explicit han-
dling of noise (e.g., Kalman filters). Unmodeled dynamics or parameter uncertainties can
degrade performance. SMOs offer good robustness properties under certain conditions.
-Conventional (Signal-Based): Effectiveness depends on the robustness of feature extraction
and classification algorithms to noise. Pre-processing steps are often crucial.

-AI: Can learn to be robust to noise if trained on noisy data. Fuzzy logic is explicitly designed
to handle imprecise information. However, robustness to unforeseen variations or adversarial

inputs can be a concern [49, 78].

1.5 Conclusion

This chapter has established the theoretical groundwork for the thesis by conducting a sys-
tematic survey of diagnostic methodologies applicable to nonlinear systems. The investigation
underscored a fundamental technological trade-off: while conventional model-based techniques
offer physical interpretability and mathematical rigor, they remain critically sensitive to mod-
eling uncertainties. Conversely, data-driven Al paradigms demonstrate superior robustness in
handling complex nonlinear dynamics but often suffer from a lack of formal transparency and
a heavy reliance on training data. The comparative analysis suggests that no single approach
is universally superior; rather, robust diagnosis in complex engineering environments often ne-
cessitates a hybrid strategy that synergizes the strengths of both verifiable control theory and
adaptive artificial intelligence.

However, fault diagnosis is merely the prerequisite for system survival, not the solution. The
ultimate objective is to utilize this diagnostic information to actively compensate for failures and
maintain operational stability. Consequently, having defined the principles of fault detection,
the thesis naturally progresses to the management of these faults. Chapter 02 builds upon this
diagnostic foundation to explore the principles, architectures, and challenges of Fault-Tolerant
Control (FTC) systems.
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Chapter 2

Fault-Tolerant Control of Nonlinear
Systems: Conventional and Al-Based

Approaches

2.1 Introduction

The proliferation of complex, high-performance, and increasingly autonomous systems across
critical sectors makes their safe and reliable operation a matter of paramount importance. As
the failure of a single component can have cascading, catastrophic effects, designing control
systems that can maintain stability and acceptable performance in the presence of faults is no
longer a desirable feature but a fundamental requirement [80,81]. This is the central objective
of fault-tolerant control (FTC).

This chapter systematically investigates the field of FTC as applied to nonlinear systems,
charting a path from its classical, model-based foundations to the modern, data-driven frontiers
of Artificial Intelligence. The goal is to establish a comprehensive theoretical landscape, iden-
tifying the capabilities and, more importantly, the inherent limitations of established methods
to construct a compelling rationale for the Al-based and hybrid approaches that form the core
of this dissertation.

The discussion begins with the field’s fundamental dichotomy: passive FTC (PFTC) versus
active FTC (AFTC). Passive approaches use a single, fixed, robust controller that is inherently
insensitive to a predefined class of faults. In stark contrast, active approaches employ a dynamic
architecture where faults are explicitly detected, diagnosed, and then accommodated through a
real-time reconfiguration of the control strategy, highlighting the trade-off between guaranteed
reliability and high-performance potential.

Building on this, the chapter first reviews conventional FTC Methodologies, covering promi-
nent PFTC techniques (H-oo control, SMC) and active strategies (observer-based diagnosis,

control reconfiguration). This review culminates in a critical synthesis of their overarching
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limitations, focusing on the challenges posed by model-dependency, strong nonlinearities, and
inflexibility to novel fault scenarios. The analysis further highlights the necessity of HF'TC
Approaches, which strategically integrate the robustness of passive components with the adapt-
ability of active reconfiguration, serving as a critical bridge between the two paradigms.

These limitations serve as the direct motivation for exploring Al-based FTC methods, which
introduce a paradigm shift from analytical, equation-based design to empirical, learning-based
synthesis. We will investigate three principal AI methodologies: Fuzzy Logic Controllers, which
leverage heuristic expert knowledge to manage uncertainty; and Neural Network-based FTC,
highlighting their power as universal function approximators capable of adapting online, in-
cluding through methods like Reinforcement Learning, where an agent autonomously discovers
an optimal fault-tolerant policy through goal-directed trial-and-error.

Ultimately, this chapter serves a dual purpose: to provide a critical literature review of the
FTC field while simultaneously constructing a narrative that justifies the research direction
of this thesis. By juxtaposing the verifiable but brittle nature of conventional methods with
the adaptive but opaque character of Al-based systems, we will delineate the research gap this
work aims to address: harnessing the power of intelligent systems to create a new generation of
fault-tolerant controllers that are not only high-performing and adaptive but also reliable and

trustworthy.

2.1.1 Definition and Objectives

The increasing complexity, autonomy, and stringent performance requirements of modern engi-
neering systems, particularly in safety-critical applications such as aerospace, automotive sys-
tems, chemical processes, and power grids, necessitate operation beyond traditional robustness
paradigms. These systems are inevitably susceptible to various types of faults—unexpected
and undesirable deviations in system parameters or structure—originating from component
degradation, malfunction, or complete failure [80]. Fault-Tolerant Control (FTC) emerges as
a critical field dedicated to ensuring the continued, reliable, and safe operation of dynamic
systems in the presence of such faults.

Formally, Fault-Tolerant Control refers to the inherent capability of a control system to
maintain stability and acceptable levels of performance, thereby fulfilling predefined objectives,
despite the occurrence of faults within its components (e.g., sensors, actuators, plant dynamics,
and communication links). Unlike conventional control strategies primarily designed assuming
fault-free operation, or standard robust control methods focused on handling model uncer-
tainties and external disturbances within predefined bounds, FTC specifically addresses the
challenges posed by abrupt or incipient component malfunctions that can significantly alter
system dynamics or functionality [81]. The core principle of FTC involves automatically de-
tecting, identifying (diagnosing), and, crucially, accommodating or compensating for the effects

of these faults to preserve system integrity. Achieving this often involves mechanisms for fault
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detection and diagnosis (FDD) coupled with control law adaptation or reconfiguration [82].
The implementation of FTC is driven by a set of critical objectives aimed at ensuring the
overall integrity and mission success of the controlled system. These objectives can often be

viewed hierarchically:

1. Safety Assurance: As the highest priority, FTC prevents faults from leading to haz-
ardous situations, equipment damage, or harm, ensuring the system remains within safe

operating limits, even if functionality is reduced [80)].

2. Stability Preservation: It is essential to maintain system stability after a fault to avoid

catastrophic failure.

3. Performance Maintenance/Recovery: FTC aims to keep the system operating near

!

its nominal performance. If not possible, it seeks "graceful degradation," where perfor-

mance declines predictably rather than collapsing suddenly.

4. Reliability and Availability Enhancement: By allowing continued operation despite
faults, FTC increases system uptime and dependability, which is vital for minimizing

economic losses and for autonomous systems where manual intervention is difficult [81,82].

Achieving these objectives leads to tangible benefits like minimizing unscheduled downtime and
maintenance costs, and potentially extending the system’s operational life. However, designing
effective FTC systems for complex nonlinear systems presents significant challenges. In essence,
FTC provides a crucial layer of resilience, allowing systems to withstand component failures

while meeting essential safety and performance goals [81].

2.1.2 Classification: Passive FTC vs. Active FTC

Fault-Tolerant Control (FTC) methodologies are fundamentally categorized into two princi-
pal classes, distinguished by their architectural response to fault occurrences: Passive Fault-
Tolerant Control (PFTC) and Active Fault-Tolerant Control (AFTC). The core distinction lies
in whether the control system possesses a fixed, predetermined structure designed to inherently
withstand certain faults, or if it incorporates mechanisms to dynamically adapt its behaviour
upon detecting a fault [83]. This classification provides a foundational framework for under-
standing the diverse strategies employed in FTC design, Figure 2.1 below, represents the FTC

approaches classification.

Fault Tolerant Control
Approaches

Active FTC Hybrid FTC Passive FTC
Approaches Approaches Approaches

Figure 2.1: Classification of fault tolerant control approaches
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2.1.2.1 Passive Fault-Tolerant Control (PFTC)

Passive FTC, often referred to as robust FTC, relies on controllers synthesized a priori with
a fixed structure and parameters. The design philosophy centres on embedding sufficient ro-
bustness within the nominal control law to ensure stability and maintain an acceptable level of
performance across a predefined range of anticipated fault scenarios, without requiring explicit

online fault detection or controller modification [84].

-Operating Principle: Potential faults are treated as uncertainties or disturbances during the
design phase. The controller is inherently designed to mitigate these specific faults through its

fixed feedback mechanisms, with no adaptation based on real-time fault information.

-Key Characteristic: The control law remains static and invariant throughout operation, re-

gardless of whether a fault within its tolerance range occurs.

-General Approach: This method heavily relies on robust control theories, such as H-infinity
control and Sliding Mode Control, to guarantee performance and stability despite uncertainties,

including faults, will be explored in Subsection 2.2.1.

-Inherent Trade-offs: While PFTC is simple to implement (avoiding separate fault detection and
reconfiguration logic) and reacts instantly, it often leads to conservative control designs. The
required robustness can compromise optimal performance under normal, fault-free conditions.
Furthermore, its effectiveness is limited to the specific faults considered during the design stage

and it cannot handle unforeseen or severe faults that exceed its pre-designed margins [84-86].

2.1.2.2 Active Fault-Tolerant Control (AFTC)

In contrast to the passive approach, Active FTC systems are characterized by their ability to
explicitly detect, diagnose, and dynamically respond to faults during operation. AFTC archi-
tectures typically comprise two essential components operating in synergy: a Fault Detection
and Diagnosis (FDD) subsystem and a reconfigurable or adaptive controller. The FDD module
continuously monitors the system, identifies the occurrence of a fault, and provides diagnostic
information (e.g., fault type, location, magnitude, time profile) to the control system. Based
on this information, the control law is then adjusted, retuned, or entirely reconfigured online

to actively counteract the detrimental effects of the detected fault [87].

Operating Principle: AFTC follows a detect-diagnose-compensate paradigm. Faults are first
identified by the FDD unit, and this diagnostic information subsequently triggers a modification

in the control strategy to accommodate the specific fault scenario.

Key Characteristic: The control system’s structure or parameters are dynamically altered

online in direct response to fault detection and diagnosis information [88].

General Approach: AFTC encompasses a variety of techniques, including explicit control re-

configuration strategies, adaptive control schemes tailored for fault compensation, and observer-
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based methods where fault estimates are actively used in the control loop. These diverse active

strategies will be examined in detail in Subsection 2.2.2.

Inherent Trade-offs: AFTC can achieve better performance after a fault compared to PFTC
because the control action is specifically tailored to the diagnosed fault, potentially allowing
the system to recover closer to its normal operation. It can also handle a wider range of
faults, including unforeseen ones, provided the FDD and reconfiguration capabilities are versa-
tile enough. However, this comes at the cost of increased system complexity and the need for
a reliable and timely FDD subsystem. Potential challenges include detection delays, diagnostic

inaccuracies, and ensuring stability during control transitions or adaptations [89].

2.1.2.3 Summary Comparison

The fundamental differences between the passive and active FTC paradigms are summarized

in Table 2.1 Below:
Table 2.1: Comparison of Passive and Active Fault-Tolerant Control Approaches.

Feature

Passive FTC (PFTC)

Active FTC (AFTC)

Core Principle

Inherent robustness via fixed
design

Adaptation /reconfiguration
via FDD

Controller Structure

Fixed, determined a priori

Dynamic, changes online post-
fault

Response Mechanism

Pre-designed tolerance

Online detection, diagnosis,

compensation

FDD Requirement

Not required for control oper-
ation

Essential component

Fault Scope

Predefined, anticipated faults

Potentially wider range, incl.
unforeseen

Nominal Performance

Often conservative (compro-
mised )

Potentially closer to optimal

Post-Fault Perfor- | Limited by fixed design (degra- | Higher potential for recovery
mance dation)

Implementation Lower (controller only) Higher (Controller + FDD +
Complexity Logic)

Initial Reaction | Potentially faster (no detection | Delayed by detec-
Speed delay) tion/diagnosis

Handling Unforeseen
Faults

Generally limited

Potentially better (depends on
FDD/logic)

The distinction between passive and active FTC represents a fundamental dichotomy in fault
management strategies. PFTC emphasizes inherent, pre-designed robustness with a static con-
troller, whereas AFTC focuses on adaptive resilience achieved through online fault diagnosis
and dynamic control modification. As highlighted in Table 2.1, each approach presents distinct
advantages and disadvantages. The selection between these paradigms, or potentially hybrid
approaches merging their characteristics (as alluded to in Subsection 2.2.3), is contingent upon

application-specific factors such as the criticality of performance degradation, the types and
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likelihood of faults, system complexity, and the feasibility of implementing a reliable FDD com-
ponent [84,89]. Recognizing this classification is essential for navigating the diverse landscape of
FTC techniques, particularly when addressing the complexities inherent in nonlinear systems,

which are the focus of the subsequent sections.

2.2 Conventional FTC Methods for Nonlinear Systems

This section examines the traditional, model-based strategies that historically formed the foun-
dation of Fault-Tolerant Control (FTC) for nonlinear systems, prior to the widespread use of
artificial intelligence. These methods primarily relied on mathematical models to ensure system
stability and performance during faults and are divided into two distinct approaches: passive
and active FTC.

Passive strategies focus on designing a single, robust controller that can tolerate a predefined
set of faults, essentially treating them as model uncertainties. In contrast, active strategies
utilize a dedicated fault detection and diagnosis (FDD) module to explicitly identify the fault,
which then triggers a reconfiguration of the control law to accommodate it [85].

The key methodologies within both paradigms will be explored, including robust techniques
like H-infinity and Sliding Mode Control (SMC) for passive FTC, and reconfiguration, adap-
tive control, and observer-based methods for active FTC. The review will also cover hybrid
approaches that combine elements of both. This analysis will conclude by highlighting the
inherent limitations of these conventional methods when dealing with complex nonlinearities
and uncertainties, thereby establishing the need for the more advanced, data-driven techniques

discussed in the following section.

2.2.1 Passive FTC Approaches

Passive Fault-Tolerant Control (PFTC) represents a paradigm wherein the control system is
designed a priori to possess inherent robustness against a predefined set of potential faults.
Unlike active approaches, PFTC systems do not require a separate fault diagnosis module or
controller reconfiguration mechanism. Instead, they employ a single, fixed-parameter controller
designed to maintain system stability and acceptable performance degradation across both
fault-free and faulty operating conditions. The fundamental principle of PFTC is to treat
the effects of faults—such as changes in system dynamics or loss of actuator effectiveness—as
parametric uncertainties or external disturbances. By designing a controller that is inherently
insensitive to these uncertainties, fault tolerance is achieved implicitly [84, 85].

This approach heavily relies on the principles of robust control theory, which provides a
systematic framework for designing controllers that can handle significant model uncertainty
and external disturbances. The primary advantage of PFTC is its simplicity and high reliability

for anticipated faults, as it avoids the complexities and potential time delays associated with
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fault detection and control reconfiguration. However, this approach can be conservative, as the
controller must be robust enough to handle the worst-case fault scenario, which may lead to
compromised nominal performance when the system is healthy [86], figure 2.2 below represent

the Diagram of a Passive FTC approach.

Robust
Controller
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Signal

-
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Figure 2.2: Diagram of PFTC

The following subsections delve into three prominent robust control methodologies that are

widely employed for the design of passive fault-tolerant systems for nonlinear applications.

2.2.1.1 H-infinity Control

H-infinity (H.,) control is a cornerstone of modern robust control theory, offering a powerful
method for designing passive fault-tolerant control systems (PFTC). Its goal is to synthesize
a controller that minimizes the worst-case effect of external inputs, including faults which are
modelled as energy-bounded disturbances. The H,, framework provides a rigorous mathe-
matical structure to design a fixed-gain controller that guarantees closed-loop stability and
attenuates the impact of fault signals to a prespecified level [90].

A. Foundations: The Linear H,, Control Problem: To understand its application to
nonlinear systems, it is essential first to grasp the standard H,, control problem in the linear
time-invariant (LTT) domain. The problem is formulated using a generalized plant structure
[91], as shown in Figure 2.3, which encapsulates the system dynamics, performance objectives,

and interconnections.

—
W=——— Plant [—><¢

‘P’
N—/

Controller
u (K’ y

Figure 2.3: Blok Diagram of H infinity control
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-Ezogenous Inputs (w): All external signals not manipulated by the controller, such as
disturbances, sensor noise, reference commands, and, crucially for PFTC, fault signals.

-Control Inputs (u): The signals generated by the controller K.
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-Performance Outputs (z): These are the signals that need to be minimized or regulated,
typically representing tracking errors or weighted control effort.

-Measured Outputs (y): The signals available to the controller for feedback, typically from
sensors [92].

The generalized plant P’ can be described by a state-space representation [93]:

#(t) = Az(t) + Biw(t) + Bou(t)
y(t) = Cox(t) + Dyw(t) + Dagu(t)

with:

x € (nx1): The State Vector,
e w € (my x 1): The Exogenous Input Vector,
z € (p1 * 1): The Performance Output (or Controlled Output) Vector,

A € (n#*n): State matrix (system dynamics),

e B € (n*my): Disturbance input matrix,

e By € (n*my): Control input matrix,
Ch € (p1 * n): Performance output matrix,

o (5 € (py xn): Measurement output matrix,

e D1 € (py x mq): Feedthrough from disturbance to performance output,

e D5 € (p1 *my): Feedthrough from control input to performance output (often represents
control effort weighting),

e Dy € (py *x my): Feedthrough from disturbance to measurement (typically represents

sensor noise),

e Doy € (pg x my): Feedthrough from control input to measurement.

The controller K’ generates the control input 'u = Ky’ based on the measured output.
When connected to the plant, this forms a closed-loop system described by the Lower Linear
Fractional Transformation (LFT), denoted 'F}(P, K)’ [90]. This results in a closed-loop transfer
function from the exogenous inputs 'w’ to the performance outputs 'z’, denoted "T,,’.

The standard H,, control problem is defined as, For a given disturbance attenuation level
v > 07, find an internally stabilizing controller 'K’ such that the H., norm of the closed-loop
transfer function "7T},,” is bounded by 'v’. Mathematically [91]:

[T (8)loe = [[E1(P, K)[loo <y (2.2)

The H,, norm is defined as the supremum of the largest singular value of the transfer function

matrix over all frequencies 'w’ :
”Tzw(s) ||OO = Sup JmaX[Tzw (]w)] (23)
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Physically, this norm represents the maximum possible ratio of the energy of the output signal

"2(t)’ to the energy of the input signal "w(t)’ over all possible energy-bounded input signals [92].

1201 -

{w()70,lw]l2<o0} (Ilw(t)llz

Where ’||.||2” denotes the L2-norm (or energy) of the signal. This inequality is why H, control
is often called an energy-to-energy gain minimization problem. The solution is famously tied to
the existence of positive semi-definite solutions to two algebraic Riccati equations (AREs) [93].

B. Extension to Nonlinear Systems and the HJI Inequality: For nonlinear sys-
tems, frequency-domain concepts like transfer functions are no longer directly applicable. The

problem must be reformulated in the time domain using the concept of L2-gain [91].

(2.5)

X = f(x)+g(@)w+ gaoz)u
Z hi(z) + kia(z)u

The objective is to find a state-feedback control law 'u = «(z)’ such that the L2-gain of the
closed-loop system from ’w’ to 'z’ is less than or equal to 'y’. This problem is linked to the
theory of dissipative systems and can be solved by finding a "storage function" V' (z) > 0’ that

satisfies the following Hamilton-Jacobi-Isaacs (HJI) partial differential inequality [90]:

oV 1\ [V o (VT (1N,
X (z) + <2—72) (8_X> 91(2)g (2) (8_X> + (5) hy (2)h ()
1
- (3) Bt R @ L@ <0 20
Where Ly, H(z) = (22) go(x)" is the Lie derivative of a Hamiltonian-like function "H’ along
the vector field 'g(x)’, and 'R’ is a weighting matrix.

A more direct and common form of the HJI inequality expresses the differential game na-
ture of the problem, where the controller v’ seeks to minimize the system energy while the
disturbance 'w’ seeks to maximize it. For a state-feedback law "u(x)’, the HJI inequality that
must be satisfied is [92]:

1% 2 2 2
s {a—X(f(x) T gu(@)w + gae)u(@)) + 12, u@)3 ||w||2} <0 (@7

The solution for the worst-case disturbance 'w*’ and the optimal control 'u*’ can be found by

taking the gradients of the Hamiltonian function associated with this inequality, yielding:

{w* - (&) df (@ (%)T (2.8)
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Substituting these back into the HJI inequality gives the final form that must be solved for
Vi) :

@+ im + () (5x) sl (2—;)
N (g_)vf) g2(x) R (2) g3 () (%)T <0 (29)

C. Challenges and Practical Implications: While the HJI inequality offers a complete
theoretical solution, solving this partial differential inequality for a general nonlinear system is
a formidable task. Analytical solutions are rare and exist only for very simple, low-dimensional
systems. Higher-order systems face the "curse of dimensionality," where the computational
complexity of finding a solution ‘V(z)" grows exponentially with the number of states [93].
This intractability is the primary limitation of applying nonlinear H., control in practice

and motivates the exploration of alternative methods to find approximate solutions :

1. Successive Approzimation: An iterative procedure where the nonlinear problem is succes-

sively approximated and solved.

2. State-Dependent Riccati Equation (SDRE): This technique factors the nonlinear dynamics

into a pseudo-linear form, where an algebraic Riccati equation is solved at each time step.

3. Sum-of-Squares (SOS) Programming: If the system dynamics and storage function can be
represented as polynomials, the HJI inequality can be converted into a convex semidefinite
program (SDP) that can be solved efficiently [90-93].

In the context of this thesis, the inherent difficulty in deriving an exact, global solution for
the H., controller for complex nonlinear systems is a critical point. Although effective, these
controllers can be conservative as they are designed for the absolute worst-case disturbance, a
condition that may never occur, potentially leading to sluggish or suboptimal performance un-
der normal, fault-free conditions. This trade-off between robustness and nominal performance,
coupled with the profound difficulty of solving the HJI inequality, creates a compelling case for
investigating intelligent, adaptive, and learning-based F'TC strategies, which are the subject of

the subsequent chapter.

2.2.1.2 Sliding Mode Control (SMC)

Sliding Mode Control (SMC) is a powerful nonlinear control strategy known for its exceptional
robustness, finite-time convergence, and inherent invariance to a specific class of uncertainties
and disturbances, making it a natural paradigm for Passive Fault-Tolerant Control (PFTC).
The core philosophy of SMC is not to cancel disturbances, but to alter the system’s dynamics to

become completely insensitive to their effects [94]. This is achieved by using a discontinuous,
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high-speed switching control law to force the system’s state trajectories onto a user-defined
manifold called the sliding surface and maintain them there.

Figure 2./ below represent a block diagram for sliding mode control approach.

Equivalent L

Control

e itchi Usw,
Setpoint— Switching
Control

Figure 2.4: Blok Diagram of Sliding Mode control
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Control
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The design of an SMC system is divided into two phases:

1. Design of a Sliding Surface (o): Defining a manifold in the state space such that when the
system trajectory is confined to it, the system exhibits desired behaviour (e.g., stability,

tracking).

2. Design of a Control Law (u): Synthesizing a control law that guarantees the state tra-
jectory will reach the sliding surface in finite time (the "reaching phase") and remain on

it thereafter (the "sliding phase"), despite matched uncertainties and faults [95].

A. Phase 1: Defining the Sliding Surface: The sliding surface is an algebraic constraint
on the system’s states, defined by ’o(z) = 0’, where 'z’ is the state vector. Its selection is
the most critical design step as it dictates the controlled system’s behaviour. For a tracking
problem, where the goal is to make the system state 2’ follow a desired trajectory x4, the error

vector is defined as [96]:
e(t) = z(t) — xq4(t) (2.10)

A common choice for the sliding variable ¢ is a weighted linear combination of the error and

its derivatives. For an n-th order system, this can be expressed as :

o(e,t) = (% + A) " e(t) (2.11)

Where (A > 0) is a user-defined positive constant. For a second-order system, this simplifies
to:
o=c+ e (2.12)

Once the system is forced onto the surface (o = 0), the error dynamics are governed by the

stable, first-order linear differential equation:
é=—M\e (2.13)
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The solution e(t) = e(0)e*" guarantees that the tracking error converges exponentially to zero.
The dynamics during the sliding phase are of a lower order and are completely independent
of the original system dynamics and any matched disturbances, which is the source of SMC’s
remarkable robustness [97].

The Figure 2.5 below represent the Phase Plane Portrait of a Sliding Mode Control (SMC)

system.

[ &(t)

~
~
~
~
~
s
~ .
‘\\ reaching phase
~

sliding phase

e(t)

~
\
™~
~

~
sliding surface, s(t)=0

Figure 2.5: Phase Plane Portrait of Sliding Mode Control

B. Phase 2: The Control Law and Reaching Condition: The control law 'u’ must
be designed to drive the state trajectory to the surface (¢ = 0) and keep it there. A sufficient

" often based on a

condition to guarantee convergence in finite time is the "reaching condition,'
Lyapunov stability argument [96]:

do
— < = 2.14
77 < ~lo] (2.14)

Where 'n’ is a strictly positive constant.
To derive the control law, consider a second-order affine nonlinear system with uncertainties
and faults [95]:
X = f(x, @) +b(w, #)u + d(t) (2.15)

Here, f(z,) and b(z, &) are the nominal system dynamics, and 'd(t)’ is a lumped term repre-
senting all uncertainties, disturbances, and faults, assumed to be bounded by a known constant:
|d(t)] < Dinax-

The SMC law is typically composed of two parts :

U = Ueq + Usyy (2.16)

The equivalent control, u.q, is a continuous term representing the ideal control effort to keep
the system on the sliding surface if there were no uncertainties (d(t) = 0) [94]. It is found by
setting do/dt = 0.

Uy = b (2, 3) - (= f(z,3) + Fg — Né) (2.17)

The switching control, ug,, is a discontinuous term that drives the states to the surface and

51



CHAPTER 2. FAULT-TOLERANT CONTROL OF NONLINEAR SYSTEMS:
CONVENTIONAL AND AI-BASED APPROACHES

counteracts the uncertainties d(t). A standard choice is a signum function :
Ugw = —b Y (x,2) - k- sgn(o) (2.18)
Where 'k’ is the switching gain. Combining these gives the full SMC law :
w=>b"(z,7)  (—f(x,2) +iq— A —k-sgn(o)) (2.19)

To satisfy the reaching condition, the gain 'k’ must be chosen to be larger than the maximum
possible magnitude of the lumped uncertainty: k > Dy ax

C. SMC for Passive Fault Tolerance and the Chattering Problem: SMC provides
passive fault tolerance by modelling faults as bounded contributions to the lumped uncertainty
term d(t). The fixed-gain switching controller ensures stability and performance without need-
ing to detect or identify the fault [95]. However, this powerful invariance property applies
primarily to matched uncertainties—those that enter the system dynamics through the same
channel as the control input.

The most notorious practical challenge in SMC is the chattering phenomenon. The ideal,
discontinuous ’sgn(o)’ function requires infinite-frequency switching to keep the state on the
(0 = 0) manifold. In any real system, delays and inertia cause high-frequency oscillations

around the sliding surface. Chattering is highly undesirable as it can [96]:
e Excite unmodeled high-frequency dynamics.
e Lead to excessive wear and damage to actuators.
e Result in low control accuracy and high energy consumption.

To mitigate chattering, the standard approach is to smooth out the control discontinuity within
a thin boundary layer of thickness ® around the sliding surface by replacing the sgn(o) function

with a continuous approximation, such as the saturation function sat(c/®) [97].

o if o] < ®
sat (5) _ o/ il s (2.20)
¢ sgn(o) if |o| > @
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0 i

Figure 2.6: Mitigation of Chattering using a Boundary Layer

This modification comes at the cost of performance. Inside the boundary layer, the perfect
invariance to matched disturbances is sacrificed, and the system is only guaranteed to remain
within a small neighbourhood of the ideal surface. This introduces a trade-off between control
action robustness and tracking precision. More advanced techniques, such as Higher-Order
Sliding Mode Control (HOSM), have been developed to eliminate chattering while preserving
the theoretical precision of the original SMC, albeit at the cost of increased design complexity.
The persistence of the chattering trade-off and the limitation to matched uncertainties are

primary motivators for exploring alternative FTC schemes [94-97].

2.2.2 Active FTC Approaches

In stark contrast to the static, robust-by-design philosophy of passive fault tolerance, Active
Fault-Tolerant Control (AFTC) embodies a dynamic and adaptive paradigm. AFTC systems
explicitly react to the occurrence of a fault by reconfiguring the control strategy in real-time.
This is accomplished through a sophisticated architecture that integrates a control loop with
a dedicated Fault Detection and Diagnosis (FDD) module [89]. The fundamental premise of
AFTC is to first obtain explicit information about the fault’s existence, location, and severity,
and then use this information to make intelligent adjustments to the control law [86].

The operation of an AFTC system follows a distinct sequence of events, as illustrated in

the general architecture shown in Figure 2.7.

1. Fault Occurrence: A component or actuator deviates from its nominal behaviour.

2. Fault Detection: The FDD module, continuously monitoring system signals, detects an

anomaly or inconsistency between the expected and measured system behaviour.

3. Fault Diagnosis (Isolation and Identification): The FDD module analyses the fault
symptoms (residuals) to isolate its location (e.g., which sensor or actuator has failed) and

identify its characteristics (e.g., type of fault, magnitude, and time profile).
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4. Control Reconfiguration: Based on the diagnostic information provided by the FDD,
the controller supervision block initiates a change in the control law to compensate for
the fault’s effect, aiming to restore system stability and recover performance as much as
possible [87].

Figure 2.7 below, represent the block diagram of an active FTC approach [86].

: | Faults Faulis Faults
L , -
Reference | S [ | Reconfigurable | o
. T X Acidrhors —s 5 i L TR R 5
Signal II. | Controdler ; M’ :'H"‘ ; :rﬁ
- | ¥ 4 r
i FI0
| - i = d
; Seheme: |
| Active i
I FICS a |
! Hq‘r;|||||g1rr;n:1m| |
i Mechanisim i
....................................................................... d

Figure 2.7: Diagram of AFTC

The primary advantage of this active approach is superior performance under both nominal
and faulty conditions. Unlike a passive controller, which is often conservatively designed for a
worst-case scenario, an active controller can operate optimally when the system is healthy and
can adapt to the specific nature of a fault when one occurs. However, this performance comes
at the cost of increased complexity. The AFTC system’s effectiveness is critically dependent
on the FDD module, which introduces a potential time delay between fault occurrence and
accommodation and adds another layer of complexity that itself could be a source of failure [88].

The following subsections explore the key methodologies that constitute the core of active

fault-tolerant strategies.

2.2.2.1 Control Reconfiguration Strategies

Control reconfiguration is the core of an Active Fault-Tolerant Control (AFTC) system. It uses
information from a Fault Detection and Diagnosis (FDD) module to adapt the control strategy
after a fault is diagnosed. The primary goal is to preserve stability and recover as much perfor-
mance as possible. The choice of strategy involves a trade-off between effectiveness, complexity,
and computational demand, ranging from simple parameter adjustments to a complete online
redesign of the controller [98].

A. Control Trimming (Parameter Retuning)

Control trimming, or gain scheduling, is the simplest strategy. It maintains the controller’s
structure but adjusts its key parameters (gains) online in response to fault information [99]. This
approach is predicated on the assumption that faults primarily affect the system’s parameters.

A.1. Conceptual Framework and Application: When a fault occurs, such as a partial

loss of actuator effectiveness, the FDD system estimates the new, faulty system parameters. The
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reconfiguration mechanism then uses a pre-computed mapping to find a new set of controller
gains suitable for the post-fault dynamics [98].
For a system described by [98]:

&= f(z)+ B(o)u (2.21)

With f(x) representing System Dynamics Function, and a fault changes the parameter vector
from ‘o’ to 'af’. A common example is an actuator fault, where the effective control input

becomes :
tesr = (I = f)u (2.22)

Here, u.rs represent the effective control input signal, 3 represents the percentage loss of effec-

N

tiveness. The FDD provides an estimate (. If the nominal control is:
u=—k(ap)x (2.23)

The post-fault system would likely be unstable. The trimming strategy uses a mapping, Ko =
®(p), to find an appropriate new gain. The reconfigured control law is [99]:

u = _knew L (224)

A.2. Implementation and Challenges: The mapping '®’ can be a :

1. Lookup Table: Pre-designed gains for discrete fault levels. This is fast but inflexible.

2. Parametric Function: A continuous function that calculates gains based on the estimated

fault parameters [100].

The primary limitation of control trimming is its scope; it is only effective for faults that do
not fundamentally alter the system’s structure.

The Figure 2.8 below, represent the block diagram of control trimming via gain scheduling
technique [99, 100].

Fault detection
reorganization /
Reconstruction mechanism

J Fault
Reconfigurable / /

Fault detection/ |
—» Diagnosis unit |

+ -
Reconfigurable > Actuator ——————»  System >
- controller
Fault
Sensor =

Figure 2.8: Block Diagram of Control Trimming via Gain Scheduling
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2.2.2.2 Observer-Based FTC

Observer-based techniques are the bedrock of modern model-based Fault Detection and Diag-
nosis (FDD) and, by extension, the enabling technology for most Active Fault-Tolerant Control
(AFTC) architectures. The core principle is rooted in analytical redundancy, where a math-
ematical model of the system (an observer or state estimator) runs in parallel to the actual
plant. The observer uses the measured system inputs and outputs to generate an estimate of
the system’s internal states. The discrepancy between the system’s actual behaviour and the
observer’s estimated behaviour, known as the residual, serves as a symptom of a fault [101].

The power of this approach lies in its ability to detect and diagnose faults without requiring
costly physical redundancy. The entire AFTC process hinges on the ability of the observer to
generate a residual signal that is maximally sensitive to faults while being minimally sensitive
to noise, disturbances, and model uncertainties [101].

A. The Foundational Linear Case: The Luenberger Observer:

To understand the core mechanics, we first consider the standard linear time-invariant (LTT)

case. Given a system described by the state-space model [54]:

{:‘c(t) = Ax(t) + Bu(t) (2.25)

y(t) = Cux(t)
A full-order Luenberger observer is constructed with the same structure, but with an added

correction term proportional to the output estimation error [55]:

{ #(t) = A#(t) + Bu(t) + L(y(t) — (t)) (2.26)

gty = Ca(t)
Where z(t) is the estimated state vector and 'L’ is the observer gain matrix. The dynamics
of the state estimation error, e,(t) = z(t) — 2(t), can be derived by subtracting Eq. 2.26 from

Eq. 2.25 :
e(t) = (A — LC)eu(t) (2.27)

If the pair (A, C) is observable, the observer gain 'L’ can be chosen to place the eigenvalues
of the matrix (A — LC') at any desired location in the left-half of the complex plane, ensuring
that the estimation error e, (t) converges to zero.

The residual signal r(t), is defined as the output estimation error [56]:

r(t) = y(t) —4(t) = Ceu(?) (2.28)

Under ideal, fault-free conditions, 7(t) converges to zero. Now, consider the presence of an
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actuator fault f,(¢) and a sensor fault f,(¢) :

{ i(t) = Ax(t) + Bu(t) + Ef.(t) (220
y(t) = Cx(t) + Ffs(t)
The residual dynamics become [57]:
r(t) = Ce,(t) + F fs(t) (2.30)
Where:
é.(t) = (A— LC)ey(t) + Efa(t) — LF f4(t) (2.31)

The residual is now clearly driven by the fault signals. However, for nonlinear systems, this
linear framework is wholly inadequate as the principle of superposition does not hold.

B. Observer Techniques for Nonlinear Systems:

The challenge in the nonlinear domain is that a simple error feedback with a constant gain
‘L’ cannot guarantee global error convergence. A variety of nonlinear observer design techniques
have been developed to address this.

B.1. Extended Kalman Filter (EKF): The EKF is a direct extension of the Kalman
Filter for nonlinear systems. It operates by performing a successive linearization of the nonlinear
system dynamics around the current state estimate at each time step. For a system described
by [58]:

{x’ = f(z,u)+w (2.32)

y = h(x)+v

Where "w’ and v’ are process and measurement noise. The EKF algorithm proceeds in two

steps:

1. Predict [59]:

-State prediction: X () = f(&(t —1),u(t — 1)) (2.33)
-Covariance prediction: P(t) = A(t)P(t — 1)AT(t) + Q (2.34)
2. Update [60]:
-Kalman Gain: K(t) = P(t)C"(t) [C(t)P(t)CT (1) + er (2.35)
State update: X (t) = #(t) + K(t) [y(t) - h(f((t))} (2.36)
-Covariance update: P(t) = [I — K(t)C(t)]P(¢) (2.37)

Here, A(t) and C(t) are the Jacobian matrices of f and h evaluated at the current state estimate.
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In FTC, the innovation sequence [60, 61]:
r(t) = y(t) — h(X(t)) (2.38)

Serves as a statistically meaningful residual. It is nominally a zero-mean, white-noise process.
A fault will cause this innovation to acquire a non-zero mean and lose its white-noise property,
which can be detected by statistical tests (e.g., a chi-squared test).

B.2. Sliding Mode Observer (SMO): Drawing on the robustness properties of Sliding
Mode Control, the SMO is a powerful tool for FDD in uncertain nonlinear systems. An SMO
uses a discontinuous switching function to force the observer’s estimation error to zero in finite
time [62].

Consider an uncertain nonlinear system [63]:

(2.39)

X = Az + Blu+ o(z,u) + fu(t)]
y = Cx

Where ¢ represents model uncertainties and f, is a matched actuator fault, An SMO can be
designed as : .
X = A + Blu+ ¢(i,u)] + L(y — §) — B (2.40)

The term v’ is a high-gain, discontinuous switching function designed to reject the uncertainties
and drive the output error (e, =y — ) to zero.

The key insight for FDD is that when the sliding motion is achieved (e, = 0), the equivalent
output injection signal v.,, which represents the average value of the switching term, must be
equal to the uncertainties and faults it is cancelling out. By low-pass filtering the high-frequency

switching signal "v’, one can reconstruct an estimate of the fault [64,65]:

~

Ja(t) = vey(t) (2.41)

This provides not just fault detection but also a direct estimate of the fault’s magnitude.

C. The FDD Process: From Residual to Reconfiguration

The observer’s output is only the first step. A complete observer-based FDD system per-
forms a sequence of tasks. figure 2.9 bellow llustrates the Complete Observer-Based FDD
Process, where the flow from raw system data through residual generation, evaluation (detec-

tion), isolation, and finally, providing fault information to the FTC supervision [66].
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Figure 2.9: The Complete Observer-Based FDD Process.

1. Residual Generation: This is the role of the chosen observer (Luenberger, EKF, SMO,
etc.).

2. Residual Evaluation and Fault Detection: The raw residual r(t) is processed to make a

binary decision: fault or no fault. This is typically done by comparing its norm to a

predefined threshold Jy,

|l7(t)|| > Jir = Fault Detected
(2.42)

|lr(t)]] < Jy, = No Fault Detected

The choice of Jy, is a critical trade-off. A low threshold increases sensitivity to small
faults but also increases the rate of false alarms due to noise. A high threshold reduces

false alarms but may lead to missed detections of incipient or minor faults [51,52].

Figure 2.10 below, represent the complete process for residual evaluation and fault detec-
tion, where The residual r(t) is small under normal conditions (due to noise). And a fault
causes it to grow and cross the threshold .Jy,. The trade-off between false alarms and

missed detections is determined by the threshold’s level relative to the noise band [53].
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Figure 2.10: Residual Evaluation and Fault Detection Process

3. Fault Isolation: Once a fault is detected, the next step is to determine its location and
type. This is often achieved using an observer bank. A bank of observers is designed where

each observer is specifically insensitive to a particular fault. When a fault tk occurs, all
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residuals will become non-zero except for the residual from observer Ok, allowing the
fault to be isolated [51].

Figure 2.11 below, represent the complete process for fault isolation using an observer
bank, where ach observer is designed for a different fault hypothesis. The pattern of

activated residuals in the "Decision Logic" block.
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Figure 2.11: Fault Isolation using an Observer Bank

The major challenge of observer-based FTC in nonlinear systems is the difficulty of decoupling
the effects of faults from the effects of model uncertainty, external disturbances, and the system’s

own nominal nonlinear behaviour.

2.2.3 Hybrid FTC Approaches

The distinct separation between passive and active FTC philosophies, while useful for classifi-

cation, presents a practical design dilemma. Passive FTC (PFTC) offers guaranteed robustness
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and stability for a predefined set of faults from the moment of their occurrence, but often at the
cost of conservative, degraded nominal performance. Conversely, Active FTC (AFTC) promises
high performance under both nominal and faulty conditions by adapting to the specific fault,
but it introduces significant complexity, potential time delays associated with diagnosis, and a
critical dependence on the reliability of the Fault Detection and Diagnosis (FDD) module. Hy-
brid FTC approaches emerge from a pragmatic desire to mitigate these respective drawbacks by
synergistically combining the two paradigms. The overarching goal is to create a control system
that leverages the guaranteed stability and reliability of a passive design while harnessing the
superior performance recovery capabilities of an active one [102,103|. The specific architecture
of this combination, however, can vary significantly depending on the system’s performance

requirements and safety criticality, leading to distinct strategic designs.

2.2.3.1 Passive Baseline with Active Compensation

This architecture is an intuitive and widely investigated approach to hybrid fault-tolerant con-
trol. The core philosophy is to prioritize safety and guaranteed stability above all else, while
still striving for enhanced performance post-fault. The system is built upon a foundation of
inherent robustness provided by a passive FTC controller that is always active. This baseline
PFTC system is designed to single-handedly ensure the stability of the plant and maintain a
minimum acceptable level of performance in the presence of a predefined set of faults, effectively
creating a "guaranteed stability envelope" [104].

The active component functions as a secondary, intelligent layer, driven by a Fault Detection
and Diagnosis (FDD) module. When the system is healthy, this component is dormant. Upon
the detection and diagnosis of a fault, this component is activated. Its role is not to stabilize the
system—that task is already handled by the passive baseline—but to generate a supplementary,
corrective control signal to counteract the diagnosed fault’s effects and recover lost performance.
This elegantly overcomes the critical latency period inherent in pure AFTC systems [105].

A. Mathematical Framework and Design Principles:

Let us consider a nonlinear system subject to faults, described in an affine-control form [105]:
X = f(x) + B(x)ucss (2.43)

Where u.ys is the effective control input. Two common fault classes are:

1. Actuator Faults: A loss of effectiveness in the actuators, modelled by [106]:

tesy = (I = Bu (2.44)
Where  is a diagonal matrix representing the percentage effectiveness loss.

2. Additive Component Faults: These represent faults that act as external disturbances, such
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as biases or failures in other components. The model becomes :
X = f(z) + B(z)u + E(x)f.(t) (2.45)

Where f.(t) is the fault signal and E(x) is its distribution matrix.

A.1. Design of the Passive Baseline Controller (upassive): The primary objective is
robust stability. It is designed assuming it is the only controller acting on the plant. A robust
control methodology such as H,, H or Sliding Mode Control (SMC) is used to synthesize
upassive to guarantee that for all faults within a predefined set, the closed-loop system remains

stable and key performance variables remain bounded [107].

o [f using Hy: The faults are modelled as a generalized disturbance vector 'w’. The
controller is designed to satisfy ||T..,|| < 7, ensuring the energy of the performance

output is attenuated relative to the fault/disturbance energy.

o [fusing SMC'" The controller is designed with a switching term large enough to overcome
the effects of any matched faults. This can provide complete invariance to such faults but

is limited by the matching condition and the chattering phenomenon [106,107].

Regardless of the method, the passive controller provides a hard guarantee of stability, forming
the system’s safety net.

A.2. Design of the Active Compensator (Ugeqive): The active compensator is dormant
(Uaetive = 0) until the FDD module provides a reliable fault estimate. Its goal is to actively
cancel the diagnosed fault’s effect, thereby restoring the system’s behaviour towards that of the
healthy plant operating under the passive controller [105].

Let the fault estimate provided by the FDD be 3 and fc. The ideal behavior, dictated by

the passive controller, would be [104]:

Xideal = f(x) + B(‘r)upassive (246)
The actual system dynamics with the full hybrid control law are :

Xactual = f(CU) + B(ZL’) (I - /8)(upassive + uactive) + E(-r)fc (247)

To achieve perfect compensation (i.e., Xactual ~ Xidea1), the active controller must be designed
such that [102]:
B(ﬁ)upassive ~ B(ZIZ’) (I - B) (upassive + uactive) + E('I)fc (248)

Solving for wactive, assuming B(x) is invertible in the operating range, yields the active com-

pensation law [103]:

~

uactive(t) = ([ - ﬁ)il Bupassive(t) - Bil(x)ECC)fc(x) (249)
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This equation clearly shows that the active compensation is a function of the fault estimates
(B, fc) and the current value of the passive control signal upassive- It highlights the critical
dependence on the FDD module’s output [102].

The figure Figure 2.12 below, represent the block diagram for a Hybrid FTC with a Passive

Baseline.
x5(t) States

Output

xs(t)

Reference
Input

States

Figure 2.12: Architecture for a Hybrid FTC with a Passive Baseline

B. Critical Analysis: Advantages and Inherent Limitations:

B.1. Key Advantages:

-Handling of FDD Latency: This is the architecture’s most significant advantage. There
is no window of vulnerability between fault occurrence and its detection; the system remains
stable throughout the FDD’s processing time.

-Modular and Verifiable Design: The separation of tasks (stability vs. performance recovery)
simplifies the design and verification process. The stability of the system can be proven by
analysing the passive loop alone.

-Reduced FDD Burden: The FDD does not need to be instantaneous. A temporary failure
or incorrect diagnosis is not catastrophic; it would simply result in the system reverting to the
(sub-optimal but stable) performance level provided by the passive baseline [103].

B.2. Inherent Limaitations and Challenges:

-Conservative Performance Envelope: The system’s performance is fundamentally con-
strained by the passive baseline controller. Even with perfect active compensation, the nominal,
fault-free performance is perpetually compromised to maintain robustness against faults that
may never occur.

-Actuator Saturation and Control Authority: The total control command is the sum (up
+ ua). Both signals can be large, and their sum can easily exceed the physical limits of the
actuators. This saturation can lead to significant performance degradation and potentially
destabilize the "guaranteed" stable system [104].

-Dependence on FDD Accuracy: While the system is robust to FDD latency, it is not

robust to FDD inaccuracy. As seen in Fq. 2./9, any error in the fault estimates will result in
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an imperfect cancellation signal, which acts as a new disturbance to the passive loop.

In summary, the passive baseline with active compensation architecture is a highly pragmatic
and safety-conscious solution. It trades optimal performance for guaranteed reliability and
predictable behaviour. Its primary value lies in applications where the cost of instability is
prohibitively high. However, its inherent conservatism and significant challenges with control
authority demonstrate that it is not a panacea, thus motivating the investigation of alternative

hybrid structures and Al-based techniques.

2.2.3.2 Active Control with Passive Fallback (Safety-Net Approach)

This hybrid architecture represents a philosophical inversion of the passive baseline approach,
prioritizing high performance and optimality during normal operation. The system operates
by default under a sophisticated Active Fault-Tolerant Control (AFTC) scheme, designed for
optimal performance and to provide intelligent accommodation for all anticipated faults. The
"hybrid" nature lies in the inclusion of a secondary, dormant controller: a simple, robust, and
extremely reliable passive controller that serves as a "safety-net" or "lifeboat" [105].

The critical distinction of this approach is the trigger for reconfiguration. The switch to
the passive controller is not initiated by a fault in the plant itself, but rather by a detected
failure or loss of confidence in the supervisory control and diagnosis system. This strategy is
paramount in safety-critical applications where the complex AFTC system, while powerful, is
acknowledged as a potential point of failure [106].

A. System Architecture and Switching Logic:

The architecture is a supervised switching system with two distinct control pathways and
a high-level supervisory unit that decides which path is active.

The two control pathways are :

1. The Primary AFTC Path (6 = 0): This is the nominal operating mode. It includes a high-
performance controller (e.g., an LQR, MPC, or adaptive controller) and a sophisticated
FDD module. This path is responsible for achieving optimal performance metrics (e.g.,
fast tracking, disturbance rejection) and for detecting and accommodating plant faults

through a dedicated reconfiguration mechanism (as described in Subsection 2.2.2.1).

2. The Fallback PFTC Path (6 = 1): This path contains a simple, fixed-gain, robust con-
troller (e.g., a low-order H, or a chattering-free SMC). Its design objective is not perfor-

mance, but guaranteed stability preservation under a wide range of conditions [105].

The decision to switch is governed by the Supervisor and Safety Monitoring Unit. This unit
continuously assesses the health and reliability of the primary AFTC path. The switching

trigger condition § — 1 is a logical function of several factors [104]:

e ['DD Health Diagnostics: The FDD module runs self-tests and can issue a "loss of confi-

dence" flag if it detects internal inconsistencies.
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e State Trajectory Monitoring: The supervisor monitors the system state z(t). If the tra-
jectory begins to diverge towards the boundary of a pre-defined "safe region," a failure is

declared.

o AFTC Output Monitoring: If the AFTC module demands an infeasible control action or

if its internal states become unstable, the supervisor can trigger the fallback.

B. Critical Implementation Challenge: The Bumpless Transfer:

The transition from the high-performance active controller to the simple passive controller
is a point of significant vulnerability. The internal states of the two controllers are generally
different, which can lead to a large, abrupt discontinuity—a "bump"—in the control signal at
the moment of the switch [102]. This bump can induce severe transients that may destabilize
the very system the switch was intended to save.

To ensure a bumpless transfer, the state of the dormant passive controller must be “condi-
tioned” or “kept hot.” This involves continuously updating the passive controller’s state, x.p,
such that its output would match the active controller’s output if it were to be engaged. A

common conditioning scheme is to propagate the passive controller’s state using [103]:

j:Cp = AP *Lep + Bp Y + LC (uaCtive(t) - upassive(t)) (250)

With:

e n,: number of states in the passive controller, m: number of control inputs (actuators),
p: number of measured outputs (sensors),

Tep € (ny, * 1): The Conditioned Passive Controller State,

y € (p=*1): The Plant Measurement Vector,

A, € (n, *n,): The Passive Controller State Matrix,

B, € (n, x p): The Passive Controller Input Matrix,

L. € (n, * m): Is the Conditioning Feedback Gain, this forces upassive t0 track active,

ensuring that at the moment of the switch, the control signal u(t) remains continuous.

C. Analysis of Advantages and Disadvantages:

C.1. Key Advantages:

-Optimal Nominal Performance: The system is not burdened by a conservative passive
controller during normal operation and can be tuned for high efficiency and fast response.

-Ultimate Fail-Safe for the Control System: It provides a robust, verifiable failure mode for
the most complex part of the system—the AFTC module itself. This is critical for certification
in aerospace and autonomous systems.

-Handles Unanticipated Faults: The fallback mechanism provides a safety net against com-
pletely unforeseen events that might confuse or cause the FDD logic to fail [104].

C.2. Inherent Limaitations and Challenges:
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-Complexity of the Supervisor: The supervisor is a complex piece of software in itself and
introduces a new and critical point of failure.

-Performance "Cliff": The transition from the high-performance active mode to the low-
performance passive mode is abrupt and results in a significant degradation of performance,
which may be unacceptable in mission-critical phases.

-Verification and Validation (V&V'): The V&V of this hybrid system is extremely challeng-
ing, requiring exhaustive testing of both control paths, the supervisor’s switching logic, and the
bumpless transfer mechanism [106].

In summary, the active control with passive fallback architecture is tailored for systems
where high performance is the norm, but catastrophic failure is not an option. It acknowledges
the fallibility of complex diagnostic and control software and provides a robust, albeit low-
performance, safety net. Its utility is highest in applications where a controlled degradation to
a simple, stable state is a far better outcome than the risk of losing the entire system due to

the failure of its complex "brain."

2.3 Al-Based FTC Methods for Nonlinear Systems

This section explores the application of Artificial Intelligence (AI) as a powerful alternative
framework for designing the next generation of FTC systems. In stark contrast to conventional
methods that require an explicit mathematical representation of the system and its faults, Al
techniques leverage principles of computational intelligence to learn from data, approximate
complex functions, and make decisions under uncertainty. This offers a promising pathway to
directly address the key limitations of the conventional paradigm. For instance, the universal
approximation capabilities of neural networks can capture complex nonlinear dynamics without
recourse to first principles or linearization. The pattern recognition strengths of machine learn-
ing can enable more robust fault diagnosis from raw sensor data. The goal-directed learning
of reinforcement learning allows for the discovery of optimal control policies in environments
where a model is unknown or incomplete [72,107].

The aim of this section is to investigate the principal methodologies within this emerging
field. We will begin by exploring the use of expert knowledge and linguistic rules through Fuzzy
Logic Controllers. We will then delve into the powerful function approximation and online
learning capabilities of Neural Network-based FTC. Finally, we will examine the paradigm of
Reinforcement Learning, where an agent learns an optimal fault-tolerant control policy through
direct interaction with the system. Through this exploration, we will establish the foundational
strengths of Al-based methods while also setting the stage for a critical analysis of their own

unique advantages and challenges.
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2.3.1 Fuzzy Logic Controllers for FTC

While the fundamental principles of Fuzzy Logic—including membership functions, inference
engines, and defuzzification—were established in Chapter 01 as a diagnostic tool, their applica-
tion in Fault-Tolerant Control (FTC) serves a different purpose: Decision Making and Control
Reconfiguration.

In an FTC context, Fuzzy Logic Controllers (FLCs) are prized for their ability to encapsulate
expert heuristic knowledge into the control loop. Unlike conventional controllers that require
precise differential equations, an FLC can implement linguistic control strategies (e.g., "If the
error is large, apply a strong corrective action"). This is particularly advantageous when the

system model becomes uncertain due to a fault [107,108|.

2.3.1.1 Applications of Fuzzy Logic in Fault-Tolerant Control

A. Fuzzy Logic for Fault Diagnosis:

In this application, the FLC acts as an intelligent FDD system. The inputs are the symptoms
of the fault (typically residuals from observers), and the outputs are the classification of the
fault’s type, location, and/or severity. The rule base is designed based on knowledge of the
system’s fault signatures [108]:

The rule base is designed based on knowledge of the system’s fault signatures [107]:
o IF residualy, is High AND residualyy is NearZero THEN fault is Actuator01 _Stuck
o IF residualy is SlowlyIncreasing AND residualyz is Normal THEN fault is Incipient_ Sensor02_Bias

The key advantage is robustness to noise and ambiguity in the residuals compared to a crisp,
threshold-based logic system.

The Figure 2.13 below, represent the block diagram for a fuzzy logic-based fault diagnosis
system [109].

Pheromone conoentration in

. Blood FFDS (Fuzzy-based Fault Detection System)

Inputs Fuzzy System Outputs

— pyy | CHcviste ERRon | ERRON pp|  Fumyinferancs | RC__ o
and PR
Input (Ph input) vk Engine : Decision making
[Twa input variables PROph .| [Andthe Root Cause aad 5
for the Turay system) K—IM?LJ_‘_)

Knowledge Base
(Furey Rulas)

Figure 2.13: Fuzzy Logic-Based Fault Diagnosis System

B. Fuzzy Logic for Control Reconfiguration:
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Here, the FLC acts as a high-level supervisor that intelligently modifies the control strategy
based on diagnostic information. The inputs are the outputs from the FDD module, and the
outputs are adjustments to the low-level controller’s parameters or a signal to switch controllers.

The rules encode a high-level control strategy [110,111]:

o IF fault is Minor _Actuator Loss AND performance _erroris Small THEN PID _gain__increase

is Small
o IF fault is Severe_Sensor Failure THEN switch _to backup _estimator is TRUE

This approach allows for a smooth, graded response to faults of varying severity, in contrast to

a binary switching logic.

2.3.2 Neural Network-Based FTC

While the fundamental architecture of Artificial Neural Networks (ANNs) was defined in Chap-
ter 01 (Section 3.2) as a diagnostic tool, their application in Fault-Tolerant Control (FTC)
leverages a distinct theoretical property: the Universal Approzimation Theorem. This theo-
rem states that a feedforward network with sufficient hidden neurons can approximate any
continuous nonlinear function to an arbitrary degree of accuracy.

In the context of FTC, we move beyond the static pattern recognition used in diagnosis
and utilize ANNSs for their dynamic learning capabilities. Rather than relying on fixed weights
trained offline, Neural Network-based FTC often employs Adaptive Control schemes where the

network weights are updated online to track changes in system dynamics caused by faults [112].

2.3.2.1 Neural Networks for Fault-Tolerant Control

NNs can be integrated into the control loop itself, typically in one of two ways: for system
identification or for direct control adaptation.

A. NNs for System Identification and Model-Based FTC:

Instead of deriving a first-principles model, an NN can be trained to learn a model of the

plant directly from its input-output data, predicting the next state or output [113]:

#(h+1) = frn(a(k), u(k) (2.51)

n: Number of system states, m: Number of control inputs, k: The Discrete Time Step,
e i(k+1) € (nx1): The Predicted Next State Vector,

e z(k) € (nx1): The Current State Vector,

e u(k) € (mx*1): The Control Input Vector,

fan() € (R™™ — R™): The Neural Network Mapping Function.
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This learned NN model can then be used within a conventional model-based control framework,
such as serving as the prediction model inside an MPC optimization loop or learning the
nonlinear functions for a Feedback Linearizing controller.

In an FTC context, multiple NNs can be trained, one for the healthy plant and others for
different fault conditions. The FDD module would then select the appropriate NN model for
the controller to use after a fault is diagnosed [113,114].

B. Online Learning and Adaptive Control with Neural Networks:

This is the most powerful application. Here, the NN is used to approximate the unknown or
uncertain parts of the system dynamics online, and its weights are adapted in real-time. This
is a direct extension of the conventional adaptive control concepts.

Consider a nonlinear system with uncertainties [112]:

&= f(z)+ g(z)u (2.52)

~—

Where f(z) and g(x) are unknown nonlinear functions. Our goal is to make the system track

a reference model z,,. The control law is structured to cancel the nonlinearities [111]:

u=g""(z)*[-f(z) +v] (2.53)

Where "0’ is a new control input. If f(z) and g(x) were known, this would linearize the system.
Since they are not, we replace them with NN approximations, f(z|W;) and §(z|W,), where W
and W, are the NN weights.

The Figure 2.1/ below, represent the block diagram for a direct adaptive NN control for fault
tolerant control [110].
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Figure 2.14: Direct Adaptive NN Control for Fault Tolerant Control

The key is to derive online adaptation laws for the NN weights W; and W, to ensure
that the tracking error (e = x — x,,) converges to zero. This is typically achieved using a

Lyapunov stability analysis. A typical resulting adaptation law for the weights W of a generic

69



CHAPTER 2. FAULT-TOLERANT CONTROL OF NONLINEAR SYSTEMS:
CONVENTIONAL AND AI-BASED APPROACHES

NN approximator is [110]: )

CZ—V;/ = T-e-o(VTz) (2.54)
Where 'T" is an adaptation gain matrix, e’ is the tracking error, and O'(VTZL‘) is the output of
the NN’s hidden layer (the regressor).

When a fault occurs, it abruptly changes the system’s true dynamics f(z) and g(x). This
causes an immediate increase in the tracking error e, which, through the adaptation law, drives
the NN weights to new values that create a new approximation f and ¢ that accurately rep-
resents the new, faulty system. This allows the controller to automatically compensate for the

fault without an explicit FDD module [109].

2.4 Comparative Analysis: Conventional vs. Al for FTC

This section provides a direct comparative analysis of conventional and Artificial Intelligence-
based approaches to Fault-Tolerant Control (FTC). The objective is to juxtapose the two
paradigms along critical philosophical and operational axes to illuminate the fundamental trade-
offs a control engineer faces. The core of the analysis reveals a fundamental dichotomy: the
rigorous, model-based, and verifiable determinism of conventional methods versus the adaptive,

data-driven, and powerfully expressive—yet often opaque—nature of Al-based systems.

2.4.1 Juxtaposition of Core Philosophies

The most profound difference between the two paradigms lies in their philosophical underpinnings—
how they approach representing knowledge and making decisions.

-Conventional Paradigm: Conventional methods are predicated on the belief that a sys-
tem’s behavior can be captured by a set of mathematical equations derived from physical laws.
Knowledge is explicit, formal, and encoded in state-space matrices, transfer functions, and
differential inequalities. The design process is one of analytical deduction and formal proof.
An H, controller, for example, is the result of solving a set of Riccati equations, providing a

mathematically provable guarantee of performance [91,95].

-Al Paradigm: The World as a Pattern: Al-based methods operate on the premise that
useful knowledge can be extracted empirically from data, even when the underlying physical
laws are unknown. Knowledge is implicit, often distributed across millions of neural network
weights or encoded in a set of linguistic rules. The design process is one of induction and
empirical validation. An NN controller learns a control surface by observing outcomes, while
an RL agent discovers a policy by optimizing a behavioral objective. Its power stems from this

ability to learn and adapt without a formal model [107,113].

This philosophical divergence leads to fundamentally different strengths and weaknesses,

which are synthesized in Table 2.2.
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Table 2.2: High-Level Philosophical and Operational Comparison of FTC Paradigms

Criterion

Conventional FTC Paradigm

Al-Based FTC Paradigm

Design Philosophy

Deductive & Analytical. Based
on mathematical models and first
principles.

Inductive & Empirical. Based on
learning from data, experience, or
interaction.

Knowledge Source

Mathematical Models. State-
space, transfer functions, differ-
ential equations.

Raw Data & Heuristics. System
[/O data, expert linguistic rules,
interaction rewards.

Handling of Non-
linearity

Challenging. Often requires lin-
earization, local analysis, or leads

to intractable problems (e.g.,
HJI).

Inherent Strength. Universal ap-
proximators (NNs) can represent
complex nonlinear functions di-
rectly.

Adaptation Mecha-
nism

Pre-programmed & Parametric.
Relies on gain scheduling, con-
troller switching, or parameter
tuning within a fixed structure.

Structural & Emergent.  Can
adapt internal model structure
(NNs) or discover entirely new
policies (RL).

Fault
Approach

Diagnosis

Analytical. Relies on observers
and residual analysis based on
a nominal model. Sensitive to
model-reality mismatch.

Pattern Recognition. Learns
fault signatures from data. Can
be more robust to noise but de-
pends on data quality.

Performance Guar-
antees

Primary Strength. Provides for-
mal, provable guarantees of sta-
bility and performance bounds
(e.g., Ho norm, Lyapunov stabil-
ity).

Primary Weakness. Generally of-
fers no formal guarantees; perfor-
mance is validated empirically.

Flexibility to Nov-
elty

Low. Cannot handle unantic-
ipated faults outside the pre-
defined uncertainty set or fault li-
brary.

High (Potentially). Online learn-
ing NNs and RL can potentially
adapt to novel situations not seen
in training.

2.4.2 Analysis of the Core Trade-Off: Verifiable Robustness vs. Adap-

tive Performance

The analysis illuminates the central trade-off in modern FTC design. This is not a choice
between algorithms, but between two fundamentally different sets of priorities.

Conventional methods excel where safety, reliability, and predictability are the primary,
non-negotiable requirements. For a civil aircraft, a mathematical proof that the controller
will keep the system within a safe flight envelope is far more valuable than the ability to
learn a slightly more fuel-efficient policy. The "brittleness" and conservatism of conventional
methods are accepted because they create a bounded, analyzable problem space for certifiable
safety [90,94].

Al-based methods excel where the system is too complex to model, the environment is
uncertain, and high performance in the face of novelty is the primary objective. For an au-

tonomous rover exploring an unknown environment, the ability of an RL agent to discover novel
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strategies for unforeseen terrain is more valuable than a formal proof of stability for a simplified
model. The opacity and lack of guarantees are accepted because the alternative—creating a

conventional controller for every possible contingency—is simply impossible [114].

2.4.3 Mapping Conventional Challenges to AI-Based Solutions

To make this comparison more concrete, Table 2.3 directly maps the most significant challenges

of conventional FTC to the specific Al-based techniques that offer a potential solution.

Table 2.3: Mapping Conventional FTC Challenges to Potential Al-Based Solutions

Challenge in Conven-

tional FTC

Potential AI-Based Solution & Rationale

Difficulty of modelling com-
plex nonlinear plants.

Neural Network System Identification. The NN learns the
input-output dynamics fyn(z,u) directly from data, provid-
ing a high-fidelity model for use in model-based control (e.g.,
MPC) without first-principles derivation.

Analytical intractability of
solving mnonlinear control
problems (e.g., HJI inequal-

ity).

Reinforcement Learning Policy Optimization. The RL agent
bypasses the need to solve the analytical problem entirely, in-
stead discovering the optimal control law 7*(s) through direct,
goal-oriented interaction with the environment (or a simula-
tion).

Fragility of observer-based
FDD to noise and model un-
certainty.

Fuzzy Logic or NN-Based Classifiers. These methods treat
FDD as a pattern recognition problem. They can learn robust
mappings from noisy residual signals to fault classes, often
outperforming threshold-based logic in ambiguous situations.

The  "chattering"  phe-
nomenon in Sliding Mode
Control.

Fuzzy Logic Smoothing. An FLC can be used to implement
the switching law. The overlapping nature of the fuzzy mem-
bership functions naturally smooths the control signal around
the sliding surface, mitigating chattering while preserving ro-
bustness.

Inflexibility and combinato-
rial explosion of pre-defined
controller libraries for active

FTC.

Adaptive NN Control or Reinforcement Learning. Instead
of switching between a finite set of controllers, an adaptive
NN modifies its internal structure to create the appropriate
control law online. An RL agent learns a single, complex
policy that implicitly contains the logic for handling different
fault modes.

Difficulty of designing con-
trollers for systems with sig-
nificant, unknown parame-
ter variations.

Online Adaptive NN Control. The NN controller’s weights are
adapted online using Lyapunov-based update laws, allowing
it to track slow or abrupt changes in the plant’s parameters
(i.e., incipient or sudden faults) automatically.

2.4.4 Conclusion of Comparative Analysis

This comparative analysis reveals that the choice between conventional and Al-based FTC
is not a matter of one being universally superior. Rather, they represent two distinct and

complementary toolkits. Conventional methods provide a foundation of rigor, reliability, and
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verifiable safety. AI methods provide a new frontier of adaptability, performance, and autonomy
for systems of previously intractable complexity.

The critical insight, however, is that the trajectory of modern engineering systems—towards
greater autonomy, higher complexity, and operation in more uncertain environments—is push-
ing ever harder against the boundaries of what is feasible with purely conventional techniques.
This provides a powerful and undeniable motivation for a deep investigation into the Al-based
paradigm. The challenge is to harness the immense potential of these learning-based methods
while simultaneously developing techniques to instill them with the levels of safety, reliability,

and trustworthiness required for real-world deployment.

2.5 Conclusion

This chapter has provided a comprehensive review of the state-of-the-art in Fault-Tolerant
Control, identifying a fundamental dichotomy between established conventional techniques and
emerging Artificial Intelligence paradigms. The investigation revealed that while conventional
methods—whether Passive or Active—offer mathematical rigor and verifiable stability, they
remain inherently constrained by their dependence on accurate system models. Conversely, Al-
based approaches demonstrate exceptional adaptability to nonlinearities and unforeseen faults
but introduce significant challenges regarding interpretability and the lack of formal safety
guarantees.

Ultimately, this review crystallizes the core trade-off driving modern research: the conflict
between verifiable robustness and adaptive performance. Bridging this gap requires a hybrid
perspective that harnesses the learning power of intelligent systems while retaining the reliabil-
ity of control theory. However, the successful implementation of any such advanced control law
relies heavily on the accuracy of the underlying system representation. Consequently, Chapter
03 will address this foundational prerequisite by exploring the methodologies for the Modelling

of Nonlinear Systems.
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Chapter 3

Modelling of Nonlinear Systems:
Conventional and Al-based Methods

3.1 Introduction

The vast majority of real-world physical and engineering systems, particularly those relevant
to modern control and diagnostic applications, exhibit inherent nonlinear behavior. Unlike
their linear counterparts, the dynamics of these systems are governed by complex differential
equations capable of exhibiting phenomena such as multiple equilibria and chaos [115]. Conse-
quently, the development of accurate and robust mathematical representations is a foundational
prerequisite for the advanced Fault-Tolerant Control (FTC) and diagnosis strategies discussed
in previous chapters.

This chapter systematically explores the methodologies for modelling nonlinear systems,
charting a path from traditional physical derivation to modern data-driven identification. To
provide a coherent analysis of this broad field, the discussion is structured around the funda-
mental "transparency" of the modelling approach.

The investigation commences by establishing a classification framework, distinguishing be-
tween White-box models derived from first principles, Black-box models inferred solely from
data, and Grey-box hybrids. With this context established, the chapter first examines Conven-
tional Modelling Approaches. This includes a review of deductive techniques based on physical
laws (e.g., Lagrangian mechanics) and classical System Identification methods, such as NARX
and Volterra series, which structure empirical data into mathematical forms.

Recognizing the limitations of conventional methods in the face of high complexity and
uncertainty, the discussion then transitions to Al-Based Modelling. This section details how
computational intelligence techniques, specifically Neural Networks and Fuzzy Logic (including
Takagi-Sugeno models and ANFIS), utilize their universal approximation capabilities to learn
nonlinear dynamics directly from operational data.

Moreover, the chapter synthesizes these findings through a formal Comparative Analy-
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sis, evaluating the trade-offs between physical interpretability and data-driven flexibility. The
discussion concludes by explicitly connecting these modelling concepts to their practical appli-
cation in Diagnosis and FTC, demonstrating how the choice of model directly influences the
generation of residuals for fault detection and the design of stable control laws.

In conclusion, Chapter 03 provides the essential Model-Based Foundation upon which the
subsequent design and experimental validation of the novel Fault-Tolerant Control strategy
(Chapter 04) will rely. It critically examines the tools necessary to capture the nonlinear
behaviour of the UAV quadrotor, ensuring that the control system is designed upon a sound

and accurate representation of the physical dynamics.

3.1.1 Importance of Modelling for Diagnosis and Control

A high-fidelity model of a system is indispensable for the development of effective fault diagnosis
and fault-tolerant control (FTC) systems. In the context of diagnostics, a model provides a
benchmark of the system’s normal behaviour, against which real-time operational data can
be compared to detect, isolate, and identify potential faults. An accurate model enables the
generation of residuals—signals that are ideally zero in the absence of faults—which are crucial
for robust fault detection [116].

For fault-tolerant control, the role of a system model is even more pronounced. An FTC
system is designed to maintain system stability and acceptable performance not only under
normal operating conditions but also in the presence of component or sensor faults. This often
requires the control system to be dynamically reconfigured based on the information provided
by the fault diagnosis scheme [117|. The model is used to predict the system’s future behaviour
under different fault scenarios and to synthesize control laws that can accommodate these faults,
thereby ensuring the overall safety and reliability of the system. The effectiveness of any model-
based diagnostic or FTC strategy is, therefore, fundamentally limited by the accuracy of the
underlying system model [118]. This chapter will delve into the various methodologies available
for modelling nonlinear systems, laying the groundwork for the subsequent development of

intelligent diagnostic and fault-tolerant control techniques.

3.1.2 Classification of Models

The approaches to modelling nonlinear systems can be broadly categorized into three distinct
classes: white-box, grey-box, and black-box models. This classification is based on the degree

of prior knowledge about the system that is incorporated into the model.

a) White-box models, also known as first-principle models, are based entirely on fundamen-
tal physical laws and established engineering principles. These models are derived from
a deep understanding of the system’s internal workings and are expressed through math-

ematical equations that describe the underlying physical phenomena. While white-box
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models offer the highest level of insight and extrapolation capabilities, their development
can be exceedingly complex and time-consuming, especially for highly intricate nonlinear

systems [118].

b) Black-box models, in contrast, are data-driven and do not assume any prior knowledge
about the system’s internal structure. These models treat the system as an opaque box
and aim to establish a mathematical relationship between the system’s inputs and outputs
based on observed data. Techniques such as neural networks and NARMAX (Nonlinear

Autoregressive Moving Average with exogenous inputs) models fall into this category.

While often easier to develop, the purely empirical nature of black-box models can limit
their interpretability and their ability to generalize to operating conditions not present in
the training data [119].

c) Grey-box models , represent a hybrid approach that combines elements of both white-
box and black box modelling. These models incorporate partial theoretical knowledge
about the system, such as its basic structure or some of its physical parameters, while
using data-driven methods to identify the unknown or more complex parts of the model.
Grey-box modelling seeks to leverage the strengths of both approaches, aiming for a
balance between model accuracy, interpretability, and development effort. This approach
is particularly valuable when a complete first-principle model is infeasible, yet some prior
knowledge can be exploited to create a more robust and insightful model than a purely

black-box approach would allow [120].

3.2 Conventional Modelling Approaches for Nonlinear Sys-

tems

Historically, the modelling of nonlinear systems has been approached from two primary per-
spectives: those grounded in fundamental physical laws and those based on empirical data
from system observations. These conventional methods, predating the widespread adoption
of artificial intelligence techniques, form the bedrock of system modelling and continue to be
highly relevant. This section delves into these classical approaches, categorizing them into first-
principle modelling and system identification techniques [117|. While first-principle models offer
deep physical insight, system identification provides a structured methodology for constructing
models from data when underlying principles are not fully known or are too complex to model

explicitly.

3.2.1 First-Principle Modelling

First-Principle Modelling (FPM), also known as white-box or physics-based modelling, is a

fundamental method for mathematically describing an engineering system. In electrical engi-
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neering, this approach relies on foundational laws like Kirchhoft’s Current and Voltage Laws
((KCL)/(KVL)), Maxwell’s equations, and Lorentz forces, as well as the principles governing
semiconductor devices and electromechanical energy conversion. The goal of FPM is to cre-
ate a model that reflects the system’s intrinsic physical reality using its geometry, material
properties, and the principles of electricity and magnetism, rather than empirical data [115].

The development of a first-principle model is a rigorous, systematic process that involves:

1) Defining the System Topology: Identifying all components (e.g., resistors, inductors,
capacitors, semiconductor switches, rotating machines) and their interconnections.

2) Applying Fundamental Physical Laws: This step requires writing the differential and
algebraic equations that describe the behaviour of the components and the energy flow between
them. For circuits, this means applying KVL and KCL.

3) Incorporating Constitutive Relations: Material-specific and device-specific equations are
introduced to define component behaviour. These relations, such as the v — ¢ characteristics
of a diode or the flux-current (A — i) relationship in a saturable inductor, are often the main
sources of nonlinearity [116].

4) Model Formulation and State-Space Representation: The derived equations are assembled
into a coherent mathematical framework, typically the state-space form, which is well-suited

for modern control and estimation theory [116, 118]:

y = h(z,u,p)
Here, 'z’ represents the state variables (e.g., inductor currents, rotor speed), 'u’ is the
external inputs (e.g., applied voltages), 'p’ denotes the physical parameters (e.g., resistance,
inductance), and 'y’ is the measurable outputs. The nonlinear vector functions ’f’ and ’h’

capture the system’s dynamics.

3.2.1.1 TIllustrative Example: The Permanent Magnet Synchronous Motor (PMSM)

The Permanent Magnet Synchronous Motor (PMSM), a nonlinear system common in high-
performance applications like electric vehicles and robotics, serves as an excellent illustration
of the FPM process. Its nonlinear behaviour stems from the interaction between its electrical
and mechanical subsystems and the sinusoidal nature of its physical construction [121].

To simplify the model, the three-phase stationary a-b-c reference frame is converted to a
rotating d-q (direct-quadrature) reference frame aligned with the rotor’s magnetic flux. This
Park transformation converts time-varying sinusoidal variables into DC quantities in a steady
state, aiding analysis and control design. However, the resulting equations remain inherently

nonlinear [122]. Figure 3.1 illustrates this modelling framework.
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Figure 3.1: PMSM d-q Reference Frame

A. Electrical Subsystem Model: Applying Kirchhoff’s Voltage Law to the stator wind-
ings and then transforming the resulting equations into the d-q frame yields the following
voltage equations [121]:

{%::&m+%—%& 5.

V, = Ryig+ %0 +whg '

Where V;, V, are the d-q axis stator voltages; 14, i, are the d-q axis stator currents; R, is the
stator resistance; A4, A, are the d-q axis stator flux linkages; and w, is the electrical rotational
speed of the rotor. The terms (w.),) and (w.As) are the "cross-coupling” or "speed-voltage"
terms. They represent the electromotive force (EMF) induced in one axis due to the flux and
rotation of the other axis. These product terms are a primary source of nonlinearity, coupling

the electrical dynamics with the rotor speed [122].

{Ad: Laiq + Apm 33)

>‘q = Lqiq

Here, Ly and L, are the d-q axis inductances, and A, is the constant flux linkage established
by the rotor’s permanent magnets. Substituting eq.3.3 into eq.3.2 and rearranging to isolate

the current derivatives gives the state equations for the electrical subsystem [123]:

%d = Lid (Vi — Ryiqg + weLyiy) (5.4)
% = LLq (‘/q - Rsiq + weLdid - we)\pm)

B. Mechanical Subsystem Model:

The mechanical dynamics are described by applying Newton’s second law for rotation [123]:

dwm
" = Ze -T; — B .
J dt L W, (3 5)

Where ’J’ is the combined moment of inertia of the rotor and load, w,, is the mechanical rotor
speed, T, is the electromagnetic torque produced by the motor, T}, is the external load torque,

and "B’ is the viscous friction coefficient. The electrical speed w, is related to the mechanical
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speed w,, by the number of pole pairs p’ [121]:
We = D * Wy, (3.6)

C. Electromechanical Coupling: Torque Equation
The crucial link between the electrical and mechanical subsystems is the electromagnetic
torque T.. For a PMSM, it is derived from the co-energy principle and expressed in the d-q

frame as [122]:
3 : ,
T, = (5) p(Aaly — Agia) (3.7)

Substituting the flux linkage equations (5.3) into (3.7) reveals the full expression for torque
[124]:

T - (;) p[(La = Ly )iaiy + M) (3.8)

This equation highlights two distinct torque components: the magnetic torque (Apni,) and the
reluctance torque ((Ly—Ly)i4i,), which arises if Ly # L, (as in Interior PMSMs). The reluctance
torque term, being a product of two state variables (i; and 7,), is another significant source of
nonlinearity. Combining equations (3.4), (3.5), and (3.6) yields a third-order nonlinear state-
space model for the PMSM. This model is fundamental for simulating motor behaviour and
designing high-performance control strategies like Field-Oriented Control (FOC) [124, 125].

3.2.2 System Identification Techniques

When the complexity and cost of First-Principle Modelling (FPM) are prohibitive, System
Identification (SysID) provides a powerful, data-driven alternative. This empirical methodology
constructs mathematical models by observing a system’s input-output data, treating it as a
"black box" or "grey box" and using statistical methods to characterize its behaviour System
Identification Techniques [117].

The SysID process is iterative and involves these key steps:

1) Data Acquisition: Designing an experiment to collect informative input-output data.
The input signal must be exciting enough to reveal the system’s dynamics.

2) Model Structure Selection: Choosing a mathematical model structure that determines
the model’s flexibility and complexity.

3) Parameter Estimation: Estimating the model’s unknown parameters by fitting its pre-
dictions to the measured data. This is an optimization problem focused on minimizing a cost
function, like the sum of squared errors.

4) Model Validation: Evaluating the model’s accuracy on a separate dataset and analysing
the statistical properties of the prediction errors (residuals) [119].

Selecting a model structure is especially challenging for nonlinear systems where super-

position does not apply. Many nonlinear model structures exist; this section focuses on two
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influential families: Volterra and Wiener models, which use a functional expansion view of non-
linearity, and NARMAX/NARX models, which provide a flexible discrete-time representation.

3.2.2.1 Volterra Series / Wiener Models

The Volterra series provides a foundational framework for representing nonlinear systems with
memory, acting as a generalization of the Taylor series for static functions and the convolution
integral for linear systems. It expresses the output y(¢) as an infinite series of multi-dimensional
convolution integrals of the input u(t), capturing higher-order dynamic effects [126].

For a causal, time-invariant, single-input single-output (SISO) system, the continuous-time

Volterra series is given by [126]:
y(t) = ho —I—/ ha(T)u(t — 7)dr + // ho (71, T)u(t — )u(t — 7)dridrs + .
- 3.9
/ / 7'1,..., )HU(t—Tl)dTl—i— ( )
i=1

n- mtegrals

Here, h,(71,...,7,) is the n-th order Volterra kernel.

e The zeroth-order kernel, hyg, is simply the DC offset of the output.

e The first-order kernel, hi(7), is identical to the familiar impulse response of a linear

system.

e The second-order kernel, hy(71,72), characterizes the quadratic nonlinear interactions of

the input at different time lags, and so on for higher-order kernels.

While theoretically powerful, the direct identification of Volterra kernels is challenging due to
the "curse of dimensionality." The number of parameters required grows exponentially with
the order of the nonlinearity (n) and the system’s memory length. This "parameter explosion"
makes high-order Volterra models computationally intractable for most practical systems [127].

To overcome this, structured models like the Wiener model were developed. A Wiener
model Figure 3.2 is a block-oriented model with a linear time-invariant (LTI) dynamic block

followed by a static nonlinear block.
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Wiener model
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Figure 3.2: Block Diagram of a Wiener Model

The intermediate signal z(t) is given by the convolution [127]:

2(t) = g(t) x u(t) = /000 g(T)u(t — 7)dr (3.10)

7: The integration variable (or time lag/delay),

z(t): The Intermediate Signal (This is the output of the linear dynamic block and the

input to the nonlinear block),

g(t): The Impulse Response Function of the Linear Time-Invariant (LTI) subsystem.,

f(): The Static Nonlinear Function. It maps the intermediate signal z(t) to the output
y(t).

The final output is a nonlinear function of this signal [125]:

y(t) = f(=(1)) (3.11)

The Wiener model structure significantly reduces complexity by separating the dynamic and
static aspects of the system’s behaviour. Identification is simplified, particularly when the input
is Gaussian white noise, as cross-correlation techniques can be used to identify the linear and
nonlinear parts separately. Its dual, the Hammerstein model, consists of a static nonlinear block
followed by an LTI dynamic block [126,127]. However, these block-oriented models impose a

rigid structure that may not be representative of more complex, intertwined nonlinear dynamics.

3.2.2.2 NARMAX / NARX Models

A more general, flexible representation for discrete-time nonlinear systems is the Nonlinear
Autoregressive Moving Average with exogenous inputs (NARMAX) model. It represents the
current system output y(k) as a nonlinear function of its past outputs, inputs, and prediction

errors, making it a direct nonlinear extension of the ARMAX model [128].
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The general NARMAX model is expressed as [128]:

yt)=Flylk—1),...,y(k —ny),ulk —d),...,u(k —d —ny,),e(k —1),...,e(k —n.)] +e(k)
(3.12)
Where:

e y(k), u(k), and e(k) are the system output, input, and prediction error at discrete time

step k, respectively.
® n,, n,, and n. are the maximum lags for the output, input, and error terms.
e ’'d’ is the system time delay.

e F'[] is a general, unknown nonlinear function.

The inclusion of error terms allows the model to represent stochastic dynamics, but esti-
mating parameters in their presence is computationally demanding.
A very common and practical simplification is the nonlinear autoregressive with exogenous

inputs (NARX) model, which omits the moving average terms [129]:
y(t) =Fly(k—1),...,y(k —ny),u(k —d),...,u(k —d—n,)| + e(k) (3.13)

Here, e(k) is treated as an uncorrelated, zero-mean residual. The key advantage of the NARX
formulation is that its regressors (the arguments of F'[-]) are all known from past measurements.

The power of this approach lies in representing the function F'[-], which is typically approx-
imated using a series expansion, like a polynomial. For example, a second-degree polynomial
NARX model might look like [130]:

9(t) = cy(k — 1) + cou(k — 1) + csy(k — 1)* + cqu(k — 1> +esy(k — Du(k —1)  (3.14)

This model is nonlinear in its variables but, crucially, linear in its parameters (c; to ¢5), which
allows for efficient parameter estimation using linear least-squares algorithms once the model
structure is determined [130].

Consequently, the central challenge in NARX/NARMAX modelling is structure selection,
not parameter estimation. A model with too few terms will be inaccurate (under-fitting),
while too many terms will generalize poorly (over-fitting). The most established solution is
the Orthogonal Forward Regression (OFR) algorithm (or FROLS), which iteratively selects the
most significant terms from a large set of candidates, adding the one that provides the greatest
reduction in unexplained variance at each step [128].

While NARX models are effective in representing many nonlinear systems, their "black-box"
nature offers limited physical insight, and their accuracy depends heavily on the quality of the
identification data [129]. These limitations highlight the boundaries of conventional system

identification and motivate the search for alternative modelling paradigms.
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3.3 Al-Based Modelling Approaches for Nonlinear Systems

Conventional modelling techniques present a fundamental gap: First-Principle Models (FPM),
while physically transparent, are often intractable for complex systems and brittle to unmodeled
dynamics. Conversely, classical System Identification (SysID) methods produce opaque "black-
box" models with poor generalization, limiting their use in fault diagnosis [116,117]. This
necessitates a paradigm shift towards more flexible and adaptive modelling frameworks.

This section introduces Artificial Intelligence (AI)-based modelling as a compelling solu-
tion. Al-based approaches, particularly those inspired by computational intelligence, use data-
driven learning algorithms to automatically discover complex nonlinear relationships within
data. Their core strength lies in their inherent capacity as universal function approximators,
meaning they can approximate any continuous nonlinear function to an arbitrary degree of
accuracy, allowing them to capture subtle dynamics that conventional models neglect [131].

This section will focus on two influential Al paradigms: Artificial Neural Networks (ANNs)
and Fuzzy Logic (FL) systems.

e Artificial Neural Networks, inspired by the brain, excel at learning complex patterns
from vast amounts of data. We will explore architectures like the Multi-Layer Perceptron
(MLP), Radial Basis Function (RBF) networks, and Recurrent Neural Networks (RNNs).

e Fuzzy Logic, provides a framework for reasoning with imprecise information, mirroring

human expert knowledge to create more interpretable "grey-box" models.

Furthermore, we will examine Neuro-Fuzzy Systems, which combine these two fields. By ex-
ploring these techniques, this section establishes the foundation for this thesis’s central premise:
that Al-based models provide a superior foundation for robust fault diagnosis and fault-tolerant

control in complex nonlinear systems.

3.3.1 Neural Network Models
3.3.1.1 Multi-Layer Perceptron (MLP)

The Multi-Layer Perceptron (MLP), whose fundamental architecture and training mechanisms
were established in Chapter 01 (Section 3.2), serves as a universal approximator. However,
in the context of nonlinear system modelling, a standard static MLP is insufficient because
dynamic systems possess memory—their future state depends on past states and inputs [131].

To adapt the MLP for system identification, it is typically embedded within a NARX
(Nonlinear AutoRegressive with eXogenous inputs) structure. As illustrated in the concept of
"Black-Box" modelling, the input vector to the MLP is augmented with a Tapped-Delay Line
(TDL) [128,131].

To model dynamic systems, a static MLP is typically embedded within a NARX-like struc-

ture, as previously introduced in eq.(3.18). The MLP acts as the powerful nonlinear function
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F[] [129]:
y(k) = Fvee [y(k —1),...,y(k —ny),u(k —d),...,u(k —d —n,)] (3.15)

This tapped-delay line of past inputs and outputs provides the network with a "memory,"
allowing it to model dynamic behaviour [128]. The MLP’s advantage over polynomial NARX
models is its superior ability to approximate highly complex nonlinearities without parameter

explosion.

3.3.1.2 Radial Basis Function (RBF) Networks

RBF networks are feedforward networks with a different operational principle. An RBF neu-
ron’s output is based on the distance between the input vector and a prototype vector called

!

the neuron’s "centre," resulting in a localized response.

The RBF architecture is simpler than an MLP’s, typically with an input layer, a single
hidden layer of RBF neurons, and a linear output layer [132], Figure 3.3 below represent its

architecture.
Input layer Hidden layer Output layer

— )

— V;

Figure 3.3: Architecture of a Radial Basis Function Network

The activation of a hidden RBF neuron is given by a radial basis function, most commonly

a Gaussian kernel [133]:

i) = exp (%ﬁf“z) (3.16)

Where:

e 'z’ is the input vector.
e '¢;’ is the centre of the i-th neuron, which acts as a prototype for a region in the input
space.

e '0;” is the width or spread of the Gaussian function, controlling the size of the receptive
field.

e || - ||” denotes the Euclidean norm.

The network’s output is then a simple linear combination of the activations of the hidden
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neurons [131]:
H
y= Zwi%(m) + wo (3.17)
i=1

Where "H’ is the number of hidden neurons (centres), w; are the weights of the output layer,
and ’wg’ 18 a bias term.

A. Hybrid Learning Process:

RBF networks have a faster, more robust training process, often performed in two stages:

A.1) Unsupervised Learning of Hidden Layer Parameters: The centres ¢’ and widths ‘o’ are
determined from the input data distribution, often using a clustering algorithm like K-Means.

A.2) Supervised Learning of Output Layer Weights: With the centres and widths fixed,
the optimal output weights w can be found efficiently by solving a simple linear least-squares

problem, which has a unique global solution [131].

3.3.1.3 Recurrent Neural Networks (RNN)

While feedforward networks can model dynamic systems using an external tapped-delay (NARX)
structure, RNNs provide a more natural solution by introducing feedback loops into their archi-
tecture. This feedback endows the network with an internal memory, or "state," that evolves
over time [76,132].

A simple RNN processes a sequence of inputs. At each time step ¢, the activation of the
hidden layer ’h;” depends on both the current input 'z, and the hidden state from the previous
time step 'h;_1’. Figure 3.4 bellow represents a "Folded" and "Unfolded" Recurrent Neural
Network, where the left side shows the compact, folded representation of an RNN, with a loop
indicating recurrence [77,112]. The right side shows the network "unfolded in time," illustrating
how a single network processes a sequence by passing its hidden state from one time step to

the next.
(a) (b)

Folded recurrent neural network Unfolded recurrent neural network

: f f f f f

T] _-B-l-

T f f f f

Input layer Hidden layer(s) Output layer
Figure 3.4: A "Folded" and "Unfolded" Recurrent Neural Network.
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The governing equations for a simple RNN are [78]:

he = fro(Wanay + Wiphi—1 + by) (3.18)
Gt = fy(Whyhe + by) (3.19)

Where:

e ’'h,’ is the hidden state vector at time 't’; serving as the network’s memory.

e 'r,” is the input vector at time t’.

o Wan, Whp, Wy, are the input-to-hidden, hidden-to-hidden (recurrent), and hidden-to-
output weight matrices, respectively.

e ’b,’, ’b, are the corresponding bias vectors.

This recurrent structure allows the network to learn temporal dependencies and model the
internal dynamics of a system directly. Training is performed using a modified version of

backpropagation called Backpropagation through Time (BPTT).

3.3.2 Fuzzy Logic Models

While the fundamental mechanisms of Fuzzy Logic (fuzzification, inference, defuzzification)
were detailed in Chapter 01 for diagnosis and applied in Chapter 02 for control, their application
in System Modelling requires a specific architecture: the Takagi-Sugeno (T-S) Model.

3.3.2.1 Limitations of Mamdani Models for Identification

The Mamdani inference system (discussed in previous chapters) is excellent for capturing expert
linguistic heuristics. However, for nonlinear system identification, it suffers from a lack of
mathematical tractability and difficulty in parameter optimization. It produces a "step-like"

output that is often insufficient for modeling smooth dynamic systems like a UAV [31,72].

3.3.2.2 Takagi-Sugeno (T-S) Fuzzy Models

To address the limitations of Mamdani models in regression and modeling tasks, Takagi and
Sugeno proposed a hybrid structure. Unlike Mamdani rules which use fuzzy sets in the conse-
quent (e.g., THEN Output is High), T-S rules use deterministic functions (typically linear) in
the consequent [134].

A typical T-S model rule for a dynamic system is expressed as [134]:

This allows the nonlinear system to be represented as a weighted interpolation of local linear

models, with:
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r: Total number of fuzzy rules,

z1: The Premise Variable (or Scheduling Variable),

M;y;: The Fuzzy Set (or Membership Function),

1. The Rule Index,

e A;: The Local System Matrix (or State Matrix) for the ¢ — th rule,
e B;: The Local Input Matrix for the ¢ — th rule.

A. Structure and Representation:

The Takagi-Sugeno (T-S) fuzzy model, introduced by Takagi and Sugeno (1985), represents
a shift from the purely linguistic framework of the Mamdani model to a quasi-linear structure.
This hybrid approach provides a formal and mathematically tractable way to represent complex
nonlinear systems. Its significance lies in its computational efficiency and its implications for
system analysis, state estimation, and controller synthesis, which are crucial for robust diagnosis
and fault-tolerant control [135].

A.1. The Anatomy of a Takagi-Sugeno Fuzzy Rule: The fundamental building block
of the T-S model is the IF-THEN rule, which establishes a local input-output relationship. A
deep understanding of its two constituent parts—the premise and the consequent—is essential
for appreciating its capabilities [134].
-The Premise (Antecedent): A Fuzzy Partition of the Operating Space

The premise, or antecedent, of a T-S rule serves to define a fuzzy region in the operational
space of the system. Its function is to partition the complex, global behaviour of the system

into a set of simpler, localized operating regimes. The general form is [136]:

-Premise Variables z(k): These are the variables upon which the partitioning is based, which
can be external inputs u(k), measurable system outputs y(k) or states x(k), or estimated states,
are selected to be the most indicative of the system’s current operating regime.

-Linguistic Terms and Membership Functions Aj;: Each premise variable z;(k) is associated
with a fuzzy set Aj; (e.g., 'Low Speed’, 'High Torque’) defined by a membership function (MF),
ta,,(z;) [136,137].

-The Consequent: A Crisp Functional Mapping

The T-S model’s consequent replaces the Mamdani model’s fuzzy sets with a precise math-
ematical function, defining the system’s local behaviour within the fuzzy region specified by
the premise.
-First-Order Affine Consequent: This is the most common form, using a first-order affine

function of the system’s input variables [137].

T
Yi = Qio + Qi1 + Qo%o 4 -+ QinTy = [1, 21, T, ..., T * [0, Gty - - - Qi (3.22)
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The parameters a;; are the consequent parameters of the i-th rule, and a; is the vector of these
parameters. This equation defines a local hyperplane that approximates the nonlinear system’s
behaviour in the region defined by the premise. The term a;q is the offset or bias of this local
model. This affine structure is highly effective for approximating a wide class of nonlinearities

with a reasonable number of rules [138].

-Zero-Order (Singleton) Consequent: A simpler special case where the consequent is a constant

value:

Yi = o (3.23)

This can be seen as a T-S model where all linear coefficients (a;1,...,a;,) are zero. It is
computationally simpler but less expressive, as it only approximates the nonlinear function
with a piecewise-constant surface [137].

A.2. The T-S Inference Engine: A Weighted Average Interpolator, The T-S
inference engine aggregates the outputs of individual rules into a single, crisp global output
through a weighted average.

-Calculating the Rule Firing Strength w;:

For a given premise input vector z’, the firing strength of each rule R; is calculated by

applying a t-norm operator to the membership degrees of the inputs in the antecedent fuzzy

sets [139].
wi(zl) = T(MA11'(Z1)7 MAQi(Zé)7 s ’/’LApz(Z],?)) (324)

The choice of t-norm is a design decision with important practical implications. Common t-
norm operators include the minimum (min) and product operators. The product operator is
often preferred in data-driven systems as it results in a smoother model surface and is suitable

for gradient-based optimization [138].

-The Global Output as a Convex Combination:
The final output ¢ is the weighted average of all individual rule consequents y; [140].

i wil?) *y; 3.25
T =) o

This can be expressed using the normalized firing strength [139]:

w;(2")

_ —Zﬁil ) (3.26)

The overall output is then a convex combination of the local model outputs [141]:

R
g = Zwi(z’) * s (3.27)
i=1
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This formulation is computationally elegant and reveals the T-S model’s true nature: it is a
smooth interpolator.

B. Identification Methods (Clustering, Optimization):

Constructing a T-S model from experimental data involves two interdependent problems:

structure identification and parameter identification.

1. Structure Identification: This involves defining the fuzzy rule base, including the number

of rules and the parameters of the antecedent membership functions.

2. Parameter Identification: This involves estimating the numerical values of the consequent

parameters for each local model.

A common practice is to decouple these problems, first determining the structure using clus-
tering algorithms and then estimating the parameters using optimization techniques [141,142].

B.1. Structure Identification via Data Clustering: Clustering algorithms are used
to partition the system’s operational space. The Fuzzy C-Means (FCM) algorithm is a stan-
dard method for structure identification in T-S modelling. FCM partitions a data set X =

{z1,...,2y} into a specified number of clusters by minimizing the following objective func-
tion [142]:
N C
T =Y ||z — ol (3.28)
k=1 i=1
Where:

e 'C" is the pre-specified number of clusters (and thus, the number of fuzzy rules).
e 'r,’ is the k-th data point.

e '¢;’ is the center of the i-th cluster.

e 'u;;’ is the degree of membership of ’z;’ in the i-th cluster.

e ’(m > 1) is the weighting exponent or "fuzzifier."

The minimization of J,, is performed through an iterative process that alternates between

updating the membership values u;; and the cluster centres ¢; :
1. Initialization: Initialize the cluster centres ¢; (e.g., randomly or using a subset of data
points).
2. Membership Update: Update the membership u;, of each data point in each cluster:

1

2
C |lzr—c;]| | (m=1)
2= Toall

3. Centre Update: Update the cluster centres ’¢;’ as the weighted average of the data points:

N m
_ Zk:l Uik Tk (3_30)

C; N o
Zk:l U,
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4. Termination: Repeat steps 2 and 3 until the change in the cluster centres or the objective

function J,, between iterations is below a small tolerance '€’ [141].

The identified cluster centres become the centres of the Gaussian membership functions. A
drawback is that the number of clusters must be known in advance. Subtractive Clustering can
be used to estimate the number of clusters and their initial locations [137].

B.2. Parameter Identification via Optimization: Once the antecedent structure is
fixed, the consequent parameters can be identified. The T-S model output is linear with respect
to these parameters, which can be solved using well-established optimization methods. For a

set of N data points, the output can be written as [134]:

y(k) = Z w;(k) * (a0 + apnzi(k) + -+ + amzna(k)) + e(k) (3.31)

Where e(k) is the modelling error. This can be expressed in a linear regression format [135]:
Y=00+F (3.32)

Where:

e Y is the vector of measured outputs.
e F is the vector of errors.
e O is the vector containing all unknown consequent parameters.

e & is the regression matrix.

The batch Least Squares Estimation (LSE) method is suitable for offline modelling. For online
adaptation, Recursive Least Squares (RLS) can be used. This decoupling of identification is
suboptimal. Advanced techniques, like those in neuro-fuzzy systems, perform a global opti-

mization by simultaneously tuning both premise and consequent parameters [138].

3.3.3 Neuro-Fuzzy Systems for Modelling

Al-based modelling presents a dichotomy: Artificial Neural Networks (ANNs) are powerful
"black-box" function approximators that are difficult to interpret, whereas Fuzzy Logic (FL)
systems like the Takagi-Sugeno (T-S) model are interpretable "grey-box" structures but often
rely on suboptimal, two-stage design processes [139].

Neuro-Fuzzy Systems integrate these paradigms, creating a system with the transparent
structure of a fuzzy system and the learning capability of a neural network. This fusion allows
fuzzy inference systems to be cast into a network architecture, enabling the use of ANN learning
algorithms for automatic parameter identification from data [141].

The most prominent example is the Adaptive Neuro-Fuzzy Inference System (ANFIS), which

is functionally equivalent to a T-S fuzzy inference system. ANFIS uses a hybrid learning
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procedure to simultaneously tune both premise (membership function) and consequent (local
linear model) parameters, enabling systematic, data-driven construction of high-performance
T-S models.

3.3.3.1 The ANFIS Architecture: A Multi-Layer Representation of a T-S Model

ANFIS employs a five-layer feedforward network that maps the computational flow of a first-
order Sugeno-type fuzzy system. Each layer performs a specific function in the fuzzy inference
process, and the model’s adaptability stems from tunable parameters in certain layers.

For a simple T-S fuzzy system with two inputs, x; and x5, and one output, y, a two-rule
system would be [135]:

Rule 1: IF T1 is Al AND i) is Bl THEN Y1 = P11 + 12 + 11 (333)
Rule 2: IF z1 is Ay AND x5 is By THEN 95 = poxy + qoao + 19 (3.34)

with:

e 11,r9: The Crisp Input Variables,

e Ay, Ay: The Fuzzy Sets associated with input xq,

e Bi, By: The Fuzzy Sets associated with input x,,

e p1,pa: The coefficients (weights) corresponding to input z; for Rule 1 and Rule 2, respec-
tively,

e 1,2 The coefficients (weights) corresponding to input x5 for Rule 1 and Rule 2, respec-
tively,

e 71,75 The Bias Terms (or Constants) for Rule 1 and Rule 2.
The equivalent ANFIS architecture is detailed below in figure 3.5:

Layer 1 Layer 2 Layer 3 Layer 4 Layer 5

rlll

Figure 3.5: Five-Layer ANFIS Architecture

Layer 1: The Fuzzification Layer (Premise Parameter Layer): Every node ’i’ in this

layer is an adaptive node whose function is to compute the membership degree of an input to
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a fuzzy set. The node function is a membership function (MF) [136].

O1; = pa,(2) (3.35)

The key feature is that the MFs are parameterized. For example, a generalized bell-shaped MF

can be used [136]:
1
pa (@) = ———— (3.36)
14+ [Z=4

¢34

Where

e {a;, b;,c;}: is the set of premise parameters. These parameters, which define the shape
and position of the membership functions, are adaptive and will be tuned by the learning
algorithm,

e 01,,02;,03;,04,05,;: Are the Outputs of layers 1,2,3,4 and 5 consecutively,

e w;: The Firing Strength (or weight) of the i — th rule,

e 1i4;: The Membership Function (MF).

Layer 2: The Rule Antecedent Layer (t-norm Layer): Each fixed node in this layer
implements the fuzzy AND operation by multiplying incoming signals, calculating the firing
strength of each rule [137].

w; = Oz = pa, (1) * g, (72) (3.37)
Layer 3: The Normalization Layer: Every fixed node in this layer computes the ratio of

the i-th rule’s firing strength to the sum of all rules’ firing strengths, yielding the normalized
firing strength [138].

w; wy

(w1 + wo) N > wj

wz - 03’1‘ - (338)

Layer 4 (Consequent Parameter Layer): Every node in this adaptive layer calculates the
output contribution of a single T-S rule. The output is the product of the normalized firing

strength and a first-order polynomial of the inputs [137].
Oy = W; * y; = W;(pix1 + ¢xa +1;) (3.39)

The parameters {p;, ¢;,r;} are the second set of adaptive parameters in the network.

Layer 5 (The Output Layer): This final layer has only a single fixed node labelled ¥. It
computes the overall output of the ANFIS model by simply summing all the incoming signals
from Layer 4 [139].

=05 =3 Ou= S = ZZ““; b (3.40)

This fifth structure provides a precise, feedforward network representation of a T-S fuzzy model,

enabling the application of network training algorithms for model identification.
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3.3.3.2 ANFIS for Nonlinear System Identification: The Modelling Procedure

While the ANFIS architecture provides the learning framework, its application to modelling
dynamic systems is a multi-step process. To model a dynamic system, the static ANFIS mapper
must be embedded within an autoregressive framework, such as a NARX structure [140].

A. Step 1 (Data Acquisition and Preparation): During this step we collect a rich set

of input-output data from the system. This data is divided into two sets:
e Training Data Set: Used by the learning algorithm to tune parameters.

e Checking (or Validation) Data Set: Used to evaluate the model’s generalization ability
and detect overfitting. The data is typically normalized before use to improve learning
efficiency [141].

B. Step 2 (Defining the Model Structure (Regressor Selection)): Define the inputs to
the ANFIS network, which are the past inputs and outputs (regressors) assumed to influence
the current output. This establishes a NARX model structure [139]:

U(k) = Fanris [y(k — 1), ..., y(k —ny),u(k —d),...,u(k —d —n,)] (3.41)

Here, (k) is the one-step-ahead prediction of the system output. The vector zanpis =
ly(k —1),...,u(k — d —n,)| forms the input vector to the ANFIS network.
C. Step 3 (Initializing the ANFIS Structure): Before training can begin, the initial

structure of the fuzzy inference system within ANFIS must be specified. This involves:

e (Generating the Initial FIS: A common approach is grid partitioning, where the user

specifies the number and type of membership functions (MFs) for each input variable in

T ANFIS-

e Alternative Initialization (Clustering): To avoid the high number of rules from grid par-
titioning, Subtractive Clustering can be applied to the data to estimate an appropriate

number of rules and initial MF centres, leading to a more parsimonious model [142].

D. Step 4: Training the ANFIS Model: The ANFIS hybrid learning algorithm is executed

for a set number of epochs. In each epoch:

1. The forward pass calculates the optimal consequent parameters {p;,q;,r;} via Least

Squares Estimation (LSE) for the fixed premise parameters.

2. The backward pass propagates the error and updates the premise parameters {¢;, 0;} via

gradient descent.

During this process, the error between the model output §(k) and the true output y(k) on the

training data is progressively minimized [141].
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E. Step 5 (Model Validation and Refinement): A model that perfectly fits the training
data is not necessarily a good model; it may have simply memorized the data (overfitting).
Validation is the crucial final step to ensure the model has learned the underlying system

dynamics and can generalize [142].

e Performance Evaluation: After each epoch, the model’s performance (e.g., Root Mean

Squared Error) is evaluated on the independent checking data set [134].

) Z (Yeheek (k) — @Check(k:))Q (3.42)

k=1

RMSE = (

check

With:

— Nepeek: The Total Number of Samples in the checking (validation) dataset,
— k: The Sample Index,

— Yeheek(k): The Actual (Target) Output,

— Jeneck(k): The Predicted (Estimated) Output.

e Querfitting Detection: The training and checking errors are plotted against epochs. Over-
fitting occurs when the checking error begins to rise while the training error continues to

fall. Training should be stopped at the point of minimum checking error [135].

3.4 Comparative Analysis: Conventional vs. Al for Mod-
elling

This chapter has introduced two distinct paradigms for modelling nonlinear systems: conven-
tional, physics-based approaches and Al, computation-based approaches. This section provides
a high-level, point-by-point comparison to clarify the fundamental trade-offs between them,
justifying the methodological choices made later in this thesis.

The choice of modelling methodology is a critical design decision with significant implica-

tions for the performance and reliability of any subsequent diagnostic or control system.

3.4.1 Thematic Comparison Criteria

The comparison will be structured around the following key themes, which encapsulate the

entire lifecycle and utility of a model for advanced engineering applications.

3.4.1.1 Basis of Knowledge and Model Interpretability

This criterion examines the origin of the model’s information and the degree to which its internal

structure is comprehensible to a human engineer.
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-Conventional Methods: This paradigm is split. First-Principle Models (FPM) are "white-

" with every parameter corresponding to a physical quantity, which is invaluable for diag-

box,'
nosis. In contrast, System Identification (SysID) models like NARX are largely "black-box,"
as their polynomial coefficients lack physical meaning [117,128].

-Al-Based Methods: Interpretability varies. Artificial Neural Networks (ANNs) are funda-
mentally "black-box" models; how they work is hidden in their complex structure. Conversely,
T-S Fuzzy Logic systems (identified via ANFIS) are "grey-box." Their human-readable IF-
THEN rules and local linear models can often be related to specific operating regimes, bridging

data-driven accuracy with human insight [131].

3.4.1.2 Approximation Capability and Handling of Complexity

This theme addresses the model’s ability to accurately represent complex, real-world nonlinear
phenomena.

-Conventional Methods: FPMs are limited by simplifying assumptions made during their
derivation and may fail to capture complex effects. Polynomial NARX models are constrained
by their degree and suffer from the "curse of dimensionality," making them prone to overfitting
[118].

-Al-Based Methods: This is a primary strength. As universal function approximators, Al
models have a vast capacity to represent complexity. ANNs learn intricate mappings, while
T-S fuzzy models blend simple local models to approximate any arbitrary function, capturing

subtle dynamics often missed by conventional methods [132].

3.4.1.3 Data Requirements and Generalization

This criterion examines the reliance on experimental data and the model’s ability to perform
beyond its training set.

-Conventional Methods: FPM requires minimal input-output data for its structure, relying
on physical laws. Its strength is extrapolation, making reasonable predictions for conditions
outside the validation range. SysID methods are entirely data-dependent [119].

-Al-Based Methods: These models are data-hungry, with performance limited by the quality
and richness of the training data. A key weakness is poor extrapolation. An Al model is an
expert interpolator but can be unreliable outside its training domain, a critical safety concern
for fault-tolerant control [133].

3.4.1.4 Development Effort and Process

This theme compares the nature and magnitude of the human effort required to construct the
model.
-Conventional Methods: The effort is front-loaded and knowledge-intensive. FPM requires

deep domain expertise and theoretical derivation. SysID demands careful experimental design
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and statistical analysis [115].

-Al-Based Methods: The effort shifts to data management and computational experimen-
tation. Tasks include data acquisition, pre-processing, and an iterative process of designing
the model architecture and tuning hyper parameters. Expertise is required more in machine

learning and software engineering than in physics [112].

3.4.1.5 Suitability for Diagnosis and Formal Analysis

This final criterion directly assesses the utility of the models for the ultimate goals of this thesis.
-Conventional Methods: FPM excels at physical diagnosis due to its "white-box" nature and
is suitable for formal analysis. SysID models are less suited for diagnosis but can be used for

fault detection.

-Al-Based Methods: Here, the distinction between ANNs and fuzzy systems is paramount.

e ANNs: are generally poor for diagnosis (beyond anomaly detection) due to their opacity.

Their black-box nature makes formal stability analysis extremely difficult [77].

o T-S Fuzzy Models: Exceptionally well-suited for both diagnosis and control. Their "grey-
box" structure allows for diagnostic monitoring of local model parameters. Critically, their
quasi-linear, convex structure is amenable to rigorous stability analysis using Lyapunov

theory and Linear Matrix Inequalities (LMIs), allowing for performance guarantees [135].

3.4.2 Summary Table of Comparative Analysis

Table 3.1 provides a concise summary of this comparative analysis, contrasting the key mod-

elling paradigms discussed throughout this chapter.

3.4.3 Concluding Remarks on the Comparative Analysis

This analysis reveals a clear landscape of trade-offs, with no single methodology being univer-
sally superior. FPM is the gold standard for physical insight but is often impractical. SysID
provides a baseline but lacks transparency. Within Al, a critical trade-off exists between the
raw power of ANNs and the interpretable, tractable structure of T-S fuzzy systems.

For the objectives of this thesis—designing robust fault diagnosis and fault-tolerant control
systems—interpretability and the potential for formal analysis are essential. Therefore, this
analysis strongly motivates a focus on the grey-box neuro-fuzzy approach. It offers the most
promising compromise, harnessing data-driven learning within a structured, rule-based frame-
work that allows for physical interpretation and rigorous mathematical analysis. Subsequent

chapters will build upon this conclusion, using T-S fuzzy models as the core technology.
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Table 3.1: Holistic Comparison of Modelling Methodologies for Diagnosis and Control

Criterion First- Conventional | Artificial Neu- | Neuro-Fuzzy
Principle SysID ral Networks | Systems (T-
Modelling (NARX) (ANNS) S/ANFIS)
(FPM)

Paradigm /| White-Box Black-Box Black-Box Grey-Box

Model Type

Basis of | Fundamental Empirical input- | Empirical input- | Empirical data

Knowledge physical  laws, | output data. output data. guided by a rule-
geometry, mate- based structure.
rial properties.

Interpretability| Excellent: Poor: Polyno- | Very Poor: | Good: Rule
Parameters mial coefficients | Connection base is linguis-
are  physically | lack physical | weights are | tic; local models
meaningful. meaning. entirely opaque. | can be analysed.

Approximation| Limited by sim- | Moderate; lim- | Excellent: Uni- | Excellent: Uni-

Capability plifying assump- | ited by polyno- | versal function | versal function
tions; struggles | mial degree. approximator. approximator.
with unmodeled
effects.

Data Require- | Low (for struc- | High: Requires | Very High: | High: Also re-

ment ture); data | rich, persistently | Requires large, | quires rich data
needed for vali- | exciting data. comprehensive but can incorpo-
dation/tuning. datasets. rate prior knowl-

edge.

Suitability for | Excellent: Poor: Limited | Poor: Limited | Good:  Faults

Physical Diag- | Direct link | to residual- | to anomaly de- | can be linked to

nosis between pa- | based detection. | tection. changes in lo-
rameters and cal model pa-
faults. rameters.

3.5 Application of models in Diagnosis and FTC

Having established a taxonomy of modelling methodologies, this chapter now addresses their
practical application. A high-fidelity model is the foundational prerequisite for designing in-
telligent systems capable of monitoring their own health (Fault Diagnosis) and responding to
anomalies (Fault-Tolerant Control). This section bridges modelling theory with the engineer-
ing domains of Fault Diagnosis (FD) and Fault-Tolerant Control (FTC), demonstrating how a

mathematical representation of a system is leveraged to enhance safety and performance.

3.5.1 Model-Based Fault Diagnosis

Model-based fault diagnosis relies on the analytical redundancy present in a system’s mathe-
matical model. The core principle is to compare the behaviour predicted by the model with

the actual measured behaviour of the physical plant. A significant discrepancy is interpreted
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as a fault symptom. This process involves two main tasks: residual generation and residual

evaluation [46].

3.5.1.1 Residual Generation: The Heart of Fault Detection:

A residual is a signal that is ideally near zero when the system is operating normally but deviates
significantly in the presence of a fault. The most common method for generating a residual is
through an output observer or a one-step-ahead predictor. The model runs in parallel with the
actual plant, and the residual is the error between the measured output, y(k), and the model’s
estimated output, y(k) [51,101]:

r(k) = y(k) — (k) (3.43)

Under ideal conditions, (k) = 0 for a healthy system. When a fault alters the plant’s dynamics,
its output y(k) diverges from the healthy-state model’s prediction g (k), causing the residual to
become non-zero [102].

Figure 3.6 below, represent the residual generation scheme using an output observer [101].

Control Measured

input output
————» System

Estimated

JF
output —
»  Model 5 %é

Residual

»

Feedback [«—

Residual generator
Figure 3.6: The Residual Generation Scheme using an Output Observer

3.5.1.2 Residual Evaluation and Fault Isolation

Once a residual signal is generated, it must be evaluated to make a decision.

Fault Detection: This is the task of deciding if a fault has occurred, typically by comparing
the residual’s magnitude against a pre-defined threshold. If |r(k)| > Jin, an alarm is triggered.

The choice of Jy, is a critical trade-off between sensitivity to faults and robustness against noise.

Fault Isolation: This is the task of determining the location and type of the fault. To isolate
faults, a set of structured residuals is often required, typically achieved using a bank of models
(or observers), where each is designed to be sensitive to certain faults and robust to others. By

analysing which residual deviates from zero, the specific fault type can be deduced. The choice
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of model paradigm impacts this process; a bank of grey-box T-S models can provide deeper
physical insight than black-box ANN models |55, 136].

3.5.2 Model-Based Fault-Tolerant Control

Fault-Tolerant Control (FTC) refers to the ability of a control system to maintain stability
and an acceptable level of performance in the presence of faults. While passive FTC achieves
this through pre-designed robustness, Active FTC, which is the focus here, explicitly reacts to
the fault. Active FTC systems rely on a model to understand the effect of the fault and to
systematically compute a new control strategy to counteract it [80,86].

An active FTC system typically operates in a loop, as shown in Figure 3.7.
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Figure 3.7: General Architecture of an Active Fault-Tolerant Control System

The model plays a central role in both the FDI and the Control Reconfiguration stages.
Once the FDI unit has declared a fault, the model is used in one of several ways to achieve

tolerance [87].

3.5.2.1 Control Law Rescheduling

This is the most straightforward approach to active FTC. During the offline design phase, a

model of the plant is used to design a set of different controllers [88]:

e (y: The high-performance controller for the healthy system.
e ('1: A controller specifically designed to handle Fault Type 1.
e (5. A controller specifically designed to handle Fault Type 2.

e ...and so on.

These controllers are stored in a "bank of controllers." When the model-based FDI unit detects
and isolates a specific fault (e.g., Fault 2), the reconfiguration mechanism is simply a supervisor
that switches the active controller from Cj to C5. The model’s primary role here is in the offline

design of the contingent control laws [88,103].
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3.5.2.2 Online Control Re-design and Re-tuning

A more sophisticated approach is to use the model to re-design the control law online after a
fault has been identified. This is particularly effective for gradual degradation. The process is

as follows [89,143]:
1. The model-based FDI unit provides an online estimate of the faulty parameter, é(k;)
2. This estimate é(k:) is fed to the reconfiguration mechanism.

3. This mechanism uses an algorithm to re-calculate the controller’s gains or structure based
on the new plant parameter 6(k) [105,144].

This creates an adaptive system that continuously adjusts itself to the current health of the
plant.

In conclusion, the model is an active and indispensable agent in both diagnosis and fault-
tolerant control. The model’s fidelity determines the FDI system’s reliability, while its structure
and interpretability dictate the sophistication of the possible FTC strategy—from simple con-

troller switching to fully adaptive online re-design.

3.6 Conclusion

This chapter has completed the theoretical triptych of the thesis by analyzing the method-
ologies for representing nonlinear systems. The investigation highlighted that model selection
is not merely a technical choice but a strategic trade-off between the physical transparency of
First-Principle (White-box) derivation and the structural flexibility of Data-Driven (Black-box)
identification. While conventional methods provide the mathematical rigor necessary for formal
stability proofs, Al-based techniques—particularly Neural Networks and Takagi-Sugeno Fuzzy
models—offer indispensable capabilities for capturing complex, unmodeled dynamics where
physical laws become intractable.

Ultimately, accurate system modelling remains the central pillar of fault management, serv-
ing as the mathematical basis for both generating diagnostic residuals and tuning control pa-
rameters. With the foundations of diagnosis (Chapter 01), control theory (Chapter 02), and
robust modelling (Chapter 03) now established, the research shifts from theory to application.
Chapter 04 will integrate these disciplines into a practical Case Study, applying the developed
Hybrid Fault-Tolerant Control strategy to the challenging, highly nonlinear dynamics of a UAV
Quadrotor.
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Chapter 4

Case Study: Fault-Tolerant Control of
UAV Quadrotors

4.1 Introduction

The emergence and rapid advancement of Unmanned Aerial Vehicles (UAVs) have revolution-
ized various sectors, with rotorcraft configurations playing a pivotal role. Among these, the
quadrotor—a Vertical Take-Off and Landing (VTOL) aircraft characterized by its four inde-
pendently controlled rotors—has garnered significant attention for its exceptional agility and
mechanical simplicity [145], However, this popularity comes with inherent challenges; quadro-
tors are under-actuated, highly nonlinear, and open-loop unstable systems. Consequently, en-
suring their operational reliability, particularly in safety-critical applications, necessitates the
implementation of sophisticated Fault-Tolerant Control (FTC) strategies [146].

This chapter serves as the culmination of the theoretical research presented in previous
chapters, providing the practical validation platform for the proposed Hybrid Fault-Tolerant
Control (HFTC) strategy. The objective is to apply the novel control framework to the rigorous
demands of a quadrotor system, demonstrating its ability to maintain stability and performance
under severe actuator faults.

The investigation begins by establishing the physical context. It details the Quadrotor Sys-
tem Architecture, explaining the differential thrust mechanism and the imperative for fault
tolerance in autonomous operations. Building on the modelling principles established in Chap-
ter 03, the discussion then proceeds to derive a rigorous Nonlinear Dynamic Model. This
derivation encompasses coordinate frames, kinematics, and the Newtonian mechanics govern-
ing the translational and rotational dynamics, ultimately formulating the complete state-space
representation required for control design.

With the plant model established, the chapter defines the specific Fault Scenarios that
challenge the system’s integrity. Special emphasis is placed on modeling realistic actuator

anomalies, such as Loss of Effectiveness (LOE) and rotor failures, as well as sensor degradations
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like bias and drift. These scenarios form the adversarial environment against which the proposed
controller is tested.

The core technical contribution is then presented in the FTC System Design and Implemen-
tation. This section details the synthesis of the hybrid architecture, which uniquely integrates
a verifiable Sliding Mode Control (SMC) law—enhanced by the novel Triple Power Reaching
Law (ETPRL)—with an intelligent reconfiguration layer. It explains how Particle Swarm Op-
timization (PSO) is utilized offline to pre-compute an optimal "Bank of Parameters," and how
an online Extended Kalman Filter (EKF) drives the real-time adaptation mechanism.

Finally, the efficacy of this framework is rigorously validated through Simulation and Anal-
ysis. The system is subjected to distinct, challenging flight maneuvers—including helical and
square trajectories—under cumulative fault conditions. The resulting quantitative metrics re-
garding tracking error, chattering attenuation, and control effort provide the empirical evidence
necessary to confirm the superiority of the proposed HF TC-ETPRL strategy over conventional

benchmarks.

4.1.1 Quadrotor System Architecture and Core Components

A quadrotor Unmanned Aerial Vehicle (UAV) is a multi-rotor helicopter characterized by four
identical rotors symmetrically arranged around a central rigid body or frame. This frame, often
constructed from lightweight yet rigid materials like carbon fibre or aluminium, serves as the
structural backbone, housing and protecting all on-board components while minimizing overall
mass [147].

Each rotor consists of a brushless DC (BLDC) motor driving a fixed-pitch propeller. These
motors are precisely controlled by Electronic Speed Controllers (ESCs), which translate low-
power control signals from the central Flight Management Unit (FMU) into the necessary power
to regulate motor speeds. Typically, two propellers rotate clockwise (CW) and two rotate
counter-clockwise (CCW) in an "X’ or '+’ configuration. This counter-rotating arrangement
is crucial for neutralizing net aerodynamic torque, thereby simplifying attitude control and
enhancing overall flight stability [148].

The FMU, or autopilot, is the computational core of the quadrotor, executing complex
flight control algorithms and processing real-time sensor data. Critical to the FMU’s operation
is a comprehensive suite of on-board sensors. An Inertial Measurement Unit (IMU), with its
accelerometers and gyroscopes, provides essential data for estimating the quadrotor’s attitude
and angular velocity. This is often augmented by a magnetometer for heading determination and
a barometer for altitude estimation. For outdoor navigation, a Global Positioning System (GPS)
module supplies absolute position and velocity data. Depending on mission requirements,
additional sensors such as Lidar or ultrasonic sensors for obstacle avoidance, or optical flow
cameras for vision-based navigation in GPS-denied environments, may be incorporated [145,

146]. The entire system is typically powered by a high-energy-density Lithium Polymer (LiPo)
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battery, while a robust communication module facilitates data exchange with a ground control

station or remote pilot.
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Figure 4.1: Structural description of quadrotor

4.1.2 Applications and the Imperative for FTC of UAV Quadrotors

The inherent advantages of quadrotors, including Vertical Take-Off and Landing (VTOL) and
superior manoeuvrability, have led to their widespread adoption across diverse and safety-
critical sectors. Applications range from commercial infrastructure inspection and precision
agriculture to vital public safety roles like search and rescue (SAR) and urgent medical supply
delivery [149]. This extensive deployment in high-stakes environments raises significant concerns
regarding their operational safety and reliability.

The flight stability of a quadrotor is critically dependent on the continuous and precise con-
trol of multiple thrust-generating units. Consequently, any performance degradation, whether
from internal malfunctions—such as actuator or sensor faults—or external disturbances, can
rapidly lead to instability and catastrophic failure. Standard control systems, which assume
perfect health, are ill-equipped to handle such anomalies [150)].

This vulnerability underscores the paramount importance of Fault-Tolerant Control (FTC)
systems, which are specifically engineered to detect, diagnose, and accommodate faults. The
primary objectives of FTC are to enhance safety, increase reliability, maintain performance,
ensure operational resilience, and reduce costs associated with accidents. Given the complex
dynamics of quadrotors, designing effective FTC systems is a significant research challenge.
This chapter, therefore, aims to present and validate advanced FTC strategies, particularly
leveraging artificial intelligence, to ensure the dependable operation of UAVs in their myriad
applications [148].

Figure /.2 below, represent the logical flow for Fault-Tolerant Control (FTC) in UAV Quadrotor
Applications [146].
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Figure 4.2: Logical Flow Illustrating the Imperative for Fault-Tolerant Control (FTC) in UAV

4.2 Nonlinear Dynamic Model of the UAV Quadrotor

An accurate and comprehensive mathematical model is an indispensable prerequisite for the
design, analysis, and implementation of effective control and fault diagnosis strategies. Given

the quadrotor’s inherent nonlinearities, state coupling, and under-actuated nature, a detailed

dynamic model is essential for developing robust fault-tolerant control (FTC) [151].

The primary objective of this section is to derive the equations of motion that describe the
quadrotor’s position, orientation, and their rates of change in response to control inputs and

external disturbances. This model, derived using the Newton-Euler formalism, will serve as:

e A baseline for control system design.
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e A simulation platform for fault injection and fault tolerant control.

e A foundation for performance evaluation of the proposed Al-based FTC.

4.2.1 Coordinate Frames and Kinematics

To accurately describe the quadrotor’s motion, two primary coordinate frames are defined, as

depicted in Figure 4.1.

1. Earth-Fized (Inertial) Frame {E}: This frame, denoted by (e, e, 2¢), is considered
inertial. Its origin is typically fixed at the ground, with the x.-axis pointing North, .-
axis pointing East, and z.-axis pointing Down (NED convention) or Up (ENU convention,
often preferred in robotics). For consistency with common control literature, we adopt

the ENU convention, where 2z, upwards. The linear position of the quadrotor’s centre of
mass (CoM) is denoted by [149]:

£ = [:B Y z]T (4.1)

With:

¢: The Linear Position Vector of the quadrotor’s Center of Mass (CoM),

x: Position coordinate along the Inertial x.—axzts,

y: Position coordinate along the Inertial y,—axis,

z: Position coordinate along the Inertial z.—axis.

2. Body-Fizred Frame {B}: This frame, denoted by (zy, s, 2), is attached to the quadro-
tor’s CoM. The z,-axis typically points forward, the y,-axis to the right, and the z,-axis
upwards. The orientation of the body frame with respect to the inertial frame is described
by Euler angles: roll (¢), pitch (), and yaw (¢)). The angular velocity of the quadrotor
in the body frame is denoted by [150]:

w= [p q T]T (4.2)
With:

e w: The Angular Velocity Vector. It describes the rate of rotation of the quadrotor
expressed in the Body-Fixed Frame B (the frame attached to the drone itself),

e p: The Roll Rate, (The rate of rotation around the body’s longitudinal axis (x;-axis,
pointing forward)),

e ¢: The Pitch Rate, (The rate of rotation around the body’s longitudinal axis (y,-axis,
pointing right)),

e 7: The Pitch Rate, (The rate of rotation around the body’s longitudinal axis (z,-axis,

pointing up)).
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A clear depiction of these coordinate frames and the positive directions of the Euler angles is

presented in Figure 4.3.

Inertial-fra me‘,’
Yi X

Figure 4.3: Structural coordinate system of quadrotor

The transformation from the body-fixed frame to the earth-fixed frame is accomplished
via the rotation matrix Rg. g(¢,0,1), which is a primary source of the system’s kinematic

nonlinearity [152]:

CyCy CySpSy— SyCys CySeCly+ SypSy
RE%B - Sﬂ,Ce S¢S@S¢ + O¢C¢ S¢S@O¢ — C¢S¢ (43)
_SG CgS¢ OgC¢

The inverse transformation Rp, g = Rg B
With:

e ®&: Is the roll angle, ©: Is the pitch angle, U: Is the yaw angle,
o &: Is the roll rate (rad/s), ©: Is the pitch rate (rad/s), ¥: Is the yaw rate (rad/s),

o (' =cos,S =sin,t =tang: ,

Rp. p: The Rotation Matrix (Direction Cosine Matrix). It transforms a vector from the
Body Frame B to the Earth/Inertial Frame E.

n: The Euler Angle Vector (Orientation Vector),

7: The Euler Rate Vector.

T
The relationship between the body angular velocities w = [p q r} and the rates of change
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. . T
of Euler angles n = [gb 0 w] is given by the nonlinear transformation, or, conversely [151]:

P 1 0 —Sy qy

gl =10 C, CuS,| |0 (4.4)
1 |0 =S, CuCyl |9

o1 [1 Site  Cute ] [p

ol =10 C, =S, | |q (4.5)
W] |0 S,/Cs Cu/Cul |7

This matrix highlights the kinematic nonlinearities and the singularity at: 0 = +m/2

4.2.2 Forces, Moments and Control Inputs

The motion of the quadrotor is driven by forces and moments generated by its four rotors, as

well as by external effects.

4.2.2.1 Rotor Thrust and Control Inputs

Each of the four rotors (i = 1,2, 3, 4) generates a thrust force T; and a reactive drag torque M.
Assuming identical propellers and motors, the thrust 7; and drag torque M,; are proportional

to the square of the motor’s angular velocity €; [153]:

T, = hr 2

) (4.6)
Md,i = kMQi = T;

Where kr is the thrust coefficient, k), is the drag moment coefficient, and v = ky//kr is a
constant ratio. Rotors 1 and 3 typically rotate counter-clockwise (CCW), while rotors 2 and 4
rotate clockwise (CW), to cancel reactive yaw moments in hover. The total thrust Fipeust s acts

along the body z,-axis :

Ehrust,b = 0 = 0 (47)
Fr Y T

The control moments 7., generated by differential thrusts and reactive torques are defined in

the body frame [154]. For a quadrotor with rotors at distance I’ from the CoM, in an 'X’
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configuration [153]:

( 4
U =Fr= Z T; (Total thrust for vertical motion)
i=1
Q Uy =1, =Ty — 1Y) (Roll torque) (4.8)
Us =19 =1U(T) — T3) (Pitch torque)
| Us =71y = May — Map + Mas — Mgy (Yaw torque)

With 74 representing the roll moment around z;-axis, 7y representing the pitch moment around
yp-axis, and 7, representing the yaw moment around z,-axis 7q.,-

Here, the signs for yaw torque depend on the rotation direction of each rotor. If My, is
positive for CW rotation and negative for CCW rotation, the expression should reflect this.
Assuming My, is the magnitude of the drag torque, the signs are chosen to induce yaw [153].

The distribution of these forces and moments across the quadrotor body is visually summa-

rized in Figure 4.4.

T4 T3

o “F

Figure 4.4: Representation of forces and moments acting on a quadrotor UAV in an "X’ configuration

4.2.2.2 External Forces and Moments

In addition to thrust and control moments, other forces and moments include:

e Gravity: Its equation in the inertial frame is [155]:
T
F,= [0 0 —mg} (4.9)

Where 'm’ is the quadrotor mass and ’g’ is the acceleration due to gravity.

e Aerodynamic Drag: For simplicity in this base model, often modelled as linear or

quadratic in velocities. For translational motion [156]:
Fie=—-Kyp (4.10)

Where 'K, is a diagonal matrix of drag coefficients.
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-For rotational motion, there is the following equation :
Tdp = —N W (411)

Where 'K, is a diagonal matrix. More complex nonlinear drag models (e.g., quadratic)

can be incorporated for higher fidelity.

e Gyroscopic Moments: From the rotating propellers, these moments act on the body
when the quadrotor’s attitude changes. The total gyroscopic moment can be approxi-
mated as [156]:

4
Tgyro = Z Jr (ki€2:) (4.12)
=1

Where J,. is the propeller inertia, k; is the unit vector along rotor axis, and 2; is the

propeller speed. A simplified common form is [155]:
Tayrob = Jr(q€ly — 7422) (4.13)

Where 2, and €, are related to the sum of propeller speeds, considering their rotation

directions.

4.2.3 Equations of Motion

The complete dynamic model of a quadrotor UAV is derived using the Newton-FEuler formalism,
which describes the translational motion based on Newton’s second law and the rotational
motion based on Euler’s equations for rigid bodies. This approach allows for a systematic
development of the equations of motion by considering all external forces and moments acting
on the vehicle [157].

4.2.3.1 Translational Dynamics (Newton’s Second Law)

The translational motion of the quadrotor’s CoM in the inertial frame is governed by Newton’s
second law :
mp = Fg (4.14)

Where 'Fg’ is the total external force acting on the quadrotor in the inertial frame. This

includes the transformed thrust force from the body frame, gravitational force, and aerodynamic
drag [154]:

x 0 0
m|j| =Reen | 0 | + 0 + Fye (4.15)
z Fr —mg
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Expanding the thrust component from Rpg, g provides the full nonlinear equations for linear

acceleration [152]:
i = E(CySeCy+ SySy) + 1k

= % (Sw590¢ — CySy) + % (4.16)
z = %(C'a@))—g—l— ]j;llz

Where Fy,, Fyy, Iy, are components of Fy .

4.2.3.2 Rotational Dynamics (Euler’s Equations)

The rotational motion of the quadrotor in the body-fixed frame is described by Euler’s equations
for a rigid body. Assuming a symmetrical quadrotor where the CoM aligns with the geometric

centre and the inertia tensor 'I” is diagonal [158]:
I = diag(Lyy, Iy, 1.2) (4.17)

Tw+w x ([UJ) = Ttotal,b (418)

Expanding this equation for each axis [153]:

[mxp + ([zz - [yy)qr To + Tgyro,x + Td,x
Iyyq + (Ixx - ]zz)pr = Tp+ Tgyro,y + Td,y (419>
I..7+ (]yy - Ixm)pq = Ty + Tgyro,z + Td,z

Where Tgyro.0; Teyro,y, Teyro,» are components of the gyroscopic moments and 744, 74y, 74, are
components of the aerodynamic drag moments. The terms (I,, — I,,)qr, (Izz — L..)pr, and
(Iyy — I.2)pq explicitly demonstrate the nonlinear coupling between angular velocities, a direct

consequence of the body’s rotation.

4.2.4 Complete Nonlinear Dynamic State-space Model
The aggregation of the kinematic and dynamic relationships forms the complete nonlinear

model. The state of the system is typically defined by a vector of 12 variables [150]:

T
vy 29 09y zp
q T

X — (4.20)
This model, while based on conventional physics, fully captures the nonlinear characteristics
discussed—including trigonometric dependencies, strong state coupling, quadratic aerodynamic
effects, and gyroscopic torques. It provides a robust and high-fidelity foundation for the develop-
ment, implementation, and testing of the advanced Al-based fault diagnosis and fault-tolerant

control methodologies presented in the subsequent sections of this chapter.
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4.3 Fault Scenarios Definition

The reliable and safe operation of UAV quadrotors depends on the integrity of their actuators,
sensors, and structural parts. These systems are susceptible to internal and external faults
that can degrade performance, cause instability, or even lead to catastrophic failure. The
development of robust fault diagnosis and fault-tolerant control (FTC) strategies requires a clear
understanding of the types, characteristics, and effects of these potential fault scenarios [155].

This section categorizes and defines the primary fault types in quadrotor systems, which
are the focus of the fault diagnosis and FTC methodologies in this chapter. These faults are
generally classified as actuator and sensor faults, as they impact the system’s ability to generate
control inputs and perceive its state.

The selection of these fault scenarios is based on their prevalence in real-world UAV opera-
tions and their significant impact on safety-critical functions [156]. This systematic definition
of fault scenarios provides the foundation for designing and evaluating the fault-tolerant control

system, as discussed in section 4.

4.3.1 Actuator Faults

Actuator faults represent a critical class of malfunctions in quadrotor systems, directly affecting
the vehicle’s ability to generate commanded forces and moments. These faults can arise from
various issues, including mechanical wear, motor controller failures, propeller damage, or power
supply irregularities. Their immediate impact is a reduction or alteration of the expected thrust
and/or torque produced by one or more rotors, directly leading to a discrepancy between
the commanded control input and the actual force/moment exerted on the airframe [159].
figure. 4.5 illustrates the nominal, healthy operation of a quadrotor, providing a baseline for

comparison with faulty conditions.

T1=T2=T3=T4

Figure 4.5: Nominal quadrotor operation (Hovering) where all the propellers produce equal thrust

This section details the most common and impactful actuator fault scenarios that will be

considered for diagnosis and fault-tolerant control.
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4.3.1.1 Loss of Effectiveness (LOE) Fault

A loss of effectiveness (LoE) fault is one of the most prevalent and challenging actuator mal-
functions. It describes a situation where a rotor produces less thrust and/or torque than com-
manded, even when the motor is receiving the correct control signal. This can be caused by
partial motor winding damage, reduced motor efficiency, propeller erosion, minor blade cracks,
or issues within the electronic speed controller (ESC) that limit power delivery. The LoE fault
is typically modelled as a multiplicative factor affecting the commanded thrust of a specific
rotor [160].

For the i-th rotor, the actual thrust 7} ctua in the presence of an LoE fault is given by [159]:

ﬂ,actual - pi,-ri,commanded (421)

Where T commanded 1S the thrust commanded by the controller for rotor ’i’, and p; € [0, 1] is the

effectiveness factor for rotor 7.

e If p; = 1, the actuator is fully effective (nominal operation).
e If p; = 0, the actuator has completely failed (total loss of thrust).

e If 0 < p; < 1, the actuator has a partial loss of effectiveness.

The same effectiveness factor p; typically applies to the drag moment M, ; associated with that
rotor, meaning M ; actual = PiMd i commandea [161]. Figure 4.6 visually represents an LoE fault

on a single rotor and its resulting impact on thrust distribution.

T1=T2=T3=T4

Figure 4.6: Quadrotor Suffering from LOE fault in motor 01

Impact on Dynamics: An LoE fault on a single rotor directly reduces the total thrust
(if p; < 1) and, more critically, creates an imbalance in the control moments. For instance, a
partial LoE on Rotor 1 (part of the pitch control pair) will reduce the effective pitching moment

generated, requiring other rotors to compensate [161]. This leads to :

e Reduced Control Authority: The maximum achievable force and torque are diminished.
e Uncommanded Accelerations/Rotations: The imbalance in forces/moments causes the

quadrotor to drift or rotate in an uncommanded direction.
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e Steady-State Error: Without compensation, the quadrotor may not be able to maintain
its desired position or attitude, leading to persistent errors.
e [ncreased Control Effort: The remaining healthy actuators must work harder, potentially

leading to saturation or increased power consumption.

4.3.1.2 Stuck Rotor Fault

A stuck rotor fault occurs when a motor or its propeller jams at a specific thrust level, becoming
unresponsive to control commands. This can be due to mechanical obstruction, bearing failure,
or a complete ESC malfunction. This fault represents a severe condition where the actuator is
no longer controllable, operating at a fixed, potentially non-zero, thrust [145].

Mathematically, for a stuck rotor ’i’, the actual thrust T ctua and drag moment Mg actual
are [146]:

T;L,actual = ﬂ,stuck (422)
Md,i,actual = Md,i,stuck = ’yn,stuck (423)

Where T} sk 1s the constant thrust level at which the rotor is jammed. This value can range

from zero (rotor completely off but jammed) to its maximum possible thrust.

Impact on Dynamics: A stuck rotor fault has a profound impact due to the loss of control-

lability for that actuator :

e Severe Control Asymmetry: The fixed thrust and drag moment from the stuck rotor
create a constant disturbance that cannot be counteracted by commanding changes to
that specific actuator.

e Reduced Degrees of Control: Effectively, the system loses one independent control input
for attitude and thrust distribution.

e Necessity for Redistribution: The remaining healthy rotors must be reconfigured to com-
pensate for the fixed force/moment, often requiring significant adjustments and poten-
tially operating at their limits.

e [nstability: If not promptly detected and accommodated, a stuck rotor fault can quickly

lead to loss of stability, severe oscillations, and an unrecoverable flight condition [147].

4.3.2 Sensor Faults

Beyond actuator malfunctions, the reliable operation of a quadrotor heavily relies on accurate
and timely information about its state, which is provided by its on-board sensor suite. Sensor
faults introduce erroneous readings into the control loop, potentially leading to incorrect state
estimation, flawed control actions, and ultimately, instability or mission failure, even if actuators
are fully functional [148]. figure. 4.7illustrates a typical nominal sensor measurement, providing

a baseline for comparison.
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/L]
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y_sensor =y true + y_noise + y_fault

Figure 4.7: Nominal sensor measurement of a true signal ytrue corrupted by inherent random noise
ynoise

This section describes the prevalent types of sensor faults considered in the context of this
thesis. The readings from a sensor typically include a true physical value, measurement noise,

and potentially a fault component [149]:

Ysensor = Ytrue + Ynoise + Ytault (424)

Where e is the actual physical value, y,0ise represents the inherent random measurement noise
(often modelled as Gaussian white noise), and Y,y is the additional component introduced by

a fault.

4.3.2.1 Bias (Offset) Fault

A bias fault occurs when a sensor consistently outputs a reading that is offset by a fixed
(or slowly varying) value from the true physical quantity. This can be caused by improper
calibration, electronic component degradation, or environmental factors affecting the sensor’s
baseline. Bias faults are particularly insidious because they can appear as legitimate changes
in the measured variable, leading the control system to react to non-existent conditions [150],
figure 4.8 below represent a Sensor measurement corrupted by a constant bias fault, showing a

persistent offset from the true signal.
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True Signaly true y maszured
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Figure 4.8: Sensor measurement corrupted by a constant bias fault.

For a sensor measuring quantity ’y’, a bias fault ’b’ is modelled as :

ysensor = ytrue + ynoise + b (4'25)

Where b’ is a constant or slowly varying offset.

Examples: A gyroscope consistently reporting a non-zero angular rate when the vehicle is
stationary, or an accelerometer reading an offset from gravity along an axis. A barometer

might report a constant altitude error.

Impact on Dynamics and Control: Bias faults directly corrupt the state estimation process.

o Attitude Estimation Errors: A biased gyroscope or accelerometer will lead to cumulative

errors in attitude estimation (e.g., drift in roll, pitch, or yaw).

e Position Estimation Errors: A biased GPS or altimeter can cause the quadrotor to believe

it is at an incorrect position or altitude, leading to uncommanded manoeuvres.

e Uncommanded Control Actions: The flight controller, relying on the faulty measurements,
will generate incorrect control commands to "correct" for perceived errors that do not
exist in reality, potentially causing oscillations, instability, or driving the system to its
physical limits [151,152].

4.3.2.2 Drift Fault

A drift fault is characterized by a gradual, continuous change in the sensor’s output over time,
independent of the true physical value. Unlike a fixed bias, drift indicates a progressive degra-
dation. This type of fault is common in gyroscopes and magnetometers, where temperature
changes or aging components can cause the baseline output to slowly shift [153]. figure. 4.9
illustrates the characteristic progression of a drift fault, where the offset from the true signal

gradually changes over time, leading to increasing errors .
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Figure 4.9: Sensor measurement exhibiting a drift fault.

A drift fault d(¢) can be modelled as a time-varying bias:

Ysensor = Ytrue + Ynoise + d(t) (426)

Where d(t) is a function that changes gradually over time, often linearly or non-linearly.

Examples: A gyroscope’s zero-rate output slowly increasing or decreasing, or a magnetometer’s

heading reference slowly wandering.

Impact on Dynamics and Control: Drift faults can be even more challenging than fixed

biases because their effect is time-dependent and accumulative.

o Accumulated Estimation Errors: Continuous drift leads to progressively larger errors in

state estimates, often resulting in significant deviations from the desired trajectory.

o Aggressive Control Responses: As the estimated error grows, the controller might attempt

increasingly aggressive manoeuvres to compensate for a "phantom" state deviation.

e Long-Term Instability: If unaddressed, drift can eventually lead to such large estimation
errors that the control system becomes unstable, especially during long-duration flights
[154, 156].

4.3.2.3 Noise (Increased Variance) Fault

While all sensors exhibit some inherent noise, a fault can manifest as a significant increase in
the variance or magnitude of this noise. This can be caused by electromagnetic interference,
faulty wiring, component degradation, or environmental factors (e.g., strong vibrations causing
IMU noise). This type of fault corrupts the signal-to-noise ratio, making the true signal harder
to discern [155]. The visual impact of increased noise is presented in figure. 4.10 which is
characterized by significantly higher variance in the output compared to nominal operation,

obscuring the true signal.
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Figure 4.10: Sensor measurement corrupted by an increased noise fault.

For a sensor measuring quantity ’y’, an increased noise fault is modelled by an increased

. 2 : .
variance o, of the noise component :

Ysensor = Ytrue + N<O7 0r210mina1 + Uanult) (427>

Where N (0, %) represents Gaussian noise with zero mean and variance o2

Impact on Dynamics and Control: Increased noise degrades the quality of sensor measure-

ments, impacting filtering and estimation processes.

e Degraded State Estimation: Kalman filters or other state estimators will struggle to ac-
curately estimate the quadrotor’s state due to the high-frequency corruption, leading to
noisy and less precise estimates.

e Oscillatory Control Actions: The controller may react to the noisy measurements by is-
suing rapid, oscillatory commands to the actuators, leading to "chattering" in control
surfaces (or motor speeds) and increased wear, power consumption, and potentially ex-
citing unmodeled dynamics.

e Reduced Performance: Overall tracking accuracy and stability margins will be reduced

due to the uncertainty in state information [158,159].

4.4 Fault-Tolerant Control System Design and Implemen-

tation

Building upon the dynamic model and fault scenarios established in the preceding sections,
this chapter now transitions to the core challenge: the design and implementation of a robust
fault-tolerant control system. This section presents a comprehensive framework for achieving
resilience in the quadrotor’s operation. It starts with a methodological discussion that justi-

fies the selection of Sliding Mode Control (SMC) by comparing the strengths of conventional
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and Al-based approaches. Subsequently, a baseline PID controller is formulated to benchmark
performance under nominal and faulty conditions. The primary focus is the rigorous develop-
ment of the SMC-based FTC scheme, from its high-level architecture to the specific design of
sliding surfaces and control laws. The section concludes by exploring prospective pathways for
integrating artificial intelligence, thereby bridging the conventional method implemented herein

with future research directions.

4.4.1 Justification of the Selected FTC Strategy for the UAV Quadro-

tor

In addressing the critical challenge of ensuring UAV quadrotor resilience, the choice of an FTC
strategy must balance the trade-off between verifiable robustness and adaptive performance.
For this investigation, we move beyond standard textbook implementations and propose a
sophisticated, hybrid FTC architecture centred on an optimized Sliding Mode Controller. The
justification for this specific design choice is rooted in its capacity to form a novel solution that
synergistically combines the advantages of several techniques.

The foundational selection of Sliding Mode Control (SMC) is motivated by its proven robust-
ness, a non-negotiable requirement for safety-critical aerial systems. However, our contribution
lies in enhancing this foundation to overcome its practical limitations. We introduce a novel
Enhanced Triple Power Reaching Law (ETPRL), chosen specifically for its documented superi-
ority in accelerating state convergence and attenuating the high-frequency chattering that can
compromise actuator health.

The most significant element justifying our approach is its hybrid philosophy of leveraging
offline intelligence for rapid online fault adaptation. Instead of relying on computationally
expensive online learning or adaptation, our method utilizes an innovative fault accommodation
mechanism. This mechanism consists of a comprehensive library of controller parameters,
each set being optimally tuned for a specific fault location and severity via Particle Swarm
Optimization (PSO) offline. In real-time, an Extended Kalman Filter (EKF) performs precise
fault detection and identification. Based on the EKF’s estimation, the system executes an
instantaneous and optimal control reconfiguration by selecting the appropriate parameters from
the pre-computed library. This integrated strategy was deliberately chosen to deliver a robust,
high-performance, and rapidly-acting FTC system, thereby establishing a powerful benchmark

against which purely Al-driven solutions can be meaningfully evaluated.

4.4.2 FTC Design using Sliding Mode Control

Having established the performance limitations of the baseline PID controller under fault con-
ditions, this section presents the core technical contribution of this chapter: the systematic
design and development of a novel, hybrid Sliding Mode Control (SMC) based fault-tolerant

control system. This approach is engineered not only to leverage the intrinsic robustness of
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SMC but also to overcome its classical limitations through two primary innovations. First,
a novel Enhanced Triple Power Reaching Law (ETPRL) is integrated into the control law
to accelerate convergence and significantly attenuate chattering. Second, a unique fault ac-
commodation paradigm is introduced, which combines an Extended Kalman Filter (EKF) for
real-time fault diagnosis with a pre-computed library of controller parameters optimized offline
via Particle Swarm Optimization (PSO) [159,160]. The following subsections will detail the
overall system architecture, the rigorous mathematical formulation of the sliding surfaces and
the ETPRL-based control law, the integration of the FDD mechanism, and the resulting control

reconfiguration strategy .

4.4.2.1 Overall Architecture of the SMC-Based Fault-Tolerant Control System

The proposed Fault-Tolerant Control (FTC) system is realized through a hybrid, multi-component
architecture designed for rapid and precise response to actuator faults. The core philosophy
is to synergize real-time fault diagnosis with a control strategy that reconfigures itself using
pre-computed, optimal parameters. This approach circumvents the computational burden and
potential convergence delays associated with purely online adaptive laws, making it highly
suitable for safety-critical applications like UAVs [159].

The complete architecture, depicted in figure. 4.11, is composed of four primary, interacting

subsystems:

Final Rotor Commands (w;)

—
¥f§:§2€e ( ) Actual . Quadrotor System States (X)
]X i —/  State Dynamics [~ position, attitude, and,
(Xa) (X) velocities (X)
’ : / Optimal
Error Signal (e R —
Actual State (X) 6* Estimated Fault Fault Vector
A
—
Ue U Core SMC Controller hf
L,| FDIModule | ¥, (ETPRL) o Control |/
(EKF) Virtual Control Vector Alkscatien
U=[U, U, Us, U4]T

A 4
Recougundation
Mechanism
tTJ*

Fault

Acbrary
(PSO-Optimized Parameters)

Y

Figure 4.11: Overall Architecture of the Hybrid SMC-Based Fault-Tolerant Control System

1. The Core SMC Controller: The central control unit responsible for calculating the virtual

control inputs (Uy, Us, Us, Uy) required to track the reference trajectory. Unlike a stan-
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dard fixed-gain controller, its parameters are dynamically updated by the reconfiguration

mechanism.

2. The Fault Detection and Identification (FDI) Module: An Extended Kalman Filter (EKF)
that runs in parallel to the main controller. It processes the system’s inputs (rotor com-
mands) and outputs (sensor measurements) to provide a real-time estimate of the fault
vector, f , which contains the location and severity (e.g., Loss of Effectiveness percentage)

of any actuator fault [157].

3. The Fault Accommodation Library: A pre-computed database or lookup table containing
sets of optimal SMC parameters. Each parameter set in this library has been meticulously
optimized offline using Particle Swarm Optimization (PSO) for a specific fault scenario

(i.e., a specific fault location and severity).

4. The Reconfiguration Mechanism: This logic block acts as the bridge between the FDI
module and the core controller. It takes the real-time fault estimate, f , from the EKF
and selects the corresponding optimal parameter set, ©*, from the Fault Accommodation
Library. These parameters are then supplied to the Core SMC Controller, instantly
tailoring its behaviour to the current health status of the quadrotor [158,159].

A. Signal Flow and Operation:

During flight, the system operates as follows: The EKF continuously estimates the system’s
health. In a nominal state, f is zero, and the Reconfiguration Mechanism selects the base-
line, non-faulty SMC parameters from the library. Upon the occurrence of a fault, the EKF
detects, isolates, and quantifies it, updating f in real-time. The Reconfiguration Mechanism
immediately uses this new f to index the accommodation library and retrieve the correspond-
ing pre-optimized parameter set ©*. This new set is deployed to the SMC controller, which
instantly adapts its control law to compensate for the fault, thereby maintaining stability and
tracking performance [160].

The mathematical representation of the reconfiguration logic can be expressed as a mapping

function, "M’, executed by the mechanism [156]:

~

M: f(t) - ©%(t) (4.28)

Where ©* is the set of optimal controller parameters (e.g., sliding surface gains, reaching
law parameters) corresponding to the estimated fault f . This event-driven, pre-optimized
adaptation ensures a swift and precisely tailored response to system failures.

4.4.2.2 Design of Sliding Surfaces and Control Law

The design of the Sliding Mode Controller is a two-stage process. First, a sliding manifold is

defined in the state space, which represents the desired system dynamics. Second, a control
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law is formulated to ensure the system states reach this manifold in finite time and remain on
it thereafter, a condition that guarantees stability and tracking of the desired trajectory [162].
A. Sliding Surface Formulation:
The control objective is to drive the tracking error between the desired states 'z;’ and the
actual states 'z’ to zero. The state vector for control is defined as x = [z, ¢, 60, 1]”. The tracking

error vector is thus [163]:

e(t) = xq(t) — x(t) (4.29)

To ensure the convergence of this error, a set of linear sliding surfaces (or manifolds) is chosen,
one for each controlled variable. The general form for a sliding surface ’S;” corresponding to an
error variable ’e;’ is [164]:

Si(t) = €i(t) + Cies(t) (4.30)

where 'C};’ is a strictly positive design parameter that determines the rate of error convergence
once the system is on the manifold (S; = 0). A larger ’C;’ implies faster convergence. The

sliding surfaces for the quadrotor’s four degrees of freedom are therefore defined as [163]:

S,=¢,+C.e, (4.31)
Sp = €4 + Cyey (4.32)
Sp = €9 + Cyeq (4.33)
Sy = éy + Cyey (4.34)

The objective of the control law is to enforce the condition (S;(¢) = 0) for all i € {z,¢,0,1}
B. SMC Control Law Derivation:

The standard SMC control law is composed of two parts: the equivalent control "ue,’ and
the discontinuous or reaching control "ug;s’ [163].
U(t) = Ueq(t) + wais(t) (4.35)

The equivalent control, "ueq’, is the continuous part of the control effort required to maintain
the system state on the sliding surface once it has reached it (S = 0). The discontinuous
control, 'ug;s’, is the component responsible for driving the system state towards the surface
from any initial condition, ensuring the reaching condition is met [162].

B.1. Equivalent Control (u.,): To derive the equivalent control, we use the invariance

condition S = 0. Differentiating the general sliding surface Eq. 4.31 yields [159]:

S=é+Ce=(ig— i)+ Cé (4.36)

Substituting the general second-order nonlinear system dynamics & = f(X) + g(X)u, into Fq.
4.36 gives [159]:
S =iq— [f(X)+g(X)u] + Cé (4.37)
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By setting S = 0 and solving for the control input ’u’, we obtain the equivalent control term,

U [157):
1

Ueq(t) = 9(X) [iq+ Cé — f(X))] (4.38)

Applying this formulation to the specific dynamics of the quadrotor (as derived in Subsetion
4.2.3), the equivalent control terms for altitude, roll, pitch, and yaw are [156]:

( m

Ueq,(t) = CoCly
I, r- ‘
Ueq,6(t) = T [¢d + Cyeg — f2(¢)}
Ueq,o(l) = % [éd + Cheg — f3(9)}
| teqs(8) = I [+ Coy — 1a()]

[Zd + CLé, — f1<Z)}

(4.39)

Where fi, fa, f3, f4 represent the nonlinear terms and disturbances associated with each sub-
system.

B.2. Discontinuous Control (ug;s) with Enhanced Triple Power Reaching Law (ET-
PRL): The discontinuous term is crucial for ensuring robustness and finite-time convergence
to the sliding manifold. To overcome the limitations of conventional reaching laws, such as slow

convergence and chattering, this work proposes a novel Enhanced Triple Power Reaching Law
(ETPRL). The reaching law is defined as [157]:

S = —ky|S|%sgn(S) — ko|S|Psgn(S) — ks|S|"sgn(S) — ksS (4.40)

Where ky, ko, k3, ks are positive gains, and the exponents satisfy (o > 0), (0 < f < 1), and
(v>a).
This multi-stage structure synergistically combines the benefits of different power reaching

laws :

The term (—Fk1|S|*sgn(S)) dominates when the state is far from the surface (|S] is large),

providing extremely rapid convergence.

The term (—ky|S|Psgn(S)) governs the behavior during the intermediate phase.

The term (—k3|S|7sgn(S)) dominates when the state is close to the surface (|S] is small),

ensuring fast final convergence while mitigating chattering.
e The linear term (—k4.S) provides continuous damping across the entire response [162,163].

The stability of this reaching law is proven via Lyapunov analysis, confirming that the
condition S5 < 0 is satisfied, which guarantees the system states will reach the manifold in

finite time. The discontinuous control effort, ug, is derived from this reaching law. The final
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forms for each control channel are [157,165]:
udis’i(t) = —k17i|5i|°‘isgn(3i) — k27Z|SZ|BZSg1’l(SZ) — k37i|SZ-|ngn(SZ-) — k’47iSfL‘ (441)

Fori e {z,¢,0,¢}
Stability and Convergence Analysis

Théoréme 4.1. The states of the quadrotor system governed by the proposed Enhanced Triple
Power Reaching Law (ETPRL) converge to the sliding manifold S = 0 within a fized time and
maintain asymptotic stability thereafter [165].

Proof. The proof is conducted in two stages: first, the asymptotic stability is established via
Lyapunov analysis; second, the finite-time convergence characteristic is derived through a phase-

based analysis of the reaching law dynamics.

1) Lyapunov Stability Analysis To rigorously establish the stability of the closed-loop
system and guarantee the reachability of the sliding manifold, we employ the direct method of
Lyapunov. Consider the following positive-definite Lyapunov function candidate, V', represent-

ing the energy distance to the sliding surface [157]:
L o
V=38 >0, VS#0 (4.42)

The time derivative of V' along the system trajectories is given by [157]:

ood (1, )
_ 4 (lg2) = 4.4
1% dt(js) S$ (4.43)

Substituting the discontinuous control dynamics defined by the ETPRL in Eq. 32 into the
derivative yields [165]:

V =S [~ki|S|"sgn(S) — ka|S|’sgn(S) — ks|S|"sgn(S) — kS| (4.44)

Utilizing the property x - sgn(z) = |z, the expression is simplified by distributing S across the
terms :

V = —ky| S0 — k| S|PHY — k| ST — £y S? (4.45)

Considering that the design gains ky, ko, k3, k4 are strictly positive, and the absolute magnitude

|S| is non-negative, the time derivative of the energy function satisfies [164]:

V<0 (4.46)

Specifically, V' = 0 if and only if S = 0. This strictly negative definiteness ensures that the

system trajectories are continuously driven towards the equilibrium point. Consequently, the
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sliding manifold is attractive, and the system is asymptotically stable.

2) Analysis of Fixed-Time Convergence To demonstrate the accelerated convergence
properties, we analyze the reaching law behavior across three distinct phases based on the
magnitude of the sliding variable |S|. For simplification, we assume symmetric gains ky = ko =
ks = k4 = k and define the switching thresholds based on the initial state |Sy|. The convergence

process is divided as follows [165]:

e Phase I (Far Field): When the system state is far from the manifold (|S| > wy), the
highest-order term dominates the dynamics. Since v > a > f, the term |S|” provides the

primary convergence force. The dynamics can be approximated as [157]:

S~ —k3|S|"sgn(S) — k4S (4.47)

e Phase II (Intermediate Field): As the state approaches the vicinity of the manifold
(ws > |S|] > 1), the influence of the highest power diminishes, and the term governed by

a becomes the significant driver [157]:

S~ —k|S|%sgn(S) — kS (4.48)

e Phase IIT (Near Field): In the final approach phase (|.S| < 1), the fractional power term

3 ensures finite-time convergence without singularity, dominating the decay rate [163]:

S~ —ky|S|Psgn(S) — kS (4.49)

By integrating the differential equations for each phase from the initial time ¢ to the final

reaching time 7', the evolution of the sliding surface can be expressed analytically [157]:

r k k
gl—v — (gl-v L. 3 —(1=)kat _ 23
( 0 + k4) exp k4
k k
< Slfa — (1 + k_jl) exp*(lfa)]%t _k_i (450)
k k
-8 _ (1412 ~(1=B)kat _ 12
\ S ( + /{34) exp k.,
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Consequently, the upper bound of the convergence time for each stage (t1,ts,t3) is derived as:

( 1 _ ks 1— ks
= —— | 17+—)—m<57+—-
Pk [ (7 k4 0 kg
1 kl 1— kl
tg = ——— |1 14+ — ) =1 “ 4 —= 4.51
T (1 )k {n( +7€4> n(ws +k4>} (4.51)

_ s k) _ ks
\tgi(ﬁ—l)/% {ln(kgl +k4> ln(l+k4>}

The total reaching time 7' required for the system states to converge from an arbitrary initial

condition Sy to the equilibrium is strictly bounded by the sum of the time intervals of these
three phases [165]:
T <t;+1ts+13 (452)

This confirms that the proposed ETPRL guarantees finite-time convergence regardless of the

initial system states. O

B.3. Final Control Law Synthesis: By combining the equivalent and discontinuous compo-
nents, the final robust fault-tolerant control laws for the quadrotor’s virtual inputs (U, Uy, Us, Uy)

are synthesized. For each channel ’i’, the total control input is [157]:
Ul<t) = ueq,i(t) + udis,i(t) (453)

This formulation results in a robust and high-performance control law capable of forcing the
system states to the specified sliding manifold and maintaining them there, even in the presence
of uncertainties and faults, with an accelerated convergence rate and attenuated chattering due
to the novel ETPRL. The parameters {C}, k1, ka.i, i, Bi, 7 } are the subject of the optimization

and reconfiguration strategy discussed in the subsequent sections.

4.4.2.3 EKF-Based Fault Detection and Identification (FDI) Module

The efficacy of the proposed hybrid FTC architecture is critically dependent on the real-time
delivery of accurate diagnostic information. This function is performed by a dedicated Fault
Detection and Identification (FDI) module. The implemented FDI strategy is a multi-stage
process that leverages the state estimation capabilities of an Extended Kalman Filter (EKF)
to drive a logic-based fault analysis framework. The process is systematically designed to first
detect and locate the fault, and then to estimate its magnitude.

A. State Estimation via Extended Kalman Filter (EKF):

The foundation of the FDI module is an EKF tasked with providing accurate, real-time
estimates of the quadrotor’s states from noisy sensor measurements. The EKF is a recursive
algorithm that operates in two phases: prediction and correction [58|.

A.1. Prediction Phase: The EKF projects the current state and error covariance estimates
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forward to obtain a priori estimates for the next time step [59].

X = (X, Ur) (4.54)
Pryar = A x Py * AT+ Qy (4.55)

A.2. Correction Phase: The EKF incorporates the new measurement (Y1) to refine the a

priori prediction into a more accurate a posteriori estimate [60].

-1
Kk+1 = Pk+1|k * HI?—{-l * (Rk + Hk-l—l * Pk-Jrl‘k * H/Z:i-l) (456)
Xistorr = Xppapp + Kppr * [Yk+1 - Yk—i—llk] (4.57)

Pyt = (I = Kigr % Hyp1) % Py % (I — Kjoy % Hi)' + Ky x R« KLy (4.58)

Crucially, the primary output from the EKF for the FDI logic is the vector of estimated attitude
angles, [gg, é, @ZA)]T, which provides a clean signal essential for the subsequent diagnostic steps.

B. Fault Detection and Localization:

Fault detection is achieved by generating and monitoring a specialized Fault Detection Signal
(FDS). This signal is formulated based on the error between the EKF’s estimated attitude "ieg;’
and the desired attitude ’iges’ from the controller. For each attitude channel i € {¢,0,v}, the
EFDS is defined as [157]:

EFDS; = ki(é + cie;) (4.59)

Where ’e; = it — tqes’, and 'k;” and ’¢;” are tuning gains. A fault is formally detected if the

absolute value of any FDS exceeds a predetermined threshold, "7} :
|FDS;| > T; = faulty condition (4.60)

Once a fault is detected, its location is isolated by exploiting the unique signature of an actuator
fault on the quadrotor’s roll and yaw dynamics. The specific faulty actuator is pinpointed by
analysing the signs (positive or negative variation) of the 'FDS,’” and 'FDS,,’ signals [157]. The
logic for this localization is summarized in Table 4.1.

Table 4.1: Logic of fault location

Fault location | Fault effect (FDS, variation) | Fault effect (FDS, variation)
Actuator 1 Negative FDSy variation Positive FDS,;, variation
Actuator 2 Positive FDS, variation Negative FDS,, variation
Actuator 3 Positive FDS, variation Positive FDS,;, variation
Actuator 4 Negative FDSy4 variation Negative FDS,, variation

C. Fault Severity Estimation:

Following detection and localization, the final step is to quantify the fault’s magnitude,
specifically the percentage of Loss of Effectiveness (LOE). This is accomplished using a pre-
established look-up table that maps the magnitude of the yaw fault detection signal, [FDSy|,
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to a corresponding LOE percentage [158].

This look-up table is generated offline through extensive simulation and tuning, where known
LOE faults are injected and the resulting steady-state 'FDS,,’ value is recorded. This creates a
reliable mapping between the diagnostic signal and the physical fault severity.

The final output of the complete FDI module is an estimated fault vector, f, containing the
precise location (actuator 1-4) and severity (LOE %) of the anomaly. This vector is then passed
to the Control Reconfiguration Strategy, providing the necessary information for a targeted and

optimal response.

4.4.2.4 Control Reconfiguration and Allocation Strategy

Building upon the diagnostic information provided by the FDI module, the final stage of the
FTC system is the control reconfiguration. The primary role of this strategy is to actively
adjust the controller’s output signals to compensate for the estimated Loss of Effectiveness
(LOE), thereby maintaining vehicle stability and ensuring the quadrotor continues to follow
its desired trajectory. The implemented strategy is based on an additive fault compensation
approach, where the estimated control loss is explicitly reconstructed and added back to the
control command [98].

A. Modelling the Faulty Actuator Dynamics: In the presence of an actuator fault,
the quadrotor’s dynamics are altered. The actual control input, 'U,.(t)’, that is effectively
applied to the airframe is no longer equal to the optimal control, 'Uyp(t)’, computed by the
SMC law. Instead, it is a degraded signal, which can be modelled as the optimal command
minus a "control loss" term, 'Uy(t)’, that represents the effect of the LOE [147]:

Uact (t) = Uopi(t) — Uy () (4.61)

The core challenge for the reconfiguration unit is to calculate a new, compensated control
command, "Uyeconfigurea > Such that it counteracts the effect of "Uy(t)’.

B. Quantifying and Reconstructing the Control Loss: The key to this strategy lies
in accurately quantifying the control loss, 'Uf(t)’, using the output from the FDI module. The
FDI provides the estimated fault amplitude vector, f = fl, fQ, fg, f4]T, where each element ﬁ
corresponds to the estimated LOE percentage of the i-th rotor [148].

The control loss vector Uy(t) can be expressed as a function of this fault vector and the
current rotor speeds, €2;. This relationship is derived from the fundamental control allocation

principles [160]:

Ur1 flb be f3b f4b Q%
— fybl fbL| [ Q2
Uf — uf,? _ AO f2 9 f4 ; (462)
Ur3 flbl 0 —fgbl 0 Qd
Uf4 —fid  fod —fsd fid| |QF
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This equation provides a direct, model-based estimation of the reduction in total thrust (Uy,)
and the parasitic torques (Uy o, Uy s, Ur4) caused by the fault.

C. The Additive Reconfiguration Law: The reconfiguration law is formulated to re-
construct the desired control signals by adding the estimated loss back to the actual (degraded)

control signal. Therefore, the new, reconfigured control vector, Useconfigured, 18 calculated as [163]:

Ureconﬁgured (t) = Uact (t) + Uf(t) (463)

By substituting Fq. 4.51 into Eq. 4.50, it becomes clear that this strategy aims to restore the

original, optimal control effort :

Ureconﬁgured (t) ~ Uopt (t) (464)

In practice, the implementation involves directly computing the reconstructed virtual control

signals, [Uy, Uz, Us, Us) econfigured> O & component-wise basis [157]:

(Ul,reconf = Upet,1 + b(le% + ]E2Q§ + fng + ]?4QZ)
Us secont = Unce.2 + DI(f1Q2 — £2)
Us recont = Uner.s + bI(f193 — f302)

Ut recont = Uncea + d(—F1923 + 93 — 038 + f102)

(4.65)

This reconfigured control vector, 'Useconfigured s reéplaces the original SMC output and is then
passed to the control allocation block to calculate the final, compensated motor speed com-
mands. This closes the FTC loop, turning the fault diagnosis into a direct, corrective control

action that maintains the quadrotor’s desired path under fault.

4.4.2.5 Tuning Sliding Mode Controller Parameters

The efficacy of the proposed Hybrid Fault-Tolerant Sliding Mode Control (HFTC) strategy
is critically dependent on the precise selection of numerous controller gains and exponents.
Due to the high number of variables 32 in total, each independently affecting the quadrotor’s
behaviour—and the need to guarantee optimal performance across diverse flight conditions, a
stochastic optimization algorithm was adopted for parameter tuning.

A. Particle Swarm Optimization (PSO) Algorithm: Particle Swarm Optimization
(PSO) is a class of metaheuristic algorithms, inspired by the collective intelligence resulting
from the social behaviour of bird flocks and schooling fish [166]. This algorithm was selected
for its proven ability to solve complex, multi-variable optimization problems efficiently. The

movement and updating of a particle’s position z;(¢) and velocity v;(t) are governed by the
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following equations [167]:

{Ui(t 1) = woi(t) + c1r1 [Poest,i(t) — @i(t)] + car2|G(t) — 24(t))] (4.66)

zi(t+1) = x;(t) + v (t + 1)

The update rules for the particle’s personal best position, Pest i(t), and the whole swarm’s best
position, G(t), are defined as [168]:

z;(t+1 lfJZEZt—f—l < J(Prest it
P 1y~ D T 1) < TP 0) o
Poesti(t)  else

G(t)= min J(Presti(t)) (4.68)

i=1,2,3,....N
Where 'w’ is the inertia weight, 'c;” and ¢y’ are the cognitive and social parameters, and 'ry’
and 'ry’ are random coefficients distributed uniformly in the range of.
The specific parameters utilized for the PSO algorithm are summarized in Table 4.2.
Table 4.2: Parameters of the PSO algorithm

Description Parameter | Value
Population size n 150
Number of iterations M pax 400
Cognitive parameter c1 1.2
Social parameter Co 1.4
random coeflicients r & 19 0.75
Inertia weight w 0.4

B. Fitness Function and Optimization Strategy: The adopted fitness function, ’.J’, for
evaluating the algorithm’s performance and guiding the search for optimal SMC parameters,
is an integral objective function that minimizes a combination of tracking error and control
effort [169]:

J:A (lleI? + Aellu(t)]?) dt (4.69)

where e(t) denotes the tracking error; u(t) is the control signal; 'A;” and 'A\y’ are weighting
factors; and "T” is the time at which the response settles at a steady state. The term *Ag||u(t)]|*’
represents the penalized high control effort, encouraging the controller to use less aggressive
actions, thereby reducing chattering and actuator wear.

C. Offline Pre-computation of Fault Accommodation Data: The proposed hybrid
strategy for fault accommodation is based on the robust combination of offline optimization
and online adaptation. This process is structured in three phases: the generation of the Fault
Accommodation Library, the definition of nominal operation parameters, and the online recon-
figuration mechanism [166].

The overall procedure for generating this Bank of Parameters is detailed in Figure 4.12.

129



CHAPTER 4. CASE STUDY: FAULT-TOLERANT CONTROL OF UAV
QUADROTORS

Injecting Faults

Fault of 10% in Motor 01

Bank of Parameters

Optimized SMC Parameters After Fault 01
Quadrotor

Controlled Tuning Fault of 20% in Motor 01 [N/l ST M Optimized SMC Parameters After Fault 02
Robust (SMC) Fault of 10% in Motor 02 Optimized SMC Parameters After Fault 03

Figure 4.12: Steps of generating the bank of parameters [157]

Optimized n Parameters

A. Parameter Bank Generation (Offline): A comprehensive set of SMC parameters (including
the gains and exponents for the ETPRL) is optimized offline for multiple fault magnitudes
(e.g., 10%, 20%, 30% ...

illustrated in Figure 4.12, involves systematically injecting a fault, running the PSO algorithm

) across different actuators (Motor 01, Motor 02, etc.). The process,

with the objective function, and determining the optimal parameter set that compensates for
that specific fault. Each optimized parameter set is then memorized and indexed in a "Bank
of Parameters." This pre-computation, while resource-intensive, ensures rapid and precisely
tailored control reconfiguration during flight, thus circumventing the computational burden of

a purely online adaptive fault-tolerant control system [157].

B. Nominal Operation Parameters: The baseline parameters for the HFTC-SMC, required
when the quadrotor is operating under nominal (fault-free) conditions, were determined using
the PSO algorithm and fitness function (4.5) configured to maximize performance in the absence
of faults. These 32 baseline parameters are utilized until the Extended Kalman Filter (EKF)
in the FDI module detects and identifies a fault [157|. Table 4.3 presents the complete set of
optimized parameters for the nominal flight scenario.

Table 4.3: Optimized parameters of the HFTC-SMC with ETPRL for nominal (fault-free) operation

Parameter | Value | Parameter | Value | Parameter | Value
ki . 5.082 | ks, 3.417 | o, 1.563
) 29.515 | ks g 30.251 | ay 1.534
k1 23.251 | ksp 33.214 | 1.601
k?l’w 16.152 k‘g’d, 19.558 () 1.582
ks . 9.252 | k. 0.514 | 5, 0.432
ko4 16.151 | kaq 13.548 | By 0.478
k2.0 17.518 | kqg 9.554 | By 0.498
ka4 8.515 | kay 14.597 | By 0.462
v, 1.752 | C, 33.25

Yo 1.764 | Cy 38.512

Yo 1.695 | Cy 30.144

Yoy 1.735 | Oy 29.269

C. Online Reconfiguration (During Flight): During flight, whenever an actuator fault occurs,
the EKF-based Fault Detection and Identification (FDI) unit estimates the fault’s location and

amplitude. The system then selects the corresponding pre-optimized parameter set from the
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"Bank of Parameters," ensuring a swift and precisely tailored control reconfiguration [170].
The final step of the hybrid FTC strategy occurs in real time. Whenever an actuator
enters a Loss of Effectiveness fault situation, the EKF-based Fault Detection and Identification
(FDI) unit estimates the fault’s location and amplitude f. The Reconfiguration Mechanism
then swiftly and precisely selects the corresponding pre-optimized parameter set (©*) from the
"Bank of Parameters" (as outlined in the overall architecture in Figure 4.11). This event-
driven selection instantly tailors the core SMC’s behaviour to the quadrotor’s compromised

health status, ensuring continued stability and tracking performance [157].

4.4.3 Discussion on the Potential for AI Integration

The preceding sections have detailed the design of a highly effective, model-based Hybrid Fault-
Tolerant Control (HFTC) system. The proposed architecture, leveraging an optimized SMC
with a novel ETPRL, an EKF-based FDI module, and a pre-computed fault accommodation
library, demonstrates significant robustness and high performance in simulation. However, the
very structure of this conventional approach reveals certain inherent limitations which, in turn,
open promising avenues for the integration of Artificial Intelligence, aligning with the central
inquiry of this thesis.

The primary limitations of the implemented HFT'C include:

- Discrete Fault Accommodation: The system relies on a pre-computed library of parameters
for discrete fault severities. It may not exhibit optimal performance for fault magnitudes that
fall between these pre-optimized points.

- Dependence on Model Accuracy: Both the SMC’s equivalent control law and the EKFE’s
estimation capabilities are fundamentally dependent on the fidelity of the quadrotor’s dynamic
model. Significant unmodeled dynamics or parametric drift could degrade performance.

- Intensive Offline Optimization: The generation of the fault accommodation library via
PSO is a computationally expensive, non-trivial offline process that must be repeated if the
UAV platform is modified.

Al-based techniques offer powerful solutions to address these specific challenges. This dis-
cussion will explore two primary pathways for this integration: first, augmenting the existing
SMC framework with AI components for enhanced adaptivity, and second, conceptualizing a
fully Al-driven FTC architecture as a direction for future work [171], [172].

4.4.3.1 Augmenting SMC with AI (Creating a Hybrid Intelligent System)

Rather than replacing the robust SMC framework, Al can be strategically integrated to enhance
its capabilities, leading to a more adaptive and intelligent hybrid system.

- Intelligent Parameter Interpolation: A significant enhancement would be to replace sim-
ple look-up table interpolation with an Al-based function approximator. A small, well-trained

Neural Network (NN) could learn the complex, non-linear mapping from the FDI’s fault esti-
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mate, f , to the full set of optimal SMC parameters, . This would allow for a continuous and
smooth adaptation of the controller gains for any fault severity, not just the discrete points
optimized offline, thereby improving the control performance for the entire fault spectrum.

- Adaptive Reaching Law using Fuzzy Logic: The gains of the ETPRL (k1,...,k4) are currently
fixed. A Fuzzy Logic System (FLS) could be designed to adapt these gains online. By defining
fuzzy rules based on the magnitude of the sliding surface, S, and its derivative, an FLS could
intelligently tune the reaching law. For instance, a rule could be: "IF S is large, THEN increase
the gain k3." This would make the reaching phase more aggressive when far from the manifold
and more gentle when close, further optimizing the trade-off between convergence speed and
chattering [108].

- NN-Based Uncertainty and Disturbance Observer: To address the system’s model depen-
dency, a Radial Basis Function Neural Network (RBFNN) could be implemented as an online
uncertainty observer. The RBFNN would be trained to estimate the lumped uncertainty, which
includes unmodeled dynamics, parameter variations, and external disturbances. This estimate
would then be fed into the SMC control law as a cancellation term, significantly improving
the controller’s robustness and its ability to adapt to changing flight conditions (e.g., payload

variations, aerodynamic changes) without requiring a perfect a priori model [132].

4.4.3.2 Conceptual Framework for a Purely AI-Based FTC

A more radical and forward-looking approach involves replacing the entire model-based SMC
architecture with a purely Al-driven control system. Deep Reinforcement Learning (DRL)
stands out as the most promising candidate for such an endeavour.

A DRL-based FTC agent could learn a robust control policy directly from interaction with
a high-fidelity simulation of the quadrotor. The conceptual framework would be as follows:

- The Agent: A deep neural network that functions as the end-to-end controller.

- State Space: The agent’s input would be a vector of the quadrotor’s sensor readings (e.g.,
position, velocity, attitude, angular rates) and potentially the fault estimates from the FDI
module.

- Action Space: The agent’s output would be the direct motor commands for the four rotors.

- Reward Function: The core of the design would be a meticulously crafted reward function
that penalizes trajectory deviations, excessive control effort, and instability, while rewarding
smooth and stable flight, even after a fault is introduced [131].

The DRL agent would be trained over millions of episodes, experiencing a vast and con-
tinuous range of actuator fault scenarios and external disturbances. The potential advantages
of such an approach are immense: it could develop highly complex and non-intuitive control
strategies that are inherently robust and adaptive without relying on an explicit mathemat-
ical model. However, significant challenges remain, primarily concerning safety verification,

the sim-to-real transfer gap, and the extensive computational cost of training. Nonetheless,
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this paradigm represents a key research frontier and a logical next step in the pursuit of truly

autonomous and resilient flight control.

4.5 Simulation and Analysis

In this section, the performance and effectiveness of the proposed Hybrid Fault-Tolerant Control
(HFTC) strategy are rigorously evaluated. To validate the theoretical contributions presented
in the previous sections, specifically the efficacy of the Enhanced Triple Power Reaching Law
(ETPRL) within a Sliding Mode Control framework, extensive simulations were conducted
using the MATLAB/Simulink platform.

The primary objective of this analysis is to demonstrate the quadrotor’s capability to main-
tain stability and precise trajectory tracking despite the presence of severe actuator faults
and external disturbances. The proposed control scheme, optimized via Particle Swarm Op-
timization (PSO), is subjected to distinct flight scenarios designed to challenge the system’s
manoeuvrability and fault-tolerance mechanisms.

To provide a comprehensive assessment, the simulation is divided into two main test cases

involving different path shapes and fault sequences:

e The First Test: Focuses on a helical trajectory subject to three successive Loss of Effec-
tiveness (LOE) faults.

e The Second Test: Focuses on a square trajectory subject to two successive LOE faults.

Furthermore, to highlight the superiority of the proposed approach, the results obtained using
the ETPRL are compared against conventional reaching laws, including the double power,
standard power, and constant reaching laws. This comparative analysis serves to verify the
proposed method’s improvements regarding convergence speed, chattering attenuation, and

robustness under critical fault conditions.

4.5.1 The 1st Test (Helical path)

The first simulation scenario is designed to evaluate the tracking performance and stability of
the quadrotor while executing a complex 3D manoeuvre. In this test, the UAV is commanded
to follow a helical trajectory over a total simulation duration of 60 seconds. This trajectory
was selected because it requires simultaneous coordination of the ’x’, ’y’, and 'z’ axes, thereby
effectively coupling the translational and rotational dynamics.

To rigorously assess the fault-tolerant capabilities of the proposed controller, a sequence of
three successive Loss of Effectiveness (LOE) faults is injected into different motors. The fault
scenario is designed to simulate a progressive degradation of the propulsion system, ranging

from minor to critical severity. The timeline of these fault injections is defined as follows [157]:
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e Phase 1 (Minor Fault): At (t = 15s), a partial loss of effectiveness of 20% is introduced
in Motor 1.

e Phase 2 (Moderate Fault): At (t = 30s), a secondary fault occurs in Motor 2 with a
magnitude of 35%, adding to the system’s stress.

e Phase 3 (Severe Fault): At (t = 45s), a critical fault is injected into Motor 3 with a
significantly high amplitude of 55%.

This testing protocol, involving multi-actuator failures with increasing severity, serves to verify
the ETPRL-based controller’s ability to reconfigure control allocation and suppress chattering
under rapidly changing dynamic constraints.

The figures below represents this test’s results:

—ETP.RL
— Desired Trajectory
Injecting fault 3 —DP.RL

= Power RL
— Constant RL

Injecting fault 2

Z Position (m)

20

15 20

30 »
X Position (m) 35 Y Position {m)

Figure 4.13: The followed helix trajectory during test 01
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Figure 4.15: Applied torques during test 01
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Figure 4.17: Faults estimated amplitude by the FDI unit

4.5.1.1 Performance Metrics and Discussion

The graphical results from Test 01, involving a helical trajectory under progressive and cumu-
lative Loss of Effectiveness (LOE) faults, provide the empirical foundation for validating the
superior performance of the proposed Hybrid Fault-Tolerant Sliding Mode Controller (HFTC)
utilizing the Enhanced Triple Power Reaching Law (ETPRL). The following analysis integrates
quantitative and qualitative performance metrics with the visual evidence presented in Figures
12 through 16, comparing the ETPRL (blue) against the DPRL (black), Power RL (green),

and Constant RL (magenta) benchmarks.
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A. Quantitative Performance Assessment:

The efficacy of the ETPRL is rigorously assessed using the estimated peak trajectory devia-
tion Table 4.4 and the Integrated Absolute Error (IAE) for both tracking accuracy and control

effort Table 4.5.

Table 4.4: Estimated trajectory tracking performance metrics during test 01 (helix)
Controller | Peak Deviation af- | Peak Deviation af- | Peak Deviation af-
ter fault 01 (m) ter fault 02 (m) ter fault 03 (m)
ETPRL 0.851 4.013 8.573
DPRL 1.345 4.652 10.513
Power RL 2.093 5.265 12.843
Constant RL | 3.788 6.628 18.093

Table 4.5: Comparison of Tracking and Control Effort using Integrated Absolute Error (IAE)

Fault | Reaching Law | [\ [pq — ¢|dt | [0/ [0a— 0]dt | [o7 [ha — wldt | [o7 (D + Qo + Q3 + Qu)dt
ETPRL 0.0180 0.0150 0.113 1.0645¢6
20% DPRL 0.036 0.0213 0.237 1.0879¢6
Power RL 0.049 0.0342 0.291 1.0938¢6
Constant RL 0.092 0.0556 0.342 1.152¢6
ETPRL 0.0214 0.0191 0.2134 1.0698¢6
35% DPRL 0.0484 0.0285 0.3146 1.0924¢e6
Power RL 0.0585 0.0432 0.3841 1.0985¢6
Constant RL 0.1013 0.0821 0.5493 1.1595e6
ETPRL 0.0289 0.0264 0.2951 1.0788¢6
55% DPRL 0.0521 0.0365 0.3815 1.1452¢6
Power RL 0.0632 0.0491 0.4695 1.1952¢6
Constant RL 0.1568 0.1389 0.8815 1.3351e6

The quantitative data provides conclusive evidence of the ETPRL’s superior performance:

e Tracking Accuracy and Robustness (Table 4.4): The ETPRL consistently achieves the
lowest Peak Deviation across all fault scenarios. After the most severe 55% LOE fault, the
ETPRL’s maximum deviation (8.573m) is significantly better than the DPRL (10.513m)
and almost half that of the Constant RL (18.093m). This robust performance confirms

its enhanced fault-tolerant capability under cumulative stress.

e Precision and Efficiency (Table 4.5): For every tested fault level and axis, the ETPRL

records the lowest IAFE values, confirming the highest tracking precision. Furthermore,

this superior tracking is achieved with the lowest integrated total rotor speed (IAE for

control effort) across all fault conditions. This signifies a more efficient control solution

that provides high performance while reducing the physical demand on the actuators.

B. Qualitative and Control Characteristic Assessment

The tables below provide a comparative summary, translating the observed graphical be-

haviour into formal control characteristics, vital for understanding the underlying mechanism

of the ETPRL.
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Table 4.6: Qualitative comparison of tracking performance during test 01

Feature ETPRL (Pro- | DP.RL Power RL Constant RL
posed)

Trajectory Highest (Mini- | Good (Moderate | Fair (Significant | Poor (Large de-

Tracking Accu- | mal deviation) deviation) deviation) viation)

racy

Attitude Track- | Highest (Mini- | Good (Moderate | Fair (Noticeable | Poor (Large er-

ing Accuracy mal error) error) error) ror /oscillations)

Recovery Speed | Fastest Fast Moderate Slowest

(Post-Fault)

Stability Under | Excellent Good Moderate Fair /Poor

Cumulative

Faults

Overall Tracking | Superior High Moderate Low

Robustness

Table 4.7: Qualitative comparison of control characteristics and chattering during test 01

Feature ETP.RL DP.RL Power RL Constant RL
(Proposed)

Control High (Smooth | Good (Rel- | Moderate (Some | Low (Sharp

Effort profiles) atively peaks/oscillations) | peaks/oscillations)

Smoothness smooth)

(Torques)

Control Sig- | High (Minimal | Good (Minor | Moderate (Notice- | Low  (Significant

nal Smooth- | oscillations) oscillations) | able oscillations) | oscillations)

ness (Inter-

nal)

Chattering | Lowest Low Moderate Highest

Level (In-

ferred)

Convergence | Fastest Fast Moderate Slowest

Speed

(Sliding

Variable)

Control De- | Efficient adap- | Efficient Higher de- | Highest de-

mand (Post- | tation adaptation mand/oscillations | mand/oscillations

Fault)

C. 3D Trajectory Tracking Performance (Figure 4-13):
Figure 4-13 illustrates the 3D position of the quadrotor alongside the desired helical trajec-

tory (red line). The figure clearly delineates the three fault injection points at t = 15s, t = 30s,

and t = 45s.

e Transient Response to Faults: Immediately following each fault injection, the Constant

RL (magenta) and Power RL (green) exhibit the most pronounced and sustained transient

deviations from the desired path (red). This indicates a slower recovery speed and a less
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robust ability to adapt to sudden changes in actuator effectiveness.

e Performance Under Cumulative Stress: The ETPRL controller consistently maintains the
closest adherence to the desired trajectory. Even after the severe 55% LOE fault at ¢ =
45s, the ETPRL trajectory remains highly stable and minimally deviated, a performance
characteristic that strongly contrasts with the large, persistent spirals observed for the
Constant RL.

e Conclusion: The visual evidence in Figure /-13 confirms the quantitative metrics (Ta-
bles 4.4 and 4.5 in the previous analysis): the ETPRL significantly minimizes tracking
error and demonstrates superior resilience to cumulative, high-magnitude actuator faults,

underscoring its enhanced fault-tolerant capability.

D. Evolution of Attitude Angles (Figure 4-16):
Figure 16 presents the evolution of the roll (’¢’), pitch (’0’), and yaw (’¢’) Euler angles
against their desired values (red lines). Attitude stability is critical for accurate trajectory

tracking.

o Stability and Oscillation: In the fault-free phase, all controllers maintain the desired
attitude. However, post-fault injection, the Constant RL (magenta) and Power RL (green)
display significant, high-frequency oscillations and large sustained deviations, particularly
in the roll and pitch axes. These oscillations are a clear indicator of poor damping and

increased chattering due to slower convergence to the sliding manifold.

e Fast Recovery and Chattering Suppression: The ETPRL (blue) and DPRL (black) con-
trollers maintain significantly better attitude tracking. The ETPRL, in particular, ex-
hibits the smallest perturbations and the fastest return to the desired angle after each
fault transient. The high-frequency noise is substantially attenuated, validating the core
design objective of the Enhanced Triple Power Reaching Law to suppress chattering while

accelerating convergence.

E. Control Effort and Chattering Analysis (Figures 4-14 & 4-15):
Figures 14 and 15 illustrate the controller’s internal response (Control Signals Uy, Uy, Uy)
and the external physical control effort (Applied Torques, Thrust, Uy, Uy, Uy).

e Internal Control Signals (Figure 4-14): The internal signals for the Constant RL exhibit
the largest, sharpest peaks and the most oscillatory behavior, especially after ¢ = 45s.
This aggressive, oscillatory signal profile is the primary source of the chattering phenom-
ena. In contrast, the ETPRL and DPRL exhibit smooth, minimal fluctuations, suggest-
ing rapid and effective convergence to the sliding surface, fulfilling the theoretical goal of

chattering reduction.
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e Applied Torques (Figure 4-15): The applied torques reflect the total effort required from
the actuators. Following the most severe fault at ¢ = 45s, the magnitude of thrust and
control torques increases for all controllers to compensate for the loss of effectiveness.
Crucially, the profiles for the ETPRL and DPRL are remarkably smoother and more
regulated. The Constant RL, however, displays sharp, high-magnitude spikes (e.g., in Uy
and U, ), which are indicative of high-frequency switching and significant chattering that

can lead to actuator wear and potential control saturation.

e Conclusion on Efficiency: The ETPRL achieves the highest tracking accuracy (Figure
4-13) with the smoothest and most damped control signals (Figures 4-14 and /-15). This
juxtaposition demonstrates that the ETPRL not only enhances performance but does
so with greater control efficiency and less aggressive actuation, which is a significant

advantage for long-term UAV operation.

F. FDI Validation (Figure 4-17):

Figure 17, showing the "Faults estimated amplitude by the FDI unit," confirms the success-
ful operation of the fault detection and identification (FDI) module, which is an integral part of
the HFTC architecture. The Extended Kalman Filter (EKF)-based FDI accurately estimates
the time of occurrence and the amplitude of the LOE faults for Motors 1, 2, and 3:

e Motor 01: 20% LOE initiated at t =~ 15s.
e Motor 02: 35% LOE initiated at ¢t ~ 30s.

e Motor 03: 55% LOE initiated at t ~ 45s.

The precise and timely estimation of the fault information is validated, which is the foun-
dational prerequisite for the subsequent control reconfiguration and parameter selection (based

on the pre-computed PSO fault accommodation data).

G. Synthesis:

The evidence provided by the integrated quantitative and qualitative analysis of the figures
and tables from Test 01 unequivocally supports the central claims of this thesis chapter. The
ETPRL-based HFTC demonstrates superior robustness, the fastest post-fault recovery, and
significantly attenuated chattering compared to conventional SMC reaching laws, confirming its
effectiveness in maintaining stability and high-precision trajectory tracking for UAV quadrotors

under severe, cumulative actuator faults.

4.5.2 The 2nd Test (Squared path)

To further evaluate the robustness and fault-tolerant capabilities of the proposed Hybrid Fault-
Tolerant Control (HFTC) strategy under challenging manoeuvre conditions, Test 02 was con-

ducted. This test involved commanding the quadrotor to follow a predefined square trajectory
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in 3D space over a total duration of 100 seconds, after an initial ascent to an altitude of 5
meters.

This scenario was specifically designed to challenge the controller’s performance during
sharp, instantaneous changes in direction at the corners of the square, simulating dynamic
stress conditions. During this manoeuvre, the quadrotor was subjected to two successive Loss

of Effectiveness (LOE) faults injected into different actuators :

o First Fault: A 20% 'LOE’ fault was introduced in Motor 1 at ¢t = 30 seconds.

e Second Fault: This was followed by a more severe 50% LOE fault in Motor 2 at ¢ = 70

seconds.

The performance of the proposed hybrid fault-tolerant sliding mode controller based on
the Enhanced Triple Power Reaching Law (ETPRL) was again rigorously compared against
controllers using a double power reaching law, a standard power reaching law, and a basic
constant reaching law. This comparative analysis under a different, geometrically challenging
trajectory serves to generalize the findings from Test 01 and further highlight the ETPRL’s

advantages in achieving superior convergence speed, chattering attenuation, and post-fault

recovery.
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Figure 4.18: The followed square trajectory during test 02
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Figure 4.20: Applied torques during test 02
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Figure 4.22: Faults estimated amplitude by the FDI unit

4.5.2.1 Performance Metrics and Discussion

The objective of Test 02, involving a 3D square trajectory subject to two successive Loss of
Effectiveness (LOE) faults (20% at ¢t = 30s and 50% at t = 70s), is to rigorously evaluate the
capability of the Enhanced Triple Power Reaching Law (ETPRL) to handle sharp trajectory
changes in the presence of faults. The results are compared against the DPRL, Power RL, and
Constant RL benchmarks.

A. Quantitative Performance Assessment
Table 4.8 provides the estimated peak trajectory deviation for each controller following the

two successive LOE fault injections, measured in meters (m).
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Table 4.8: Estimated trajectory tracking performance metrics during test 02

Controller | Peak Deviation after Fault 01 (m) | Peak Deviation after Fault 02 (m)
ETPRL 0.2 0.4
DPRL 0.6 1.1
Power RL 1.8 2
Constant RL 4.9 4.9

The data presented in the table above demonstrates a clear hierarchy in fault tolerance.
The ETPRL consistently achieves the lowest Peak Deviation after both the minor (20%) and
severe (50%) faults. Following the severe second fault, the ETPRL deviation (0.4m) is notably
better than the DPRL (1.1m) and significantly smaller than the Power RL (2.0m). The Con-
stant RL exhibits a substantial and persistent deviation (4.9m), indicating a major struggle to
compensate for the combined effect of the two faults.

Moreover, the minimal deviation of the ETPRL, particularly during the sharp corners of
the square trajectory (as visually confirmed in Figure 4.18), highlights its superior ability to
maintain a precise track under both actuator degradation and high dynamic manoeuvring
demands, which proves its robustness under geometric stress.

B. Trajectory Tracking Performance (Figure 4.18)

Figure 4.18 illustrates the tracked 3D square trajectory. The fault injection points are

indicated as "Injecting Fault 1" (¢t = 30s) and "Injecting Fault 2" (¢ = 70s).

e [nitial Tracking: All controllers initially demonstrate satisfactory tracking. However, the
introduction of the first fault (20% LOE) immediately stresses the system, and differences

in robustness become apparent.

e Post-Fault Adherence: The Constant RL (magenta) displays the most significant tracking
error and deviation, even before the second fault. Following the injection of the second,
severe fault (50% LOE), the ETPRL (blue) shows the smallest transient deviation and
maintains close adherence to the desired path (red) throughout the manoeuvre. The
DPRL also shows reasonable fault tolerance, but with slightly larger deviations than
the ETPRL, while the Power RL struggles more noticeably. This visually confirms the
enhanced fault-tolerant capability provided by the ETPRL strategy, consistent with the

minimal values in Table 4.8.

C. Evolution of Attitude Angles (Figure 4.21)
Figure 21 presents the evolution of the roll (¢), pitch (6), and yaw (¢») Euler angles.

e Chattering in Fault-Free State: Prior to the faults, all controllers track the reference
angles, though the Constant RL exhibits higher frequency oscillations, indicative of an

inherent chattering tendency.
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e Post-Fault Stability: Following the first fault at ¢ = 30s, the ETPRL demonstrates well-
damped oscillations and rapid convergence back to the desired attitude references. The
second fault at ¢ = 70s induces larger angular deviations for all controllers. The Constant
RL shows pronounced oscillations, particularly in pitch, bordering on instability. In
contrast, the proposed ETPRL effectively suppresses the disturbances caused by both
faults, showcasing superior attitude stabilization and robustness with minimal oscillation.

This smooth angular control is key to achieving the precise trajectory tracking seen in
Figure 4.18.

D. Control Effort and Chattering Analysis (Figures 4.19 & 4.20):
Figures 19 and 20 illustrate the controller’s internal response (Control Signals) and the

external physical control effort (Applied Torques and Thrust), respectively.

e Control Effort Compensation (Figure 4.19): Following successive actuator faults, the con-
trol scheme must adapt the applied thrust and torques. The Constant RL approach, while
maintaining stability, requires significantly larger and more oscillatory torque transients,
which indicates a higher control effort and greater potential for actuator wear. The pro-
posed ETPRL-based controller effectively handles both minor and severe LOE faults,
generating smooth, bounded, and rapidly converging torque signals that are comparable
to, and in some aspects slightly better damped than, those produced by DPRL and Power
RL.

e Control Signal Response (Figure 4.20): The relative smoothness of the ETPRL control
signals, particularly in Uy and Uy, compared to the more oscillating benchmarks, suggests
rapid and effective convergence to the sliding manifold with inherent chattering reduction.
This highlights the ETPRL’s ability to ensure robust fault tolerance and stable trajectory
tracking without demanding excessive or aggressive control actions, which is advantageous

for actuator longevity and overall flight quality.

E. FDI Validation (Figure 4.22):

Figure 22, showing the "Faults estimated amplitude by the FDI unit," confirms the suc-
cessful operation of the Fault Detection and Isolation (FDI) module. The plot validates that
the EKF-based FDI unit successfully detects and accurately estimates the magnitude (20% and
50%) and timing (¢ = 30s and t = 70s) of the injected LOE faults on Motors 1 and 2, respec-
tively. This accurate online fault information is the essential input for the active fault-tolerant
control component, enabling the system to adapt effectively via the pre-optimized compensation

mechanism.

F. Synthesis:
Test 02 confirms the findings of Test 01 and generalizes the superior performance of the
ETPRL-based HFTC to a more challenging manoeuvre (square trajectory). The ETPRL pro-

vides the best balance between tracking precision, chattering attenuation, and control efficiency.
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The minimal tracking deviation (Table 4.8), smooth control signals, and stable attitude angles
confirm the effectiveness of the proposed strategy in mitigating severe actuator faults while

maintaining high stability and manoeuvrability.

4.6 Conclusion

This chapter served as the capstone of the thesis, successfully applying the theoretical and
methodological frameworks developed in the preceding chapters to the practical problem of
Fault-Tolerant Control for the highly nonlinear UAV Quadrotor system.

The chapter began by establishing the Nonlinear Dynamic Model of the quadrotor, which
formed the White-Box foundation for the control design. This was followed by the definition of
critical Actuator Fault Scenarios, with the primary focus being the Loss of Effectiveness (LOE)
fault.

The core contribution was realized in the Fault-Tolerant Control System Design and Imple-
mentation (Section 04), which presented the novel Hybrid Fault-Tolerant Sliding Mode Control

(HFTC) architecture. This architecture successfully merged two key advanced features:

1. Online Diagnosis: A real-time Extended Kalman Filter (EKF) was utilized for swift Fault
Detection and Identification (FDI).

2. Hybrid Accommodation: A unique strategy was implemented wherein optimal SMC pa-
rameters were pre-computed offline using Particle Swarm Optimization (PSO) and rapidly
deployed via the Reconfiguration Mechanism based on the EKF’s fault estimate. The con-
troller itself was further enhanced by proposing the Enhanced Triple Power Reaching Law
(ETPRL), specifically formulated to accelerate convergence while mitigating the inherent
chattering problem of SMC.

The efficacy of the proposed HFTC-ETPRL strategy was rigorously validated in Simulation

and Analysis (Section 05) through two distinct and challenging manoeuvres:

e Test 01 (Helical Path): This test validated the controller’s robustness against cumulative
and increasing severity LOE faults in three different motors. The quantitative results
demonstrated that the ETPRL achieved the lowest Peak Deviation (e.g., nearly half that
of the DPRL after the severe 55% fault) and the lowest IAE for tracking error and control
effort, confirming superior tracking precision, stability, and control efficiency under severe,

compounded stress.

e Test 02 (Square Path): This test confirmed the controller’s effectiveness during high-
dynamic, non-smooth manoeuvres (sharp corners) under two successive LOE faults. The
ETPRL again demonstrated its superiority by maintaining the lowest Peak Deviation

(e.g., 0.4m after the 50% fault) and producing the smoothest control effort signals, thereby

146



CHAPTER 4. CASE STUDY: FAULT-TOLERANT CONTROL OF UAV
QUADROTORS

validating its enhanced ability to suppress chattering and ensure stable attitude control

in challenging conditions.

In conclusion, the results of the case study unequivocally demonstrated the superior robust-
ness and adaptive performance of the proposed Hybrid Fault-Tolerant Sliding Mode Controller
based on the Enhanced Triple Power Reaching Law (ETPRL). The strategy proved highly effec-
tive in maintaining the stability and high-precision trajectory tracking of the quadrotor in the
face of sudden, severe actuator failures. This successful application validates the overarching
thesis methodology, confirming that the strategic combination of advanced analytical control
design (SMC-ETPRL), model-based diagnosis (EKF), and Al-based optimization (PSO) pro-
vides a powerful, robust, and deployable solution for fault management in complex, nonlinear

systems.
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This thesis has successfully addressed the critical challenge of ensuring the safety and reli-
ability of nonlinear systems through the development and validation of a novel Hybrid Fault-
Tolerant Control (HFTC) framework. The primary contribution of this research is the effective
resolution of the fundamental scientific trade-off between the verifiable robustness of conven-
tional control and the adaptive performance of Artificial Intelligence. By integrating a rigorous
Sliding Mode Control (SMC) architecture with a metaheuristic-optimized offline parameter
bank, this work has established a control strategy that is both mathematically sound and
highly adaptable to severe system failures.

The empirical results obtained from the high-fidelity UAV quadrotor case study provide un-
equivocal evidence of the system’s superiority. The proposed Enhanced Triple Power Reaching
Law (ETPRL) was quantitatively proven to outperform standard reaching laws, achieving a
reduction in peak trajectory deviation of up to 50 % under cumulative actuator faults (55%
Loss of Effectiveness). Furthermore, the analysis demonstrated that this performance was
achieved with significantly reduced control effort and attenuated chattering, thereby directly
contributing to the longevity of electromechanical actuators and the energy efficiency of the
system. The successful synchronization of the offline Particle Swarm Optimization (PSO) with
online Extended Kalman Filter (EKF) diagnosis validates the hybrid architecture as a practical,
high-performance solution for safety-critical applications.

To arrive at this innovative solution, the research followed a systematic theoretical explo-
ration. Chapters 01 and 02 critically evaluated the state-of-the-art in diagnosis and fault-
tolerant control, identifying the limitations of purely model-based methods (brittleness) and
purely Al-based methods (lack of interpretability) that necessitated a hybrid approach. Chap-
ter 03 established the modeling foundations, highlighting the necessity of balancing physical
insight with computational tractability. This theoretical groundwork culminated in the design
and implementation detailed in Chapter 04, where the theoretical hypothesis was transformed
into a validated engineering solution.

In synthesis, this dissertation makes the following primary contributions to the field of
control engineering:

1. A comprehensive and critical synthesis of the state-of-the-art: It has provided
a structured and comparative review of conventional and Al-based methods for the diag-

nosis, control, and modeling of nonlinear systems, clearly articulating the research gaps
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and motivating the direction of the proposed work.

2. The design and validation of a novel control law: It has introduced the Enhanced
Triple Power Reaching Law (ETPRL) for Sliding Mode Control, demonstrating through
rigorous simulation that this law provides faster system convergence and superior chat-

tering attenuation compared to conventional reaching laws.

3. The successful implementation of a high-performance HFTC system: It has
successfully integrated the novel ETPRL within a complete hybrid fault-tolerant control
architecture, proving its practical efficacy in a challenging, safety-critical application. The
results confirm that this architecture offers a robust and high-performance solution for

maintaining stability and mission objectives in the presence of severe system faults.

Perspectives for Future Work
While this thesis has successfully achieved its objectives, it also opens several promising

avenues for future research.

e Experimental Validation: The immediate and most crucial next step is to transition
the proposed HFTC-SMC algorithm from the simulation environment to a real-world
hardware platform. Experimental validation on a physical quadrotor testbed would pro-
vide the ultimate proof of the controller’s effectiveness, accounting for real-world com-

plexities such as communication delays, sensor noise, and aerodynamic uncertainties.

e Integration of Advanced AI for Diagnosis: The current FDI module is based on an
EKF. A compelling future direction would be to replace or augment this module with
an Al-based diagnostic system, such as a deep neural network, which could potentially
offer faster and more robust fault detection and isolation, especially for more subtle or

complex fault types.

e Extension to Sensor and System-Wide Faults: The case study focused on actuator
faults. Future work could extend the HFTC framework to handle a broader class of
anomalies, including sensor faults (bias, drift) and system-level failures, to create a more

holistic and resilient control architecture.

e Formal Verification and Safety Guarantees: While the proposed ETPRL demon-
strated superior performance, future research could focus on the formal mathematical
verification of its stability and robustness properties, potentially using Lyapunov-based
methods or Sum-of-Squares optimization, to provide certifiable safety guarantees for its

deployment in mission-critical applications.

In conclusion, this research has advanced the state-of-the-art in fault-tolerant control by

proposing and validating a novel and highly effective solution. The findings herein not only
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contribute to the body of academic knowledge but also offer a practical and powerful tool for
engineers and researchers working to enhance the safety and autonomy of the next generation

of complex nonlinear systems.
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