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Abstract

Chest X-ray radiography is the most widely performed imaging modality worldwide, valued for its
accessibility, affordability, and diagnostic relevance in clinical practice. Beyond its medical applications,
chest X-rays also capture skeletal structures that are distinctive and relatively stable over time, which opens
the possibility of using them as a novel biometric modality. This potential is particularly relevant in forensic
and postmortem contexts, where traditional biometric traits such as fingerprints, iris, and facial features are
often degraded or unavailable due to decomposition or trauma. This thesis investigates the feasibility of
chest X-rays as a biometric trait and proposes a series of contributions toward developing a robust
identification system.

The first contribution establishes a proof of concept by applying deep learning architectures, specifically
Siamese networks trained with triplet loss, to chest radiographs. Several pre-trained convolutional neural
networks (VGG16, VGG19, ResNet50/101, and Dense-Net) were evaluated as backbone encoders to extract
discriminative features for person identification.

Building on this foundation, the second contribution introduces the Self-Residual Attention Network
(SRAN), a modified backbone designed to improve feature representation. By integrating spatial and
channel attention mechanisms with residual connections, SRAN enables the system to emphasize critical
anatomical regions while suppressing irrelevant information, thereby enhancing robustness and
discrimination.

The third contribution addresses the limitations posed by soft tissues, which are susceptible to pathological
variations and postmortem degradation. To overcome this, an Attention U-Net segmentation model was
employed to isolate skeletal structures such as ribs, clavicles, sternum, and vertebrae. This step ensures that
the biometric system relies exclusively on stable anatomical features.

The final contribution integrates segmentation and attention-based feature learning into a complete skeletal-
based chest X-ray biometric framework. This system generates compact embeddings that allow both
verification (1:1) and identification (1:N), making it suitable for forensic scenarios where only skeletal
information may be available.

The proposed approach was evaluated using large-scale public datasets, including NIH ChestX-ray14 for
training and CheXpert for testing. The results demonstrate that chest X-rays, particularly when focused on
skeletal structures, offer distinctive and reliable identity cues. By introducing chest radiographs as a new
biometric modality, this work contributes to both the scientific field of Al-driven biometrics and the practical
domain of forensic science, offering a pathway toward robust postmortem and medico-legal identification.

Key words: Chest X-ray (CXR), Biometrics, Skeletal-based identification, Postmortem identification,
Forensic science, Deep learning, Siamese network, Triplet loss, Self-Residual Attention Network (SRAN),
Attention U-Net segmentation



Résume

La radiographie thoracique est la modalité d’imagerie la plus réalisée au monde, appréciée pour son
accessibilité, son faible cofit et sa valeur diagnostique en pratique clinique. Au-dela de ses applications
médicales, la radiographie thoracique capture également des structures squelettiques distinctives et
relativement stables dans le temps, ouvrant ainsi la voie a son utilisation comme modalité biométrique
novatrice. Ce potentiel est particuliecrement pertinent dans les contextes médico-légaux et post-mortem, ou
les traits biométriques classiques tels que les empreintes digitales, I’iris et les caractéristiques faciales sont
souvent dégradés ou indisponibles en raison de la décomposition ou des traumatismes.Cette these explore la
faisabilité de 1’utilisation des radiographies thoraciques comme modalité biométrique et propose une série de
contributions pour le développement d’un systeme d’identification robuste. La premiere contribution établit
une preuve de concept en appliquant des architectures d’apprentissage profond, notamment des réseaux
siamois entrainés avec la fonction de perte triplet, aux radiographies thoraciques. Plusieurs réseaux
neuronaux convolutifs pré-entrainés (VGG16, VGG19, ResNet50/101 et DenseNet) ont été évalués comme
encodeurs pour extraire des caractéristiques discriminatives pour I’identification des individus.

La deuxieéme contribution introduit le Self-Residual Attention Network (SRAN), une architecture modifiée
visant a améliorer la représentation des caractéristiques. En intégrant des mécanismes d’attention spatiale et
canal avec des connexions résiduelles, le SRAN permet au systeme de mettre en évidence les régions
anatomiques critiques tout en supprimant les informations non pertinentes, améliorant ainsi la robustesse et
la capacité de discrimination.

La troisieme contribution traite des limites liées aux tissus mous, sensibles aux variations pathologiques et a
la dégradation post-mortem. Pour y remédier, un modele de segmentation Attention U-Net a été utilisé pour
isoler les structures squelettiques telles que les cotes, les clavicules, le sternum et les vertebres. Cette étape
garantit que le systeme biométrique repose exclusivement sur des caractéristiques anatomiques stables.

Enfin, la quatrieme contribution inteégre la segmentation et 1’apprentissage basé sur I’attention dans un cadre
complet d’identification biométrique basé sur le squelette thoracique. Ce systeme génere des représentations
compactes permettant la vérification (1:1) et I’identification (1:N), le rendant particulierement adapté aux
scénarios médico-1égaux ou seules les structures osseuses peuvent étre exploitées.

L’approche proposée a été évaluée a I’aide de bases de données publiques a grande échelle, notamment NIH
ChestX-ray14 pour I’entrainement et CheXpert pour les tests. Les résultats démontrent que les radiographies
thoraciques, en particulier lorsqu’elles se concentrent sur les structures squelettiques, offrent des indices
identitaires distinctifs et fiables. En introduisant la radiographie thoracique comme nouvelle modalité
biométrique, ce travail contribue a la fois au domaine scientifique de la biométrie basée sur I'IA et au
domaine pratique de la médecine légale, ouvrant la voie a une identification robuste en contexte post-
mortem et médico-légal.

Les mots clés: Radiographie thoracique (CXR), Biométrie, Identification basée sur le squelette,
Identification post-mortem, Médecine 1égale, Apprentissage profond Siamese network, Triplet loss, Self-
Residual Attention Network (SRAN), Attention U-Net segmentation



Table of Contents

Contents
| T o) B 10 (PSPPSR X
LIST OF FLGUIES ...ttt ettt et e st e et e e sttt e e st e e e sabteessabaeeenseeeennne X
General INTrOAUCTION. .....c...eiiiiiiiiiiiieeteeeee ettt sttt et esate e s e e 1
CHAPTER I : Chest X-ray radiographs...............ccccoooiiiiiiiiiiiiiee e 7
L. INITOQUCHION aeeessrarccssrnsesssssecsssssecssrssessssssessssssassssssssssssssssssssssssssssssssssssssssssssssssssnasssssnasssssnns 8
2. What Are Chest X-Ray RadiOgraphis? eeecceecesssseccsssssssscsssssssscsssssssscsssssssssssssssssssesssssssss 9
2.1. Technical CoNSIAEIAtIONS cecsseessssessssecsssressssessssessssessssesssssssssssssssessssessasssssssssssssssssessas 10
3. What Can We Do with Chest X-Ray Radiographs? c.c.ccceecessecssessesscssscssnsecsssssessnssesonss 10
3.1, DiagnoStiC PUIPOSES secesssrecsssrcssssssesssssessssssessssssessssssesssssassssasesssssssssssssssssssssssnssssssnss 11
3.2, SCreening ProgramiSiccccsscecsssscsssssscssssssessssssssssssessssssessssssssssssssssssssssssssssssasasssnsssssonss 11
3.3 Monitoring and FOIIOW-UP secceccsrcccsssesssssecsssssecsssssessssssesssssassssssessssssssssssssssssssssssssssssss 11
3.4 Emergency Medicing APPIICALIONS weeeecsssecsssssecsssssesssssscssssassssssesssssssssssssssssssssssssssssssss 11
3.5 Non-Clinical and Research APPIICAtIONS ceccsseesssssesssssscssssessssssessssssssssssssssssesssssssssnss 11
4. Pathologies Detectable with Chest X-Ray Radiographs.ccccscecccssecsssssccsssssessssssessssecsssssccses 11
4.1 PUIMONATY DISCASES seeesssseessssssesssssessssssessssasessssssessssssesssssssssssssssssasssssssssssssssssssssssssssass 11
4.2 Cardiac and Vascular CONAItIONS eeeeceseessseessssessssecsssscsssecsssessssesssessssessssssssssssssssssssessas 12
4.3 Pleural and Diaphragmatic ADNOTIMAIITIES eeeecssseesssssesssssecssssessssssesssssssssssesssssssssssssce 12
4.4 Skeletal ADNOTMAIITIES vevseecsssseesssssecsssssessssasessssssessssssessssssssssssssssasssssssssssssssssssssssssssss 12
4.5 MediastiNal MASSES eeeeessseesssssscsssssecsssssessssasessssssessssssesssssssssssssssssasssssssssssssssssssssssssssass 12
5. Chest X-Ray Radiographs in Biometric Person IdentifiCation ...ecceeccsssseccsscssseccssssssssccsones 12
G TR D 2 13
6.1 NIH ChestX-1ay14 Dataseteeeeeeeessesessscsessccsessccsssscssssscssssssssssssesscssssscses 13
6.2 CheXpert Dataseteeeceeeeseeeessecssstesersscsssscosesscossssossssscsssscsssssssssssossnssssses 14
6.2. MIMIC-CXR dataselesseeeeseeeesscecesscseesscsesssosesscosmasssssssscssssssssssssssssssssses 15
7. CONCIUSION urerureesssnesssnessssnssssecsssnessssessssessssessssessssesssssssssssssssssssssssssessssssssssssssssssssssssssssssssssaes 15
CHAPTER II : Biometrics and State of the Art.........ceinvecircincssnissnnsssnsssncsncsnesssnsssenes 17

R 10 074 LT ) P 17
2. The Identification Problem in Modern Security SySt€mS.ceceeeeessececeeesssccnnes 17

Vi



Table of Contents

TR B 1) 10118 10 s 18
4. Biometric CharacteristicS ReqUIr€mMentS..eeeeeessceeecesessscsrsscsessccsnscosssnns 19
5. Biometric System ArchifeCtUre.ceeeseeseeseeeessceiesseeensscsensceensccsnesssssessssassesse 20
6. Traditional Biometric MOdalitieS..eeeeeeeesreenreinseeescensseenreinscenscenssoscennse 22
6.1. Behavioral BiOmetriCS.eeeeeeaeeieeeieeeineeiiereinreineessriscsesssssccsnscnnsnns 22
6.2. Physiological and Biological BIOmMEetriCS.eeeeereeesaresesseessscosesscscnsacsnes 23
6.3. Limitations of Conventional Biometrics in Post-Mortem CasesS...cceeeneees 23

7. Discussion on Biometric Modalities with Emphasis on Chest X-Ray Skeletal

Biometrics in FOrensic SCIENCE.cvuttetttttrteiarerertenstenstcestsnsseesseenscenscannss 28
7.1. Chest X-ray Biometrics in Post-Mortem Identification...ceceeeeceesccenceess 29
7.2. Motivation and AdVantages..eeeeesseeesseecesscosessesessscsesscssssssssssscsssses 30
7.3.Biometric Process Using Chest X-TayS.eeeeeeeesscsessccsesscscssccsessscsessconns 30
8. Related Works on Chest X-ray Identification....ceceeeeseecesreeenrescsseecnscecenses 30
TR 703 61 18] 10 ) Pt 34

L. INTOAUCHON et teeeeeneeeeeeeeeseeeseeseeecssecsssssesasssessassessssssssssssssssssssassssonssses 36
2. SYStEM OVEIVIEW . tuettetesstesesseosessesssssssessessessssssssessssssssssssssssssssssssssssans 36

3. Contribution 1: Triplet Network for Chest X-ray—Based Biometric Identification.. 38

T BV (51 4T T4 [o) o} . 38
3.1.1.Siamese Network with Triplet LOSS.cueisisssnssrreeensnnsssssssnnennnes 39
3.1.2 Transfer Learning and Encoder Desigh.....cccesecccsciisiiiiiiiisisinnnnn. 40
3.1.3.Data Preparation....cceieieisisnsiisissniiisssssssssssssssssssnssens 41
TR IR ] U L 41

3.2.Summary Of CONriDULION..cceseessessssrssnssessssnsssessssmssnsssssssssssssrenssssssnens 45
3.2.1.Limitations and Motivation for Advancement......cceeeeeeeeciirenees 45

2. Contribution 2: Siamese Network with Self-Residual Attention Backbone ......... 46
B2 W\ (1 1 10T 0] [ . 46
2.1.1.ResNet-50 Backbone......ccocceveseeseesesscssessessenssssssssssssssssnnnns 47

2.1.2.Self-Residual Attention (SRA) BloCK....ccvcerreenecrranicreannnns 48

Vii



Table of Contents

P20 W TN 1 7<) 1150 ) 1 27 (011 49

2.1.4Reverse Attention BloCK.....ccvvrrrrruueeiiiiiiinneneiiiiiiiiinnnnnn. 50

2.1.5.DiStance Layer.iiiiiiiiiiiiirinieeeiiieeeeeneeeeeeeeeeesnseneeeene. 51

2.1.6.Triplet LOSS.uuumumeuesssiiiiininnnnnssiiiiiinnnnnsssssssinnnennssnsssnnnn 51

20 WA B 17210 5 S5 o 21 215 () 4 51

2.2.Testing Phase...uueeceseeierinnennnnssssnnniniennnssssisnininnnmmsssiimssmssss 51

2800 W e 15316 77218 10 ) PN 52

2.2.2.VerifiCatiON.uuueeieiieeseserieensisieenssssninessssssnnsssssssssnsssssnsenssns 53

2.3.Results and DiSCUSSION..ceeetrrrerrmnessssssrirermmmnsssiisiirnmmmnessssssserenannes 54

2.4.Strengths of the SRAN Contribution ...ceeeeeeeeeeeeessinneensissrennsssnennes 55

G TR 10 o] 1130 o TN 55
CHAPTER 1V : Skeletal Representation and Bone-Based Biometric Identification..... 56
L. INIrOUCTION ceeesuseessseesssnesssnessssessssncsssnssssnessssessssessssessssessssessssesssasssssssssssessssesssssssssnssssnsssns 57
2. SYSIEIM OVETVIEW seeerassesssssscssssacssssssssssssessssssessssssssssssssssssssssssssssssssssssssssssssssssssssssssssssase 57
3. Contribution 3: Bone Segmentation from Chest X-ray Radiographs......cceecccsseeccscnnees 59
3.1, MeEthOAOIOZY cecerrrecsssnecsssasesssrssessssssesssssesssssssssssssassssssesssssassssssssssssssssssssssssasssssnasssssnss 59
31,1, DALASEE cereesrresssecsssnesssnsssssessssesssssssssncsssscssssesssssssssessssessssssssssssssssssasssssssssssssssssssasssss 60
3.1.2. Data PreprOCESSING cecssseessssscsssssscsssssessssssessssssessssssssssssessssssesssssssssssssssssssessssssssssssass 60
3.1.3. Bone Segmentation APPrOACH cucccccssecscsssessssssessssecsssssessssssesssssssssssssssssssessssssssssssese 61
3.1.4. NetWOTK ATCHILECIUIE weeesssressssreesssssessssssessssssessssessssssessssssassssssssssssssssssasssssssssssssss 61
3.2, OVErall PIPEIINE eicesssrecsssssecsssnccsssnsesssssesssrssessssssesssssssssssassssssassssssssssssssssssssssonssssssnss 63
3.3, RESUItSuutescuressanessanessnncsnncssancsssncsssnessssessssessssssssssessssesssssssssessasesssssssssassssssssssessssssssses 63
3.3.1. Performance Evaluation MELIICS ciceeecssecsssecsssesssssessssecssssssssncsssscssssesssssssssessssessasesns 64
3.3.2. DiSCUSSION eersreesssssecsssssessssssessssssssssasesssssssssssssesssssssssssssssssssesssssssssssssssssasessssssssssssass 65
4. Contribution 4: Skeletal-Based Biometric Identification Using Chest X-ray Bones... 69
4. 1. MethOAOlOZY eeeeeesessesssssesssnssesssssscssssassssssessssssesssssesssssssssssssssssssesssssssssssssessssssssssssese 69
4.1.1. Bone Segmentation INtEZTAtION ceeeeesssessssssesssssacsssssessssssessssssessssssssssssassssssssssssssssss 70
4.1.2. Person IdentifiCaAtION .eeeceseessseessssessssessssncsssecsssessssessssesssssssssssssssessssesssssssssssssssessas 70
4.1.2.1. Siamese Neural NetWOrK..ecceeeessseecssssssssecssssssssecssssssssecssssssssessssssssssssssssssssssssse 71
4.1.2.2. Transfer Learning .cceececcessecsssssecsssssecssssessssssessssssssssssssssssssssssssssssssssssnssssssnss 71



Table of Contents

4.1.2.3. Euclidean Distance and Triplet LOSS.eeeccccssssseccsssssssecssssssssecsssssssscssssssssscssene 72

4.2. Experimental Results and DiSCUSSION ueeeeeeccssecsssssesssssscssssessssssessssssssssssessssssssssssese 73
4.2.1. IdentifiCation SYSTEIM iccseeessssecsssssessssssesssssscssssassssssssssssssssssssessssssssssssassssssssssssssssss 74
4.2.2. Validation of Discriminative Power and Interpretability ...cccecccessseccsscssseccssnsssees 75
4.2.3. t-SNE Embedding Analysis for Identity Separation .ecceceessseccssssssscssssssssecssssnsssses 76
4.2.4. Explainability Analysis Using Grad-CAM...ciccccssecscssecsssssesssssscssessassssssesssssssssns 78

4.3, DISCUSSIONuueeessseessseessssessssnssssscssssessssesssssssssessssssssssssssassssssssasesssssssssssssssssssssssasssssssssas 80
4.4, CONCIUSION wererrrresssressssessssssssssosssessssessssessssassssssssssssssssssssesssssssssessssessasssssssssssssssssessss 82
General Conclusion & PErSPECLIVE .........ciiviiiiiiiiiiiiiieeeeriteee et e e e e e s eebre e e e s sereeeeeeaene 84
BIDHHOZIAPNIE ...t ettt e et e et e e 89



Tables and figures lists

List of Tables

Table 1: biometric modalities.

Table 2: related works.

Table 3: Confusion matrix and performance metrics.

Table 4: Performance of our system.

Table S: Segmentation Performance Across Experimental Configurations
Table 6: Performance Evaluation

Table 7: comparative masking experiment

List of Figures

Figure 01: Frontal chest x ray radiographic
Figure 02: Ateral chest x ray radiographic
Figure 3: Eight visual examples of common thorax diseases [43]

Figure 4: The CheXpert task is to predict the probability of different observations from
multi-view chest radiographs [44].

Figure 5: biometric modalities.

Figure 6: biometric system architecture.

Figure 7: general system overview

Figure 8: Proposed method.

Figure 9: Encoder.

Figure 10: Trainings losses of different pre-trained models over epochs.
Figure 11: Testing accuracy of different pre-trained models over epochs.
Figure 12: Proposed Architecture.

Figure 13: Attention Block architecture.

Figure 14: Reverse Attention Block architecture.

Figure 15: Example of testing simple for identification.
X



Tables and figures lists

Figure 16:
Figure 17:
Figure 18:
Figure 19:
Figure 20:
Figure 21:
Figure 22:
Figure 23:
Figure 24:
Figure 25:
Figure 26:
Figure 27:
Figure 28:
Figure 29:
Figure 30:

Identification System.

Verification System.

Training loss against epochs 40 and 80
Sample of chest x ray image with mask
Preprocessing Results.

The proposed architecture.

Attention gate architecture.

Training and validation Loss Curve.
Training and validation Precision Curve.
Comparaison of Ground truth and predicted Segmentation Masks
Global architecture for person identification
Triplet architecture.

Evaluation curbs.

Identification system.

UMAP and t-SNE visualizations of the learned embedding space. Every point

represents a unique identity.

Figure 31:

UMAP projection showing the position of a query image (anchor: blue) and its

most similar sample (closest match: red) within the learned embedding space. All other
samples are shown in gray. Clear proximity between anchor and match indicates accurate
identity retrieval.

Figure 32:

t-SNE projection of the embedding space. The query (anchor: blue) and its most

similar sample (closest match: red) within the learned embedding space. while samples from
other classes are spatially well-separated, supporting strong inter-class discrimination.

Figure 33:

Grad cam visualization

Xi



Liste des Abréviations

Xii



General Introduction




General Introduction

General Introduction

Medical imaging plays a central role in modern medicine, supporting physicians in diagnosis,
treatment planning, monitoring disease progression, and research. Among the different
imaging modalities such as computed tomography (CT), magnetic resonance imaging (MRI),
ultrasound, and positron emission tomography (PET) chest X-ray radiography (CXR) remains
the most frequently used worldwide [1]. Its accessibility, relatively low cost, non-
invasiveness, and speed of acquisition make it an indispensable diagnostic tool, especially in
low- and middle-income countries where advanced modalities are less available. Chest
radiographs are collected at an enormous scale, forming one of the largest digital medical
imaging archives in existence. They are routinely performed to evaluate respiratory and
cardiac conditions, including pneumonia, tuberculosis, lung cancer, heart enlargement, and
more recently, COVID-19 [2,3].

Beyond their clinical significance, chest X-rays present unique properties from an anatomical
perspective [4]. Unlike many other radiological images, chest radiographs capture both soft
tissues and skeletal structures within the thoracic cavity. The skeletal components such as ribs,
clavicles, sternum, and vertebrae are highly distinctive across individuals and maintain
stability over long periods [5]. This makes chest radiographs particularly promising not only
for clinical applications but also for biometric and forensic purposes, as explored in this
thesis.

Artificial Intelligence in Chest X-Ray Analysis

Over the past decade, artificial intelligence (Al), and more specifically deep learning, has
transformed medical image analysis [6,7]. Convolutional neural networks (CNNs) and their
extensions have achieved human-level or even superhuman performance in image
classification, segmentation, and detection tasks [8]. Within chest X-ray analysis, deep
learning has been applied to:

« Disease detection: Identifying thoracic pathologies such as pneumonia, tuberculosis,
lung nodules, cardiomegaly, and pleural effusion.

«  Multi-label classification: Recognizing multiple disease patterns within a single
radiograph.

« Localization and segmentation: Isolating lungs, heart, or lesions to aid diagnosis.

« Image enhancement: Reducing noise or reconstructing high-quality images from
low-dose exposures.
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Large public datasets such as NIH ChestX-ray14, CheXpert, and MIMIC-CXR have fueled
this revolution, enabling reproducible and scalable research. These datasets provide not only
raw images but also metadata and pathology labels, accelerating the development of Al-
powered diagnostic systems.

However, most of these efforts remain focused on clinical pathology detection, overlooking
another important potential application: person identification. While Al has demonstrated its
power in recognizing diseases, its ability to capture identity-specific features embedded in
radiographs has received little attention. This gap forms the foundation of the present
research.

The Identity Problem and Biometrics

Establishing identity is a crucial requirement across many domains, from secure access
control and law enforcement to healthcare and disaster victim identification (DVI).
Traditional authentication methods rely on passwords, ID cards, or tokens, but these are
vulnerable to theft, duplication, or loss [9]. To overcome these limitations, biometric systems
have emerged, leveraging inherent physiological or behavioral traits of individuals. Common
biometric modalities include fingerprints, facial recognition, iris scans, voice, and gait [10].

While these systems are widely used, they face significant challenges in forensic and
postmortem scenarios. Soft tissues degrade rapidly after death due to decomposition, burning,
or trauma, making fingerprints, iris, or facial recognition ineffective. Even DNA, while highly
reliable, is time-consuming and expensive to analyze, limiting its usefulness in large-scale or
time-sensitive investigations[11-13].

Forensic science therefore requires new biometric modalities that are both distinctive and
resistant to postmortem changes. This is where chest X-rays, and particularly their skeletal
features, provide a compelling solution.

Chest X-Rays as a Biometric Modality

Chest radiographs capture unique anatomical structures of the thoracic skeleton, such as rib
cage morphology, clavicular shapes, and vertebral configurations [14]. These structures vary
across individuals due to genetics, lifestyle, and health factors, but remain stable over time
and resistant to decomposition. Unlike facial features or soft tissues, bones persist long after
death, making them particularly suitable for postmortem identification [15] .

Moreover, chest radiographs are widely available in hospital archives and often linked to
patient metadata, making them practical for retrospective identification in forensic cases. For
instance, in scenarios such as airplane crashes, mass disasters, or unidentified remains, chest
radiographs collected during an individual’s lifetime can be matched against postmortem
imaging to establish identity. This dual availability pre-mortem hospital records and post-
mortem forensic radiographs offers a unique advantage not found in many other biometric
modalities [16].

Nevertheless, leveraging chest X-rays for biometrics presents significant challenges.
Radiographs contain a mixture of soft tissues and skeletal structures, with soft tissues prone to
disease-related variations or postmortem degradation. To address this, specialized methods are
required to isolate skeletal features and extract robust identity-specific representations.
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Objectives of the Thesis

The central objective of this thesis is to investigate, design, and validate a chest X-ray based
biometric system, with a specific focus on forensic and postmortem applications. More
concretely, this research aims to:

1. Demonstrate the feasibility of chest radiographs as a new biometric modality.

2. Develop deep learning architectures capable of extracting discriminative identity
features.

3. Introduce attention mechanisms and segmentation to enhance robustness and
interpretability.

4. Provide a skeletal-based system resilient to decomposition and pathological variations.

5. Evaluate performance on large-scale public datasets and forensic-relevant settings.

Contributions of the Thesis

This thesis is structured around four main contributions that progressively address the
challenges identified above:

1. Proof of concept: We designed a Siamese neural network trained with triplet loss to
assess whether chest radiographs carry identity-specific information. Using pretrained
CNN backbones such as VGG16, VGG19, ResNet50/101, and DenseNet, we
demonstrated that even raw chest X-rays can achieve meaningful identification.

2. Enhanced feature learning with attention: To overcome the limitations of generic
CNNs, we introduced the Self-Residual Attention Network (SRAN) as a modified
backbone. This architecture integrates spatial and channel attention with residual
connections, enabling the system to dynamically focus on critical thoracic structures
while suppressing irrelevant regions.

3. Bone segmentation: Recognizing the instability of soft tissues in postmortem
contexts, we employed an Attention U-Net to segment skeletal structures. By isolating
ribs, clavicles, sternum, and vertebrae, we ensured the biometric system relies on
stable and distinctive features.

4. Final skeletal-based biometric framework: We integrated segmentation into a
complete identification system. The architecture produces compact embeddings that
enable both verification (1:1) and identification (1:N). By focusing on skeletal
anatomy, the system offers resilience against decomposition and is particularly suited
for forensic applications.
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Significance and Impact

The research presented in this thesis introduces chest X-rays as a novel biometric modality,
extending the scope of medical imaging beyond clinical diagnosis. Its contributions are
threefold:

« Scientific significance: It pioneers skeletal-based biometric identification using chest
radiographs, a domain with little prior exploration.

+ Technical innovation: It integrates deep learning, triplet loss, attention mechanisms,
and segmentation into a coherent framework.

« Forensic relevance: It provides a practical solution for postmortem and medico-legal
identification, where traditional biometrics fail.

By bridging the gap between healthcare archives and forensic needs, this research opens new
pathways for identity verification in contexts where resilience, robustness, and reliability are
paramount. The structure of this thesis is organized as follows. It begins with a General
Introduction, which presents the context, motivations, problematics, objectives, and overall
contributions of the research. Chapter I provides the scientific context by focusing on chest X-
ray radiographs, outlining their principles, medical importance, limitations, and emerging uses
beyond clinical diagnosis. Chapter II introduces the field of biometrics and reviews related
works, discussing conventional biometric modalities, their limitations in forensic and
postmortem scenarios, and recent approaches that leverage medical images for identification.
The last two chapters constitutes the core of this thesis and presents its original scientific
contributions. Chapter 3 focuses on deep learning based biometric identification using full
chest X-ray radiographs. It introduces Siamese network architectures trained with metric
learning strategies and presents the integration of self-residual attention mechanisms to
enhance feature discrimination and robustness. This chapter establishes the feasibility of chest
X-ray images as a biometric modality while highlighting the limitations of appearance-based
representations.

Chapter 4 builds upon the findings of Chapter 3 by addressing its identified limitations
through anatomically constrained modeling. It introduces a deep learning—based bone
segmentation framework and proposes a skeletal-based biometric identification system
designed to improve robustness, particularly in forensic and postmortem scenarios. Finally,
the thesis concludes with a General Conclusion, which summarizes the findings, highlights
the scientific and forensic contributions, and proposes perspectives for future research in this
emerging field.



General Introduction




CHAPTERI :
Chest X-ray radiographs




CHAPTER I Chest X-ray radiographs

Chapter I : Chest X-ray radiographs

1. Introduction

In the field of medical diagnostics, the use of medical image processing has played a pivotal
role in supporting clinical decision-making. Across the wide spectrum of radiological imaging
techniques ranging from ultrasound, X-ray, magnetic resonance imaging (MRI), computed
tomography (CT), and positron emission tomography (PET) each modality offers unique
methods for capturing internal body images[17,18]. Despite these technological advances, it
remains a fact that only specific sections or regions within these radiological images provide
clinically significant information for the consulting physician [19]. Moreover, there are
several reasons why both pathologists and radiologists recognize that the images produced
through such radiological examinations do not always deliver fully accurate or comprehensive
diagnostic details[4]. In cases of minor or less critical diseases, such limitations may not
drastically impact the diagnosis. However, in more severe or complex medical conditions,
these shortcomings can potentially lead to significant clinical consequences.

Another important aspect to consider is the dual nature of chest X-rays: while they are
indispensable in clinical practice, they also present intrinsic limitations. The images often
display overlapping anatomical structures that may complicate interpretation. For example,
ribs can obscure portions of the lung fields, while clavicles and sternum may conceal or
distort other thoracic details. In female patients, breast tissue can introduce additional
shadows, and in some cases, abdominal structures may also appear within the field of view.
These overlapping elements create challenges for clinicians, as diagnostically relevant
features may be partially hidden or confounded by surrounding anatomy [20].

Despite these limitations, chest radiography continues to be one of the most widely used
diagnostic tools worldwide. Its advantages are clear: rapid acquisition, relatively low radiation
dose compared to CT scans, affordability, and broad availability even in resource-limited
settings. These qualities make chest X-rays the first-line imaging modality in many clinical
workflows, whether in emergency medicine, primary care, or large-scale public health
screenings. In addition to traditional diagnostic use, chest X-rays have also found their place
in emerging technological applications, ranging from computer-aided detection of thoracic
diseases to novel approaches in biometric person identification[21,22].

In this thesis, we place chest X-rays at the center of our investigation. Beyond their
established clinical importance, we argue that their unique ability to capture both soft tissues
and skeletal structures makes them a promising resource for identity identification and
verification, especially in forensic and postmortem contexts. This chapter provides a
comprehensive overview of chest radiography, highlighting not only its medical applications
but also its potential in new research domains such as artificial intelligence and biometrics.
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2. What Are Chest X-Ray Radiographs?

Chest X-ray radiography is a diagnostic imaging procedure that captures a two-dimensional
representation of the chest’s internal structures using ionizing radiation [23]. The technique
involves exposing the chest area to a small, controlled amount of X-rays, which pass through
the body and are absorbed by tissues at different rates. This difference in absorption creates a
contrast image: bones, being denser, absorb more X-rays and appear white on the image,
whereas air-filled structures such as the lungs allow more X-rays to pass through and thus
appear darker [24].

A standard chest X-ray typically consists of two views:

« Posteroanterior (PA) view: This is the most common view, where the X-ray beam
passes from the back (posterior) to the front (anterior) of the patient, illustrate in figure
1, who stands upright with the chest against the image receptor [25].

Figure O1 : Frontal chest x ray radiographic

- Lateral view: An additional side view is often taken to provide further anatomical
detail and assist in localizing abnormalities [26], ateral chest view illustrate in figure 2.
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Figure 02 : Ateral chest x ray radiographic

Other specialized views may be used based on clinical need, such as the anteroposterior (AP)
view (often used when the patient cannot stand), lateral decubitus (lying down) views for
evaluating fluid levels, or oblique views for detailed examination of certain structures.

2.1. Technical Considerations

The quality and diagnostic value of a chest X-ray depend on several technical factors.
Radiographers adjust parameters such as exposure time, tube voltage (kVp), and current
(mAs) to balance image clarity with minimizing radiation exposure. Modern imaging
departments increasingly use digital radiography (DR) systems, replacing older analog film
systems. Digital systems offer numerous advantages, including faster image acquisition,
enhanced image processing capabilities, reduced need for repeat imaging, and easy integration
with electronic medical records [27].

Digital chest X-rays also allow for advanced post-processing techniques, such as contrast
adjustment, zooming, and highlighting of specific regions of interest, which can improve
diagnostic accuracy. The widespread adoption of digital imaging has also facilitated the
development of computer-aided diagnosis (CAD) systems and artificial intelligence (Al)
tools, which are becoming more common in modern radiology practice [28].

3. What Can We Do with Chest X-Ray Radiographs?

Chest X-ray radiographs serve as a cornerstone in clinical diagnostics due to their versatility.
The broad range of applications makes them an indispensable tool across various medical
specialties. Their utility spans from routine health checkups to critical emergency
assessments, reflecting their capacity to provide valuable information quickly and efficiently
[29].

10
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3.1. Diagnostic Purposes

One of the primary uses of chest X-rays is the diagnosis of diseases affecting the thoracic
organs, particularly the lungs, heart, and chest wall. Physicians rely on chest X-rays to
investigate symptoms such as cough, chest pain, shortness of breath, or unexplained weight
loss. By analyzing the radiograph, clinicians can detect abnormalities like infections, tumors,
or fluid accumulation [30].

3.2. Screening Programs

In many countries, chest X-rays are integral to population screening programs, particularly for
infectious diseases such as tuberculosis (TB) [31]. They are also employed in pre-employment
screening, immigration health checks, and periodic assessments for workers in industries with
high exposure to respiratory hazards, such as mining or chemical manufacturing [32].

3.3 Monitoring and Follow-up

Chest X-rays are invaluable for monitoring disease progression and evaluating treatment
responses. For instance, they are frequently used in follow-up assessments of pneumonia,
tuberculosis, lung cancer, and congestive heart failure. Changes in radiographic findings over
time help guide therapeutic decisions [33].

3.4 Emergency Medicine Applications

In emergency and critical care settings, chest X-rays are often the first imaging tool employed
due to their speed and accessibility. They help rapidly identify life-threatening conditions such
as pneumothorax (collapsed lung), hemothorax (blood in the pleural space), pulmonary
embolism signs, and acute heart failure [34].

3.5 Non-Clinical and Research Applications

Beyond their traditional clinical roles, chest X-rays have emerged in research fields exploring
forensic identification, age estimation, and gender determination. With the advancement of
machine learning algorithms, chest X-ray images are being repurposed for non-diagnostic
tasks, which opens up intriguing possibilities in security and forensic science [35].

4. Pathologies Detectable with Chest X-Ray Radiographs

Chest X-rays are capable of revealing a wide array of pathological conditions affecting
different regions of the thoracic cavity. Below, we classify and elaborate on the most
frequently encountered pathologies detected through chest radiography [36].

4.1 Pulmonary Diseases

« Pneumonia: Appears as localized or diffuse areas of increased opacity within the lung
fields, often accompanied by air bronchograms.
11
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« Tuberculosis (TB): Characterized by upper lobe infiltrates, cavitary lesions, and
sometimes calcified nodules in chronic cases.

«  Chronic Obstructive Pulmonary Disease (COPD): Shows signs such as hyperinflation
of the lungs, a flattened diaphragm, and reduced vascular markings.

« Lung Cancer: May present as a solitary pulmonary nodule, mass, or more subtle signs
like mediastinal widening or hilar lymphadenopathy.

« Pulmonary Edema: Associated with congestive heart failure, typically seen as bilateral
perihilar “bat-wing” opacities.

4.2 Cardiac and Vascular Conditions

« Cardiomegaly: Identified by an enlarged cardiac silhouette, often quantified using the
cardiothoracic ratio.

« Congestive Heart Failure: Manifests through an enlarged heart, pulmonary vascular
congestion, interstitial edema, and pleural effusions.

« Aortic Aneurysm and Dissection: May be suspected from a widened mediastinum or
abnormal contour of the aortic arch.

4.3 Pleural and Diaphragmatic Abnormalities

« Pneumothorax: Recognized by the absence of lung markings and a visible pleural line,
indicating collapsed lung tissue.

« Pleural Effusion: Characterized by homogenous opacification and blunting of the
costophrenic angle.

« Diaphragmatic Abnormalities: Elevation or irregular contour of the diaphragm can
signify paralysis, hernia, or subdiaphragmatic pathology.

4.4 Skeletal Abnormalities

« Rib Fractures: Detected as discontinuities in the bony cortex of ribs, sometimes with
associated soft tissue changes.

« Spinal Deformities: Scoliosis and kyphosis are apparent on chest X-rays through the
curvature and angulation of the spine.

« Bone Lesions: Metastatic deposits from cancers elsewhere in the body may manifest
as lytic or sclerotic lesions in ribs or vertebrae.

4.5 Mediastinal Masses

« Mediastinal Tumors or Lymphadenopathy: Enlarged lymph nodes or masses can
widen the mediastinum and alter the normal contour of the heart and trachea.

5. Chest X-Ray Radiographs in Biometric Person Identification

In recent years, an exciting and innovative use of chest X-ray radiographs has emerged in the
field of biometrics the science of identifying individuals based on unique physiological or
anatomical features. Traditionally, biometric systems have relied on external traits such as

12
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fingerprints, facial structure, iris patterns, or voice. However, these traits can be subject to
changes due to age, injuries, cosmetic alterations, or deliberate spoofing attacks [37].

Chest X-rays offer a novel approach to biometrics by focusing on internal anatomical
structures, particularly the rib cage, spinal column, clavicles, and overall thoracic skeletal
configuration. These internal features are much more stable over time and less prone to
intentional alteration or forgery [38]. Recent studies have demonstrated that machine learning
and deep learning models can effectively extract unique skeletal patterns from chest
radiographs, allowing for accurate identification of individuals. This approach holds
significant potential for forensic science, disaster victim identification, and even secure access
systems where higher resilience against identity fraud is required. Moreover, biometric
identification through chest X-rays can be particularly useful in post-mortem identification
scenarios, where external biometrics may be compromised due to trauma or decomposition,
but skeletal structures remain largely intact. The growing integration of Al with chest X-ray
imaging systems promises to further enhance the reliability and efficiency of such
identification methods, paving the way for their future adoption in real-world forensic and
security applications [39-42].

6. Datasets

The selection of appropriate datasets plays a critical role in medical science. To this end, two
of the most widely recognized public chest radiograph collections were employed: the NIH
ChestX-ray14 dataset and the CheXpert dataset.

6.1. NIH ChestX-ray14 Dataset

The NIH ChestX-ray14 collection is among the largest publicly available repositories of chest
radiographs and has been extensively used in the medical imaging community. It contains
112,120 frontal-view X-ray images collected from 30,805 unique patients. On average, each
patient is represented by three to four images, often including follow-up examinations. The
images are stored in 8-bit PNG format with a resolution of 1024 x 1024 pixels.In addition to
the radiographs, the dataset provides detailed metadata for each entry, including patient age,
gender, anonymized patient ID, number of follow-up visits, projection view (posterior-
anterior or anterior-posterior), and diagnostic labels covering up to 14 thoracic pathologies as
well as the “no finding” category. This rigorous anonymization process makes the dataset
suitable for large-scale public research [43].
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Figure 3: Eight visual examples of common thorax diseases [43]

The dataset’s combination of large sample size, patient diversity, and longitudinal follow-up
makes it a valuable resource for evaluating biometric recognition approaches, as it allows the
system to be tested on repeated images of the same individual over time. Figure 3 shows a
samples of radiographs with pathologies detected.

6.2. CheXpert Dataset

The CheXpert dataset is one of the largest and most widely used collections of chest
radiographs for research in medical image analysis. Released in 2019 by Stanford University,
it was specifically designed to advance the development of artificial intelligence systems in
radiology. The dataset contains 224,316 chest radiographs from 65,240 unique patients,
making it one of the most comprehensive publicly available resources in the field.Each
radiograph is accompanied by labels for 14 thoracic observations, including common
conditions such as pneumonia, cardiomegaly, pleural effusion, atelectasis, and lung opacity.
Labels were automatically extracted from radiology reports using natural language processing
(NLP) tools and later validated to ensure clinical relevance. In addition to disease labels, the
dataset also includes patient identifiers, which are particularly valuable in tasks requiring
longitudinal analysis or person-level recognition. One of the key strengths of CheXpert lies in
its diversity: images were collected from a large and varied patient population, covering a
wide range of ages, genders, and clinical scenarios. This makes the dataset robust for training
models intended for real-world applications. Another important characteristic is the label
uncertainty policy, where some findings are marked as uncertain (U) instead of strictly
positive or negative. This better reflects clinical practice, where certain conditions are
ambiguous and open to interpretation, and it challenges models to handle real-world
uncertainty [44].
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Figure 4: The CheXpert task is to predict the probability of different observations from multi-view chest
radiographs [44].

6.2. MIMIC-CXR dataset:

The MIMIC-CXR dataset is a large-scale, publicly available collection of chest radiographs
released as an extension of the Medical Information Mart for Intensive Care (MIMIC)
initiative, with the aim of supporting advanced research in medical image analysis and clinical
decision support. The dataset comprises more than 370,000 chest X-ray images acquired from
over 65,000 patients, with each image paired with a corresponding free-text radiology report
generated during routine clinical practice. Images are provided in both posteroanterior (PA)
and anteroposterior (AP) views, capturing the variability inherent to real-world imaging
conditions, particularly in critical care environments where portable imaging is frequently
used. Disease labels were automatically extracted from radiology reports using natural
language processing techniques, resulting in annotations for a wide range of thoracic findings
while also introducing a degree of label uncertainty typical of large retrospective clinical
datasets. Beyond image—label pairs, MIMIC-CXR includes rich metadata and is fully linked
to the broader MIMIC-IV clinical database, enabling multimodal investigations that combine
imaging data with longitudinal patient information. Owing to its scale, diversity, and clinical
realism, MIMIC-CXR has become a reference benchmark for developing and evaluating deep
learning models for chest X-ray analysis, including representation learning, transfer learning,
and explainable artificial intelligence (XAI) methods. Despite its strengths, the dataset
primarily reflects clinical diagnostic scenarios rather than forensic or post-mortem conditions;
nevertheless, its extensive anatomical variability and large subject population make it a
valuable resource for learning robust skeletal and structural representations from chest
radiographs.

7. Conclusion

Chest X-ray radiography continues to be a foundational tool in modern medicine, offering
invaluable insights into the structure and function of the thoracic cavity. Its widespread use is
driven by its accessibility, affordability, and diagnostic versatility, making it indispensable
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across clinical, emergency, and public health settings. From diagnosing common pulmonary
infections like pneumonia and tuberculosis to detecting more complex cardiac, skeletal, and
mediastinal abnormalities, chest X-rays remain a first-line imaging modality that plays a
pivotal role in patient care.

In addition to its traditional medical applications, the technological evolution of digital
imaging and the rise of artificial intelligence have broadened the scope of chest X-rays
beyond conventional diagnostics. Chest radiographs are now being integrated into innovative
research domains, including predictive analytics, automated disease detection, and forensic
medicine. Notably, the recent exploration of chest X-rays in the realm of biometric person
identification represents a significant leap forward. By focusing on stable internal skeletal
structures, chest X-rays offer a robust alternative to external biometric traits, providing new
opportunities for secure identification in both forensic and security applications. In summary,
the chest X-ray remains one of the most important and versatile imaging tools in healthcare,
with expanding possibilities driven by advancements in technology. As imaging techniques
continue to evolve, the role of chest radiographs is poised to extend further, not only
improving patient diagnosis and monitoring but also contributing to emerging fields like
forensic identification and biometric security.
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Chapter II : Biometrics and State of the Art

1. Introduction

Biometric technologies have become foundational tools in forensic science, providing efficient,
accurate, and often non-invasive means of identifying individuals[45]. Traditionally, biometric
identification has relied on modalities such as fingerprint analysis, DNA profiling, and facial
recognition, which have demonstrated high reliability in both civil and criminal applications. These
technologies assist law enforcement in identifying victims, confirming identities of suspects, and
solving complex crimes [46].

As global populations increase and violent incidents rise, the demand for rapid and robust forensic
techniques continues to grow. This evolution is particularly critical in mass casualty events, war
zones, and areas impacted by natural disasters, where traditional means of identification may be
insufficient or unavailable [47]. In these contexts, novel biometric modalities such as chest
radiographs are emerging as promising solutions for post-mortem identification.

Biometrics in forensic science are generally categorized into physiological, behavioral, and medical
imaging modalities. Physiological traits such as fingerprints and iris scans remain relatively constant
over time and provide high identification accuracy. Behavioral traits like gait or typing rhythm are
more dynamic but offer continuous authentication in digital systems. However, the applicability of
each modality varies significantly depending on whether the subject is living or deceased. Post-
mortem identification imposes stringent requirements due to decomposition, trauma, and the
unavailability of certain body parts or biometric data [48].

2. The Identification Problem in Modern Security Systems

The challenge of establishing reliable identity verification mechanisms extends far beyond digital
services, reaching into critical domains such as forensic science, disaster victim identification (DVI),
and postmortem investigations. In these scenarios, the primary requirement is to ensure that
identification is both accurate and resistant to failure under extreme conditions. Traditionally,
identity verification has relied on knowledge-based credentials (such as passwords or PINs) and
possession-based tokens (such as ID cards, smart cards, or certificates). While effective in certain
contexts, these approaches are inadequate in forensic and postmortem settings, where credentials are
unavailable, lost, or irrelevant.
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Conventional biometric systems based on fingerprints, iris patterns, facial features, or voice
recognition have been developed to overcome these limitations by linking identity directly to
intrinsic human traits. However, even these systems face significant constraints when applied to
forensic science. Fingerprints may be destroyed by burning, mutilation, or decomposition. Facial
features are subject to alteration due to trauma, disfigurement, or postmortem degradation. Iris and
voice recognition likewise require cooperation or preservation of soft tissues, which are rarely
available in mass disaster or long postmortem intervals. These vulnerabilities underline the urgent
need for alternative biometric modalities that remain distinctive and stable in conditions where
traditional methods fail [49].

In this context, chest X-ray—based skeletal biometrics emerge as a promising solution. Radiographs
inherently capture the thoracic skeleton including ribs, clavicles, sternum, and vertebrae which
possesses high distinctiveness across individuals and remarkable permanence over time [50]. Unlike
soft tissues, skeletal structures resist decomposition and cannot be easily altered or forged, making
them particularly valuable in postmortem identification and medico-legal investigations.
Furthermore, chest X-rays are already widely collected in hospitals and medical archives, providing
premortem references that can be matched against postmortem images in forensic cases [51].. The
reliance on skeletal traits thus offers several advantages: resilience against spoofing and fraud,
applicability in high-security environments such as borders and research facilities, and, most
importantly, robustness in forensic contexts where conventional biometrics collapse. As
governments, forensic agencies, and security institutions face rising challenges related to identity
theft, disaster victim identification, and medico-legal verification, there is a growing emphasis on
developing advanced biometric systems based on radiographic imaging. The work presented in this
thesis directly addresses these challenges by exploring chest X-ray radiographs as a novel and
reliable biometric modality for both clinical and forensic applications.

3. Definition

According to the International Organization for Standardization (ISO), biometrics also referred to as
biometric recognition is defined as “the automated recognition of individuals based on their
biological and behavioral characteristics” (ISO/IEC 2382-37, 2012). The term automated emphasizes
the role of algorithms executed by machine systems to identify individuals, although human
assistance may be used to enhance accuracy. The term recognition refers to the process of
associating an identity with a person based on distinctive physical or behavioral characteristics,
collectively known as identifiers or traits [52].

Physical characteristics are biological attributes that are inherently part of the human body, such as
fingerprints, facial structure, iris patterns. In the context of this research, skeletal structures visible in
chest X-ray radiographs. Behavioral characteristics, on the other hand, are patterns of action
generated by the body, such as signatures, voice, or keystroke dynamics. Unlike traditional
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identification methods which rely on what a person knows (e.g., passwords, PIN codes) or possesses
(e.g., ID cards, smart cards, certificates) biometric systems authenticate based on what the individual
is (biological traits) or does (behavioral traits). Because these identifiers are inseparably linked to the
person, they cannot be forgotten, copied, or transferred, making them inherently more resistant to
compromise. Biometric systems encompass a broad range of modalities, including fingerprint, face,
ear shape, iris, retina, palmprint, vein patterns, voice, signature, gait, and even odor, showed in figure
In this research, the focus is placed on skeletal-based biometrics using chest X-ray imagery a less
conventional but highly stable modality offering significant advantages in forensic identification,
high-security authentication, and scenarios where traditional biometrics are unavailable or unreliable
[53].

Biometric modalities
' .
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DNA

Figure 5: biometric modalities.

4. Biometric Characteristics Requirements

A biometric characteristic (or trait) is a measurable physical or behavioral attribute of an individual
that can be used to distinguish them from others. It forms the basis of how an individual is
recognized in an automated biometric system. One of the most critical steps in designing a practical
biometric system is determining which characteristics to employ for reliable identification.

Each biometric trait has its strengths and weaknesses, and the choice often depends on the
application domain, environmental constraints, and the characteristics of the population being
identified. In certain fields such as forensic science the selection of traits is also driven by the
condition of the subject, which may be damaged, decomposed, or otherwise unidentifiable through
traditional biometric means. In such cases, internal and stable characteristics, like skeletal structures,
become crucial for accurate identification.

According to [53] an effective biometric characteristic should meet the following requirements:
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1. Universality: Every individual within the target population should possess the characteristic.
For example, iris patterns cannot be used for blind individuals, and handwritten signatures are
impractical in illiterate populations. In skeletal biometrics particularly in forensic contexts
universality is high since all individuals possess bone structures, regardless of soft-tissue
degradation.

2. Uniqueness: The trait should have sufficient variation between individuals to allow reliable
distinction. Skeletal shapes and anatomical bone features, as visible in chest X-rays, exhibit
unique patterns that remain identifiable even in postmortem forensic examinations.

3. Permanence: The characteristic should remain stable over time, at least for the duration of
the recognition system’s use. Skeletal structures, especially ribs and clavicles, undergo
minimal changes in adulthood, making them valuable for long-term identification, including
in forensic casework where remains may be decades old.

4. Measurability: The trait must be quantifiable and suitable for digital processing. In skeletal
biometrics, radiographic imaging systems can reliably capture bone structures for analysis,
whether in living subjects for security purposes or in forensic autopsies for victim
identification.

5. Performance: The chosen biometric must allow for acceptable accuracy, processing speed,
and computational efficiency in practical applications. For skeletal biometrics in forensic
science, performance also depends on handling degraded or incomplete radiographs while
still achieving reliable matching.

6. Acceptability: Users must be willing to participate in the acquisition process. While chest X-
ray capture is more specialized than facial or fingerprint scanning, it is widely accepted in
medical, forensic, and legal contexts where accurate identification is paramount.

7. Circumvention: Resistance the biometric should be difficult to forge or bypass. Skeletal
biometrics are inherently resistant to common spoofing attacks and are particularly valuable
in forensic science because they are immune to most alteration attempts.

It is rare for a single biometric trait to perfectly meet all these criteria. A practical biometric system
should strike a balance offering high accuracy and speed, reasonable resource requirements, user
safety, acceptance by the target population, and resilience against fraudulent attacks [55]. In forensic
applications, skeletal-based biometrics provide the added advantage of functioning when external
identifiers are unavailable, making them a critical tool for victim identification, disaster victim
recovery, and postmortem human recognition.

5. Biometric System Architecture

A typical biometric recognition system consists of four main modules (Figure 6):

1. Biometric Sensor: Captures the biometric trait from the subject and converts it into a digital
format for further processing. The quality of the captured data is crucial for system
performance. In skeletal-based biometrics, this involves acquiring high-quality chest X-ray
images, where resolution, noise levels, and positioning directly influence identification
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accuracy. In forensic science, this step often uses postmortem radiographs to document
skeletal structures for comparison with antemortem medical records.

Enrollment: The raw biometric data undergoes preprocessing to enhance quality (e.g.,
denoising, contrast adjustment). Discriminative features are then extracted to form a compact
digital representation known as a template, which summarizes the essential biometric
characteristics. In skeletal biometrics, feature extraction might include bone contour
detection, rib curvature analysis, or clavicle geometry. In forensic identification, these
templates can be matched against stored hospital or security records to confirm identity.
Storage System: The storage system can range from a simple file on a smartcard to a large-
scale database managed by a database management system (DBMS). Alongside the generated
biometric template, additional biographic information such as name, password, address, or
case reference numbers may also be stored. Regardless of its size or complexity, the most
critical aspect is template security. If a stored template is compromised, it may be possible to
reconstruct the original biometric characteristic, posing a serious security threat. In the
context of skeletal biometrics, protecting stored chest X-ray based templates is particularly
important, as reconstructed anatomical structures could reveal sensitive personal or medical
information. In forensic science, secure template storage ensures the integrity of evidence,
maintaining its admissibility in legal proceedings.

Matching Module: During the operational phase, the biometric system performs matching to
verify or identify a person. This process begins by extracting the discriminatory features from
the newly acquired biometric sample called query features using the same feature extraction
method employed during enrollment. The stored template is then retrieved and compared
with the query features to determine whether they originate from the same individual. The
result of this comparison is typically expressed as a similarity score ranging from 0 (no
match) to 1 (perfect match), which guides the system in making the final identity decision.

o
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Figure 6: biometric system architecture.
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Biometric systems can operate in two main modes:

1. Verification Mode (1:1 comparison): The system compares the query features against a
single stored template, verifying a claimed identity. For example, in a secure medical archive,
a person claiming to be a registered doctor could be verified by matching their skeletal
biometric against the one stored in the database.

2. Identification Mode (1:N comparison): The system compares the query features against all
templates in the database to determine whether the individual is already registered, and if so,
to reveal their identity. This mode is particularly important in forensic science, where skeletal
biometrics from a chest X-ray may be compared against large hospital or law enforcement
databases to identify unknown remains or confirm the identity of disaster victims.

By integrating skeletal chest X-ray biometrics into these modules, both security applications and
forensic investigations benefit from a method that is highly resistant to spoofing, remains stable over
time, and retains effectiveness even when traditional surface-based biometric traits are unavailable.

6. Traditional Biometric Modalities

Traditional biometric modalities represent the long-established cornerstone of identity verification
systems, utilizing distinctive physiological or behavioral characteristics inherent to individuals.
These well-studied methods including fingerprints, facial recognition, iris patterns, voice
characteristics, palm prints, and signature dynamics leverage unique biological traits or learned
behaviors that are difficult to replicate or transfer. Due to their relative ease of capture, proven
reliability, and extensive research history, these modalities form the backbone of security systems
worldwide, integrated into applications ranging from smartphone authentication to border control
and forensic databases. Their widespread adoption underscores their fundamental role in establishing
and confirming personal identity across diverse sectors.

1. Behavioral Biometrics
Behavioral biometrics analyze patterns in human activity that are difficult to replicate. Common
modalities include:

« Gait: Unique walking patterns influenced by physiology and movement. Although
promising, gait is impractical in post-mortem scenarios.

« Keystroke Dynamics: Typing rhythms and patterns, useful in cybersecurity but irrelevant in
forensic identification.

« Signature & Handwriting: Pressure, speed, and formation patterns analyzed in civil
authentication systems.

« Speech Recognition: Tone, pitch, and vocal habits, primarily used in live authentication and
inapplicable after death.
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Although these modalities have found use in security systems, their reliance on live behavior renders
them largely inapplicable in post-mortem identification scenarios [56].

2. Physiological and Biological Biometrics
These modalities focus on stable anatomical and biological features, making them more applicable in
both ante-mortem and post-mortem scenarios.

a. Fingerprint Recognition Fingerprints are highly individualized and remain stable over time.
Their widespread use is supported by extensive databases. However, in post-mortem contexts,
fingerprint analysis can fail due to burns, decomposition, or skin damage. Recent studies have
employed deep learning for enhanced fingerprint classification, achieving up to 97.83% accuracy
using CNNs. Gender and finger-type classification models have also shown promising results, even
under constrained datasets [57].

b. Facial Recognition Facial recognition is widely used in surveillance and criminal investigations.
However, in post-mortem contexts, facial disfigurement or decomposition often renders these
methods ineffective. To overcome such challenges, advanced systems like OpenFace, SeetaFace, and
FaceNet have been integrated with probabilistic frameworks like Bayesian inference, improving
performance even with degraded inputs [58].

c. Dental Analysis (Odontology) Teeth are resistant to decay and trauma, making dental analysis a
cornerstone of post-mortem identification. Modern odontology uses radiographic comparisons, Al-
based dental segmentation, and implant detection systems. Al advancements have enabled detection
accuracies of up to 99.1% for natural teeth, with systems capable of identifying implants, root canals,
and prosthetics. Automated comparison of antemortem and postmortem radiographs has reached
accuracies near 85%, aiding rapid and accurate identification [58].

3. Limitations of Conventional Biometrics in Post-Mortem Cases

Despite their effectiveness, traditional biometric methods face severe limitations in post-mortem
scenarios:

- Fingerprint analysis fails in cases of skin damage or decomposition.

« Facial recognition becomes unreliable with disfigurement or trauma.

« DNA profiling is hindered by contamination or biological degradation.

« Iris and vein pattern analysis are inapplicable once tissue degradation occurs.
Moreover, in high-casualty events such as natural disasters or military conflicts (e.g., Gaza,
Ukraine), the volume and condition of remains necessitate faster, more resilient identification
methods. The fragility of soft tissues and the logistical challenges associated with DNA testing delay
identification and can lead to mismatches or inconclusive results. Therefore, imaging-based
biometrics, particularly those involving skeletal or internal anatomical features, are being explored as
alternative
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Biometric Key

Modality Type Characteristics Strengths General Limitations Forensic Limitations Applications
Often unusable in
. High uniqueness, Can be spoofed, decomposed, charred, Law enforcement, border
. . . . Ridge patterns on L )
Fingerprint Physiological fineertins fast, mature affected by cuts or  or waterlogged bodies; control, forensic
gertip technology skin damage ridge detail may be identification
destroyed

Faces may be
Non-intrusive,  Affected by aging,  unrecognizable due to
works from a lighting, facial trauma, decomposition
distance coverings or intentional

disfigurement

Facial geometry
and texture

Surveillance, security,

Face Recognition Physiological . ..
missing persons

Postmortem iris

Extremely Requires close-up degrades rapidly,

Unique iris texture Border security, high-

Iris Recognition Physiological accurate, stable  imaging, cooperation making it unusable .
patterns o . security systems
over lifetime issues beyond early death
stages
Retinal tissue
. . . Blood vessel High accuracy, Intrusive, requires deteriorates qulckly Mllltgry/gove.rnr.nent
Retina Scan Physiological . . .2 after death, unsuitable security, specialized
patterns in retina  difficult to forge close contact . .
for delayed forensic ~ forensic cases
identification
Ridge patterns and Larger area than - Needs controlled lc;:hrrzl(rlledigne fciiﬂieaéso Access control, forensic
Palmprint Physiological geb fingerprint, good hand placement, skin £ ’

creases on palm decomposition or verification

uniqueness issues
severe burns

Basv to acquire Limited forensic
Shape and size of S tab){e afteg > Less unique than utility; hand geometry Time & attendance, low-
hand other traits is not sufficiently security applications
adulthood .
distinctive for

Hand Geometry Physiological
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Biometric Type Key Strengths General Limitations Forensic Limitations Applications
Modality yp Characteristics g PP

postmortem
identification

Vein Recognition Physiological

Subcutaneous vein Hidden from

patterns
(hand/finger)

view, difficult to
forge

Needs infrared
imaging, affected by
blood flow

Blood vessels collapse
after death, making
veins difficult to
capture in forensic
scenarios

Banking security, high-
security authentication

Strongest forensic tool

Genetic code Extremely . but limited by sample C o
. . ] . . Slow, expensive, ) . Criminal investigations,
DNA Physiological  unique to each unique, reliable . degradation (fire, . . .
. privacy concerns . victim ID, paternity testing
person forensics chemicals) or
contamination
Impossible in forensic
Signature Behavioral Writing style,. Famlhgr, legally Eas.lly forged, . postmortem scenarios Banking, contracts, civil
stroke dynamics  recognized variable over time (requires conscious cases
effort)
Unusable postmortem;
Voice . Vocal pitch, tone, Can be captured Sensitive to noise, may be unusable if Call centers, forensic
oo Behavioral . . o ..
Recognition speech patterns ~ remotely illness recording quality is speaker recognition
poor
Keystroke . Typing rhythm Cont‘mu.o us Affected by fatigue, No postmortem utility; Cybersecurity, behavioral
. Behavioral monitoring . . . .
Dynamics and speed . needs data requires live subject  forensics
possible
Works at a Affected by injur N(g)sttllllls(?rli;n' forensic
Gait Recognition Behavioral Walking pattern  distance, ! y Ijury,  postmortemm, fot Surveillance, criminology
) clothing, surface use limited to video
unobtrusive .
surveillance
Ear Shape Physiological ~ Outer ear Stable over Sensitive to May be damaged in Surveillance, forensic
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Biometric

Key

Modality Type Characteristics Strengths General Limitations Forensic Limitations Applications
Recognition geometry lifetime hairstyle/coverings  trauma, burns, or studies
decomposition;
forensic application
limited
Body odor changes
Chemical Requires advanced  after death due to . .
Odor . . . . - . Forensic tracking,
.o Physiological ~ composition of ~ Hard to forge sensors, environment- decomposition, making . .
Recognition . . . experimental security
body odor dependent it unreliable in
forensics
Highly stable, Strong forensic utility:
Anatomical resistant to Requires radiographic bones remain intact Forensic identification,
Chest X-ray . . . . . . . )
. . structures (ribs,  spoofing, imaging equipment; long after death, disaster victim ID, high-
Skeletal Physiological . L . : .
Biometrics clavicle, sternum, unaffected by health exposure limits enabling postmortem  security authentication,

spine)

soft tissue

decomposition

everyday use

identification from
records

medical identity verification

Table 1 : biometric modalities.
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7. Discussion on Biometric Modalities with Emphasis on
Chest X-Ray Skeletal Biometrics in Forensic Science

Over the past few decades, biometric technologies have advanced significantly and are now
integrated into many aspects of security and identity verification. Each biometric trait whether
physical or behavioral offers unique benefits and constraints. From a forensic science
perspective, however, their usefulness is closely linked to how well they endure after death,
how resistant they are to environmental damage, and whether they can meet the evidentiary
requirements of criminal and postmortem investigations.

Conventional physiological traits such as fingerprints remain the most established form of
identification. Their uniqueness and the long history of investigative use make them highly
reliable under normal conditions. Yet, they lose much of their utility when the body
undergoes decomposition, burning, or immersion in water, as ridge details often deteriorate
beyond recognition. Similarly, iris and retina scans, although highly accurate for living
individuals, offer only a very narrow postmortem window. The soft ocular tissues degrade
rapidly, sometimes within hours, which greatly limits their forensic relevance. By contrast,
behavioral traits like signature, voice, typing rhythm, or walking style have no application in
forensic or postmortem scenarios. Since they require voluntary human participation, they
cannot be recorded after death. Even in the living, these modalities are prone to variability and
manipulation, making them unsuitable for robust forensic investigations.

DNA analysis is often considered the gold standard for forensic identification. Its
discriminatory power is unmatched, and it is central to resolving criminal cases, kinship
testing, and victim identification. Nevertheless, DNA is not without problems. Sample
collection and sequencing are expensive and time-intensive, and results can be delayed in
time-sensitive investigations. DNA is also susceptible to contamination, degradation in
adverse environments, or intentional destruction. Moreover, ethical debates around genetic
databases present additional challenges. Other modalities such as palmprints, ear geometry,
and vascular imaging also face limitations in forensic work. Palmprints, like fingerprints,
degrade when skin tissue is damaged. The shape of the ear is fragile and can easily be altered
by trauma. Vein pattern recognition, which relies on blood vessels, becomes ineffective after
circulation ceases and tissues collapse postmortem. Even experimental methods such as odor-
based biometrics fail in this context, since chemical body signatures change dramatically as
decomposition progresses.

In light of these limitations, radiographic chest images and skeletal patterns represent a
particularly promising alternative for forensic and postmortem identification. Bone structures
such as the ribs, sternum, clavicles, and vertebral column are some of the most durable
elements of the human body. They remain intact even in challenging conditions such as
burial, fire exposure, or advanced decomposition. This resilience makes skeletal imaging
especially valuable in disaster victim identification (DVI), where other biometric traits may
have been destroyed.
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One of the strongest advantages of chest X-ray biometrics lies in the fact that such records
already exist for a large portion of the population. Chest radiographs are routinely taken in
medical examinations, hospital procedures, immigration screenings, and occupational health
checks. These archived medical images provide a readily available source of premortem data
that can be directly compared to postmortem radiographs. This is rarely the case with other
biometric traits, as very few people have premortem iris scans, vein maps, or odor profiles
stored in official records.

From an identification standpoint, the skeletal features captured in chest radiographs are both
stable and individual-specific. Variations in rib configuration, clavicle length, sternum shape,
and spinal curvature create a unique anatomical signature that can be matched much like a
fingerprint. Unlike DNA testing, which requires laboratory analysis, radiographic comparison
can be performed relatively quickly, particularly when assisted by automated recognition
algorithms. This speed is critical during large-scale disasters where rapid identification is
necessary.

Chest X-ray biometrics also benefit from being extremely difficult to falsify. While
fingerprints can be replicated using artificial molds and facial features can be altered digitally,
the internal skeletal framework of a person is virtually impossible to imitate. This greatly
enhances its credibility in both forensic science and high-security applications. Of course,
chest X-ray identification is not free of drawbacks. Specialized imaging equipment is
required, and exposure to radiation, although minimal, prevents its widespread everyday use.
In forensic medicine, however, these concerns are outweighed by the clear advantages, as
radiographic imaging is already standard practice in autopsy and medico-legal investigations.

In summary, while established biometric modalities remain important in living populations
and in certain forensic settings, they each encounter significant limitations once the subject is
deceased. Chest X-ray skeletal biometrics overcome many of these challenges by providing a
durable, distinctive, and often pre-recorded identifier that retains its value long after death.
Forensic investigators can therefore rely on this modality for victim identification in mass
disasters, missing persons cases, and postmortem verification when conventional methods
have failed.

1. Chest X-ray Biometrics in Post-Mortem Identification
Chest X-ray Biometrics in Post-Mortem Identification offers a valuable, often underutilized,
method for identifying deceased individuals, particularly when traditional means like
fingerprints or dental records are unavailable or compromised. This technique leverages the
inherent uniqueness of anatomical structures visible in chest radiographs, such as the rib cage
configuration, cardiac silhouette, mediastinal outline, clavicle shape, and patterns of costal
cartilage calcification. By comparing post-mortem chest X-rays with available ante-mortem
radiographs from medical records, forensic experts can perform a comparative analysis of
these stable bony and soft-tissue landmarks [60]. The method proves especially crucial in
mass disaster scenarios, severely decomposed remains, or cases involving extensive trauma,
providing a relatively quick, non-invasive, and objective means to establish identity based on
the individual's internal radiographic "fingerprint" captured during life. Its reliability hinges
on the quality and comparability of the images and the distinctiveness of the visualized

anatomical features.
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2. Motivation and Advantages
Chest X-ray imaging has emerged as a robust, non-invasive modality in post-mortem
identification, particularly due to its ability to visualize skeletal and anatomical structures that
remain intact even after soft tissue deterioration.

Advantages include:

+ Resistance to decomposition: Skeletal elements like the ribs and vertebrae remain
intact even under extreme conditions.

« Availability in medical records: Many individuals have existing chest X-rays due to
prior respiratory or cardiovascular conditions.

« Distinctive anatomical features: Chest morphology, bone density, and thoracic
structure exhibit individual-specific patterns, making them suitable for biometric
analysis.

These characteristics make chest X-ray-based identification a valuable alternative when other
modalities are compromised. It is particularly useful in cases where only partial remains are
found, or where facial and fingerprint recognition are not feasible.

3. Biometric Process Using Chest X-rays
The general framework for post-mortem identification using chest X-rays includes:

- Image Acquisition: Scanning of post-mortem chest radiographs.
« Feature Extraction: Deep learning models extract key anatomical features.

+ Embedding & Matching: Similarity comparisons are conducted using Euclidean or
cosine distances in the latent space.

« Identification/Verification: Matching results are validated against ante-mortem X-ray
databases.

This process does not require the preservation of soft tissue, making it especially suitable in
challenging forensic scenarios. Moreover, the ability to automate the matching process using
artificial intelligence enhances its applicability in large-scale identification tasks.

8. Related Works on Chest X-ray Identification

This section synthesizes findings from a comprehensive literature review, pinpointing current
methodologies, unresolved questions, and research opportunities in chest X-ray-based person
identification and verification. It summarizes significant research leveraging artificial
intelligence including deep learning, machine learning, and attention mechanisms and
explores diverse architectural approaches driving progress in radiographic biometrics.

he use of chest radiographs for biometric identification has attracted increasing attention in
recent years. The unique anatomical structures visible in these images, such as the ribcage,
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clavicles, and heart silhouette, provide distinctive biometric traits that remain relatively stable
over time, making them suitable for both healthcare security and forensic applications. Over
the past two decades, researchers have explored both traditional image-processing techniques
and modern deep learning approaches to exploit this modality.

8.1. Classical Image-Processing Approaches

Early efforts in chest radiograph-based identification largely relied on handcrafted feature
extraction and statistical analysis. For example, [61] developed a stochastic image-processing
framework for postmortem identification using both radiographs and CT scans. The method
employed Bag-of-Words (BoW) and Histogram of Oriented Gradients (HOG) features,
combined with Euclidean distance for similarity measurement. Despite its novelty, the system
achieved relatively modest accuracies ranging from 44.4% to 63.0%, reflecting the limitations
of handcrafted descriptors in capturing complex anatomical variability.

Similarly, [62] designed a four-stage identification process incorporating image
preprocessing, feature extraction, boundary enhancement, and similarity calculation. Their
approach utilized Contrast Limited Adaptive Histogram Equalization (CLAHE) to improve
image contrast and applied a two-dimensional Discrete Fourier Transform (DFT) for
frequency-domain feature representation. When tested on radiographs collected from the
Miyazaki University School of Medicine, the method achieved 74.07% accuracy for deceased
individuals. While this represented an improvement over [61], the reliance on handcrafted
features restricted scalability and robustness.

8.2. Deep Learning-Based Methods

The shift toward deep learning brought a significant transformation in biometric identification
from medical images. Deep neural networks, with their ability to automatically learn
hierarchical features, began to outperform classical handcrafted pipelines.

In [63], researchers explored chest X-ray re-identification using a Siamese network trained
with contrastive loss. Their model, based on ResNet-50, achieved an AUC of 0.9940 and
95.55% accuracy on the ChestX-ray8 dataset. Importantly, this study demonstrated that chest
radiographs could support long-term re-identification, even across imaging sessions separated
by up to ten years.

Another contribution, [64], presented a verification framework based on a deep convolutional
neural network (DCNN) with an EfficientNetV2-S backbone. The pipeline included image
acquisition, feature extraction, and cosine similarity-based identification. When evaluated on
a dataset of 1,000 chest X-rays, the model achieved 83.0% accuracy, illustrating the feasibility
of deep learning—based verification systems for reducing patient misidentification in
healthcare environments.

8.3. Advances in Attention Mechanisms

To further improve performance, attention mechanisms have been widely incorporated into
deep neural networks. These modules enable models to prioritize salient image regions while
suppressing irrelevant or noisy information.

Several landmark studies across the computer vision domain illustrate the importance of

attention in identification tasks. For instance, SENet [65] introduced squeeze-and-excitation

blocks to model channel interdependencies, significantly boosting classification performance.
31



CHAPTER 11 CHAPTER II Chest X-ray radiographs

Similarly, CBAM [66] combined channel and spatial attention to refine CNN feature
selection, enabling more discriminative embeddings. In [67], a residual attention network
employing an encoder-decoder structure was proposed for face recognition, yielding 98.3%
accuracy on CASIA-WebFace and MS-Celeb-1M. Likewise, [68] introduced a multiscale
deep supervision model with reverse attention to reduce feature loss in person re-
identification, achieving 89.0% mAP and 95.5% accuracy on the Market-1501 dataset.

Beyond recognition, attention mechanisms have influenced other computer vision
applications such as video classification [69,70], image generation [71], and scene
segmentation [72]. Collectively, these studies confirm that integrating attention into deep
learning pipelines substantially enhances model robustness, particularly when dealing with
noisy or high-dimensional data like medical images.

8.4. Our works

While the aforementioned works laid essential groundwork, they often faced limitations such
as reliance on soft-tissue features, inadequate focus on skeletal structures, or lack of
interpretability. To address these gaps, our research [73-76] has advanced the field by
introducing attention-driven, triplet loss optimized frameworks specifically tailored for chest
radiograph biometrics.

In [73], we presented the first application of a triplet loss-trained Siamese network with triple
image inputs for chest radiograph identification. Leveraging transfer learning with pretrained
models, the system effectively captured intricate skeletal and anatomical patterns. On the NIH
ChestX-rayl4 dataset, it achieved 97% accuracy, 95.3% precision, and 98.4% recall,
establishing a strong benchmark for deep learning—based identification.

Expanding this approach, [74] integrated ResNet-50 with a spatial attention mechanism to
highlight key anatomical regions such as the heart, lungs, and ribs. By combining spatial
attention with triplet loss optimization, the model enhanced discriminability in challenging
forensic contexts, including postmortem or disaster scenarios. This framework achieved
95.8% accuracy on the NIH ChestX-rayl4 dataset, underscoring the value of attention for
chest radiograph biometrics.

In [75], we introduced the Self-Residual Attention Network (SRAN), which fused channel
and spatial attention within a ResNet-50 Siamese backbone. By dynamically emphasizing
skeletal features while minimizing noise, SRAN generated highly separable feature
embeddings. The model achieved 98.3% accuracy on NIH ChestX-rayl4 and 96.1% on
CheXpert, outperforming prior methods and demonstrating the scalability of attention-
enhanced architectures.

Finally, [76] explored a complementary approach using a VGG-16-based Siamese network
for feature extraction. Optimized with triplet loss, the framework emphasized healthcare
safety applications, aiming to reduce patient misidentification errors. The model achieved
99% training accuracy with only 0.001% loss, further validating the reliability of chest
radiographs as a biometric modality.

8.5. Summary
Taken together, our works [73—76] have advanced chest radiograph biometrics by:
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Introducing triplet loss with triple image inputs for robust discriminative learning.
Incorporating spatial and self-residual attention mechanisms to emphasize skeletal
structures.

Demonstrating state-of-the-art accuracy across large-scale datasets (ChestX-ray14 and
CheXpert).

Exploring multiple deep architectures (ResNet-50, VGG-16) to validate
generalizability.

By addressing the shortcomings of earlier handcrafted and deep learning methods, our
research contributes significantly to the development of reliable and interpretable chest
radiograph identification systems, with applications in both healthcare and forensic domains.

Work Method Application Modalities Dataset Accuracy
Siamese NN
Self-residual Person ChestXray14 dataset and
[751 attention N identification Chest X-ray CheXpert 8
Triplet loss
Siamese NN Person
[73] Triplet loss . - . Chest X-ray NIH ChestX-rayl4 dataset 97
. identification
Transfer learning
Siamese NN
ResNet-50 Person
[74] Spatial attention N identification Chest X-ray NIH ChestXray14 datase 95.8
Triplet loss
Siamese NN Person
[63] Contrastive loss  reidentificatio Chest X-ray ChestX-ray8 dataset 95.55
ResNet50 n
[64] CoEsfifrllzlflril;gﬁtce ; derrl)tei;isé);ion Chest X-ray = NIH ChestX-ray14 dataset 83.0
Two-Ccilfrﬁgll;:ional Person collected from data 'stored.in
[62] . . . .. . Chest X-ray the database of Miyazaki 74.07
discrete Fourier  identification University School of Medicine
transform (DFT)
HOG Person collected from data stored in
[61] BOW classifier . dentificati Chest X-ray the database of Miyazaki 44.4 t0 63.0
Euclidean distance <" c4HOn University School of Medicine
Siamese network with
triplet loss CED,
adaptive margin-based Palm vein
771 hard negative mining  detection Palm e e
Generative domain-
specific features
CNN for key point
extractiqq . Facial
[78] KNN for classification . Face @ e
. detection
Siamese network and
triplet loss
Triplet loss
Deep Siamese Face
[79] network .. Face LFW dataset 94.8
recognition
K-way face
recognition network
[80] Deep Siamese Fac.e. Face 91
network recognition

33



CHAPTER 11 CHAPTER II Chest X-ray radiographs

Triplet loss
Attention feature

learning Face
[81] ResNet50 recognition Face Market-1501 dataset 95.5
Triplet loss
Self-residual attention Face CASIA-WebFace and MS-
[67] N recognition Face Celeb-1M 98.3

Table 2: related works.
9. Conclusion

Biometric technologies have transformed forensic science, yet their reliability in post-mortem
conditions is limited. The use of chest X-ray radiographs presents a promising alternative,
offering resilience against decomposition and trauma. Studies demonstrate high identification
accuracy, especially when leveraging deep learning, attention mechanisms, and large-scale
radiographic datasets.

As conflicts and mass casualty events increase globally, the integration of chest X-ray
biometrics into forensic protocols is not only necessary but urgent. Further research should
focus on standardizing datasets, improving cross-domain matching, and developing real-time
identification systems to support field investigations. This approach represents a significant
advancement in forensic science, offering new tools for rapid, ethical, and reliable
identification in the most challenging circumstances.
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Chapter III : Deep Learning Based Chest
X-ray Biometric Identification

1. Introduction

The development of reliable biometric systems remains a central challenge in security and
identity recognition. Traditional biometric modalities such as fingerprints, facial images, and
iris patterns have achieved high accuracy in controlled civilian environments; however, their
performance may degrade in unconstrained or extreme conditions, including variations in
acquisition settings, physiological changes, and image quality. These limitations motivate the
exploration of alternative biometric traits that can complement or extend existing modalities.

Chest X-ray radiographs represent a widely available medical imaging modality that captures
rich anatomical information of the thoracic region. Recent advances in deep learning have
enabled the extraction of discriminative representations from complex medical images,
opening new possibilities for biometric identification beyond conventional traits. This chapter
investigates the feasibility of using chest X-ray images as a biometric modality through deep
learning—based representation learning, without imposing explicit anatomical constraints. The
contributions presented in this chapter focus on learning identity-discriminative embeddings
directly from full chest radiographs using Siamese neural networks and metric learning
strategies. The first contribution establishes a baseline approach using triplet loss and
pretrained convolutional encoders, demonstrating the potential of chest X-ray images for
biometric identification. The second contribution extends this framework by introducing self-
residual attention mechanisms to enhance feature discrimination and robustness.

Together, these contributions form the foundational stage of this thesis, highlighting both the
capabilities and limitations of appearance-based deep learning approaches for chest X-ray
biometric identification. The insights gained in this chapter motivate the anatomically
constrained strategies developed in the subsequent chapter.

2. System Overview

The biometric framework proposed in this chapter follows a standard deep learning—based
recognition pipeline adapted for chest X-ray images, as illustrated in Figure 7. The system
operates on full radiographic images and is designed to learn identity-discriminative
representations without explicit segmentation or anatomical isolation.
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4.2.1 Image Acquisition

Chest X-ray radiographs are collected from clinical imaging repositories and serve as the
primary input to the biometric system. These images may vary in acquisition conditions,
resolution, and subject posture, reflecting realistic operational scenarios.

4.2.2 Image Preprocessing

Prior to feature extraction, the images undergo basic preprocessing steps, including resizing,
normalization, and intensity standardization, to ensure compatibility with deep learning
architectures and reduce variability unrelated to identity.

4.2.3 Representation Learning

The preprocessed images are passed through Siamese neural networks employing pretrained
convolutional backbones. Transfer learning is used to leverage knowledge from large-scale
visual datasets. Metric learning with triplet loss is applied to learn compact embeddings that
minimize intra-subject variability while maximizing inter-subject separation. In the second
contribution, attention mechanisms are integrated to guide the network toward more
informative regions of the radiograph.

4.2.4 Template Generation and Storage

The learned embeddings are stored as biometric templates in a database. Each template
represents the identity-specific features extracted from a chest X-ray image and may be
associated with identity labels or reference identifiers.

4.2.5 Matching and Decision

During verification, a query embedding is compared to a claimed identity template (1:1
matching). During identification, the query is compared against all enrolled templates (1:N
matching). Similarity scores are computed using distance metrics, and the system outputs an
identity decision based on predefined thresholds.

While this framework demonstrates the feasibility of chest X-ray—based biometric
identification, it remains influenced by global appearance variations. These limitations
motivate the anatomically constrained skeletal-based approach introduced in Chapter 5.
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Figure 7: general system overview.
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Contribution 1:

Triplet Network for Chest X-ray Based Biometric Identification

The first stage of our research introduces a deep learning framework tailored to the challenges
of biometric recognition from chest radiographs. This contribution establishes the feasibility
of chest X-rays as a biometric modality, particularly in forensic and postmortem scenarios
where traditional identifiers (e.g., fingerprints, iris, or facial features) may be unavailable.

1. Methodology
To achieve this goal, we adopted a Siamese neural network architecture trained with triplet
loss as illustrate in figure 8. The network is designed to learn highly discriminative
embeddings by encoding three input images an anchor, a positive (same identity), and a
negative (different identity) into a shared feature space. By enforcing compactness between
anchor positive pairs while maximizing the separation between anchor negative pairs, the
system develops robust identity representations from radiographic anatomy.

A key aspect of our design is the shared encoder, which processes all three inputs using
identical weights. This ensures consistent feature extraction and facilitates meaningful
comparisons between samples. To strengthen the encoder, we leveraged transfer learning
from several widely used convolutional neural networks VGGI16, VGGI19, ResNet50,
ResNet101, and Dense-Net originally pre-trained on large-scale image datasets. These
backbones were integrated into the Siamese structure and extended with additional dense and
normalization layers to adapt them to medical imaging.
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Figure 8: Proposed method.
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1.1.Siamese Network with Triplet Loss

A Siamese neural network, which processes two inputs with identical weights, compares the
output vectors. Consequently, a twin neural network is another term for it. Initially, it was
used for signature verification and facial recognition [65] . The neural network receives two
input images that are employed in the network architecture. In our experiment, we build a
Siamese network that encodes three input images anchor, positive, and negative to their
feature vectors using an encoder that contain a pre-trained model with some added layers .
The model then produces three vectors that depict chests. The distance between these vectors
is then produced by using the distance function to calculate the similarity between the three
feature maps. Using the triplet loss function, the network learns to place greater distance
between dissimilar images and less distance between identical images.

In the context of Siamese networks with triplet loss in our case, the distance formula between
the anchor f(A) and positive f(P) embeddings, as well as between the anchor f(A) and
negative f(N) embeddings, can be expressed in this way.

Let: f(A)=(al,a2,...,an) be the anchor embedding, f(P)=(pl,p2.....pn) be the positive
embedding and f(N)=(nl,n2,....nn) be the negative embedding. The Euclidean distance
between the anchor f(A) and positive f(P) embeddings is given by the equation 1. Similarly,
the Euclidean distance between the anchor f(A) and negative f(N) embeddings is given by:
equation 2.

distance_ap=) i=1n(ai-pi) (1)
distance_an=) i=1n(ai-ni)2 2)

The goal is to learn embeddings in such a way that the distance between the anchor and
positive embeddings is minimized, while the distance between the anchor and negative
embeddings is maximized using triplet loss . This loss function is mathematically expressed
as follows :

The triplet loss for a triplet (A,P,N), where A is the anchor image, P is the positive image, and
N is the negative image, is defined by equation 3:

loss(A,P,N)= max(ap_distance-an_distance+margin,0.0) 3)
Where :
. [I-11l-|l represents the Euclidean norm.

. f(A), f(P), and f(N) are the embeddings of the anchor, positive, and negative images,
respectively.

. margin is a hyperparameter that specifies the minimum margin or separation between
the distances of the anchor and positive embeddings f(A)—f(P)|[2) and the anchor and negative
embeddings f(A)—f(N)I|2).

The goal during training is to minimize this triplet loss. The loss is zero when the distances
between the anchor and positive embeddings are smaller than the distance between the anchor
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and negative embeddings by at least the specified margin. Otherwise, the loss becomes the
positive difference between the squared distances. [70]

This formulation encourages the model to learn embeddings in which positive pairs are closer
together than negative pairs by at least the margin. Adjusting the margin allows you to control
the trade-off between embedding separation and model robustness.

1.2.Transfer Learning and Encoder Design

Creating chest x ray identification system from scratch requires a significant investment of
time and money. Utilizing transfer learning from trained models is an additional method. A
wide range of pre-trained models and ideas are presented by the current machine learning
community[66][69]. We are able to construct our own model on top of pre-trained models.
This can be accomplished by training only recently added layers that need the least amount of
time and resources to train, and by freezing existing model layers. There are several models,
such as VGG19, VGG16 , ResNet50, ResNet101 and DenseNet . In our work , we use
encoder for converting the input images into their feature vectors, figure 9 represent the
structure of this encoder. We are using pre-trained models to extract feature , our goal is to
evaluate each pre-trained model separately within the same encoder architecture for the same
task. The use of transfer learning can significantly reduce the training time and size of the
dataset. The Model is connected to Fully Connected (Dense) layers and the last layer
normalizes the data using L2 Normalization. (L2 Normalization is a method that modifies the
dataset values in a way that in each row the sum of the squares will always be up to 1) . By
utilizing the those pre-trained models ,we harness its ability to capture intricate hierarchical
features from images and conclude the best performance . To ensure the preservation of these
learned features, all layers of the pre-trained models are set as non-trainable. Subsequently,
we construct a tailored encoder model by extending the pre-trained architecture. This includes
the addition of dense layers for further abstraction, batch normalization for regularization, and
a final L2 normalization layer for feature vector normalization. Those features are passed to a
distance layer which computes the distance between (anchor, positive) and (anchor, negative)
pairs. By analyzing the performance of each pre-trained model to gain insights into their
strengths and weaknesses for this task. This understanding can guide future model selection or
improvements.
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pretrained model| input: [(None, 128, 128, 3)]
InputLayer | output: | [(None, 128, 128, 3)]

l

pretrained-M | input: | (None, 128, 128, 3)

Functional | output: (None, 512)

'

flatten | input: | (None, 512)
Flatten | output: | (None, 512)

'

dense | input: | (None, 512)

Dense | output: | (None, 512)

'

batch_normalization | input: | (None, 512)

BatchNormalization | output: | (None, 512)

'

dense_1 input: (None, 512)
Dense | output: | (None, 256)

'

lambda input: | (None, 256)
Lambda | output: | (None, 256)

Figure 9: Encoder.

1.3.Data Preparation

Experiments were conducted using the NIH ChestX-ray14 dataset, one of the largest publicly
available chest radiograph collections. To construct triplets, we ensured that each selected
patient had at least two radiographs. For each anchor image, a positive sample (same patient
ID) and a negative sample (different patient ID) were randomly chosen. Images were resized
to 128 x 128 x 3, normalized, and encoded in RGB. To prevent data leakage, the dataset was
partitioned into 90% training and 10% testing, with patient-disjoint splits ensuring that no
individual appeared in both sets. This design allowed a fair evaluation of the network’s
generalization ability.

1.4.Results
To evaluate the performance of our proposed person identification system, we employ various
assessment metrics tailored to assess the accuracy of identification tasks. The confusion
matrix is one of the important measures used to assess classification metrics. For this purpose,
we used it to provide a comprehensive imagine of a classification model's performance in
distinguishing between dissimilar and similar images. The matrix reveals that the model
accurately predicted dissimilar images (True Negatives) and similar images (True Positives).
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However, there were instances that dissimilar images were erroneously classified as similar
(False Positives), and similar images were mistakenly categorized as dissimilar(False
Negatives). Precision denotes that the model's high accuracy in predicting similar images
among its positive predictions. The recall, indicating the model's ability to identify all actual
similar images .The F1 score, a balanced metric between precision and recall, encapsulating
the model's effectiveness in handling both dissimilar and similar image classifications .

Precisi P]= i 4
recision [P]= T 4)
Recall [R] = —— 5
ecall RI = 7o 7n ®)
TP+TN
Accuracy = (6)
TP+TN+FP+FN
P*R
F1Score = 2 @)
P+R

To evaluate the identification performance of our trained model, several metrics are
computed. Training loss , test accuracy and other metrics .The identification model is trained
using the triplet loss function to enhance the model's ability to learn effective representations
for tasks such as identification , image similarity, and other tasks where understanding the
similarity or dissimilarity between inputs is important, we evaluate our model with training
loss to ensure that our model is learning by prove that our loss is decreasing over time, figure
3 show the training loss curb .In the proposed model we get a training accuracy of 99.9% and
loss of 0.004% , else in testing we get an accuracy of 97% using the pre-trained model
VGG19. That’s prove that our proposed method have a very powerful performance in
learning and testing in term of accuracy and loss and in other metrics shoed in table 3 . We
trained our model for over 50 epochs.

Pre-trained TN TP FP FN Recall precision Flscore Accuracy
Model

VGG16 49.63 4697 0.7 3.03 9394 98.5 96.1 96.4
VGG19 49.67 4724 233 0.76 98.4 95.3 96.8 97

ResNet50 43.89 4691 3.09 6.11 884 93.8 91.01 90.8
ResNet101 48.64 4698 3.02 136 97.1 93.9 95.5 94.9
DensNet 4592 4278 7.22 4.08 91.2 85.5 88.3 88.7

Table 3 : Confusion matrix and performance metrics.

In this comparative analysis of pre-trained models for feature extraction in our encoder, our
experimental results provide valuable insights into their respective performances. VGG16
exhibited an impressive accuracy of 96.4%, showcasing a high precision of 98.5% and a
robust recall of 93.94%. VGG19 demonstrated an even higher accuracy of 97%, driven by a
well-balanced precision of 95.3% and a remarkable recall of 98.4%. ResNet50, while
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achieving an accuracy of 90.8%, displayed a slightly lower precision of 93.8% but maintained
a commendable recall of 88.4%. ResNet101 emerged as a strong contender with a balanced
accuracy of 95.6%, combining a high recall of 97.1% and a precision of 93.9%. DensNet,
although showing a lower accuracy of 88.7%, delivered a balanced precision of 85.5% and a
recall of 91.2%. The best evaluation model is VGG19, with the highest overall accuracy,
precision, and recall. Its impressive performance makes it the optimal choice for feature
extraction in our experimental setup, emphasizing its efficacy in accurately identifying
positive instances while minimizing false positives and false negatives. The comprehensive
evaluation presented here guides the selection of the most suitable pre-trained model for the
given task, setting the stage for improved outcomes in related applications. In conclusion,
while all models demonstrate strong performance overall, there are nuances in their abilities
to balance precision, recall, and accuracy. VGG16 and ResNet101 stand out for their high
precision and recall rates, making them suitable for tasks where minimizing both false
positives and false negatives is crucial. ResNet50, although exhibiting slightly lower recall,
still maintains high accuracy, indicating its reliability in making correct identification.
VGG19 and DenseNet, while performing well, may require additional attention to minimize
false positives and negatives, respectively. These insights can inform the selection and
optimization of pre-trained models based on specific research objectives and application
requirements.
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Figure 11: Testing accuracy of different pre-trained models over epochs.
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2. Summary of Contribution

This contribution demonstrates the first use of Siamese networks with triplet loss for
biometric identification from chest radiographs. By integrating transfer learning from multiple
pretrained CNNs and a carefully designed encoder, the framework effectively extracts
discriminative skeletal and anatomical features. While this stage establishes a solid baseline, it
also highlights limitations related to soft-tissue variability and decomposition, motivating the
subsequent steps in our research, where attention mechanisms and bone segmentation are
introduced.

2.1.Limitations and Motivation for Advancement
Although the initial Siamese triplet framework demonstrated that chest radiographs contain
distinctive biometric information, several limitations became evident:

2.1.1. Sensitivity to Soft-Tissue Variability. Since the system processed full chest X-
rays, embeddings were often influenced by lung textures, medical conditions, or
soft-tissue changes. This reduced stability, especially in forensic or postmortem
scenarios where soft tissue is degraded.

2.1.2. Generic Feature Extraction. The pretrained backbones (ResNet, VGG,
DenseNet) were originally optimized for natural image recognition rather than
radiographic interpretation. As a result, they sometimes emphasized irrelevant
patterns such as background intensity or imaging artifacts instead of bone
structure.

2.1.3. Absence of Attention Mechanisms. The network lacked the ability to prioritize
the most discriminative skeletal features. Without a selective focus, the
embeddings included noise and non-essential details, which weakened inter-class
separation.

These shortcomings indicated that while deep metric learning with triplet loss is effective, a
more specialized backbone was needed one capable of selectively emphasizing skeletal
regions while suppressing irrelevant cues. To overcome these challenges, we proposed an
improved architecture in the next stage of our work, introducing a Self-Residual Attention
Network (SRAN) within the Siamese framework. This design integrates residual learning
with self-attention modules to enhance focus on stable, identity-preserving structures,
ultimately improving robustness in both clinical and forensic applications.

45



CHAPTER 111 Deep Learning Based Chest X-ray Biometric Identification

Contribution 2:

Siamese Network with Self-Residual Attention Backbone

The first contribution demonstrated that Siamese networks with triplet loss and pretrained
CNNs (VGG, ResNet, DenseNet) could extract discriminative embeddings from chest
radiographs for biometric identification. However, three main limitations were identified. To
overcome these drawbacks, we proposed a Self-Residual Attention Network (SRAN) as the
backbone of the Siamese triplet framework. SRAN combines residual learning with channel
spatial attention mechanisms, enabling the model to selectively focus on identity-preserving
skeletal traits while suppressing redundant or noisy regions.

1. Methodology
The system follows the Siamese triplet paradigm: three inputs (anchor, positive, negative) are
passed through identical encoders, producing embeddings that are compared with Euclidean
distance and optimized with triplet loss.

The novelty lies in the encoder backbone, which integrates ResNet-50 with multiple attention-
enhanced modules:

a) ResNet-50 backbone: extracts initial low- and mid-level features using
residual connections, mitigating vanishing gradients and ensuring robust
general feature representation.

b) Self-Residual Attention Blocks (SRABs): refine features by applying channel
and spatial attention while preserving identity information through residual
skip connections.

c) Attention Block: amplifies critical signals already enhanced by SRABs,
ensuring finer discrimination.

d) Reverse Attention Block: highlights regions that might have been neglected
by previous modules, preventing loss of subtle but informative skeletal details.

e) Dense + Normalization layers: flatten and transform feature maps into a 256-
dimensional embedding vector normalized via L2, ensuring uniform
representation.

This embedding generator forms the basis of both training and testing.

46



CHAPTER 111 Deep Learning Based Chest X-ray Biometric Identification

Shared Si backbone

Input (Negative)

e‘/@ss

| | Anchor-Negative Distance

g % 2 > @
g o 2 2 Z ]
o 2 S = % m 3 g = >
TBAE g E s| || |g| |2| (% ]
g | 2 g = k- %) g — loss
e =2 2 g g 5 5 E—*g
HRPE 3 g 3 3 3 & >
S 2/1% Z < 5 8 % g a
& g z z z &
& & & & 8
3

[ Self-Residual Attention Block 2 l

"
Compute Di:V w‘pme Distance

Input (Anchor)

| Anchor-Positive Distance

Figure 12 . Proposed Architecture.

As you can see in figure 12, the model begins with three input images anchor, positive and
negative processed through the ResNet50 backbone to extract features. The output then flows
into the Self-Residual Attention Block 1, where feature refinement occurs through
convolution, batch normalization, and Softplus activation, complemented by channel and
spatial attention mechanisms that emphasize important features while using residual
connections for gradient flow. The refined output is further enhanced by Self-Residual
Attention Block 2, which applies similar operations for deeper feature refinement. Next, the
Attention Block enhances the feature maps using additional attention mechanisms before
passing them to the Reverse Attention Block, which focuses on highlighting crucial features
through reverse attention strategies. After flattening the enhanced feature maps, the model
processes them through dense layers, yielding a final output embedding of 256 units. In order
to help the model learn and optimize the triplet loss for identification and verification tasks,
this embedding is then sent into the Distance Layer, which calculates the Euclidean distances
between the anchor and both positive and negative embeddings. By making the changes
mentioned above, we could reduce the information duplication across channels and identify
the most crucial aspect of chest x-ray images.

1.1.ResNet-50:

ResNet50, or Residual Network with 50 layers, is a deep convolutional neural network
architecture that helps address the vanishing gradient problem common in deep networks. It
incorporates skip (or residual) connections, allowing the network to learn identity mappings,
which eases the flow of information through layers without degrading performance as layers
increase. ResNet50 has 50 convolutional layers, organized into bottleneck building blocks,
and is known for its robust feature extraction capabilities, making it highly effective in
computer vision tasks. In this work, ResNet50 serves as the head backbone of our Siamese
neural network for person identification and verification, processing input images (anchor,
positive, and negative) to extract initial feature embeddings. These embeddings are then
refined through additional attention and residual blocks to ensure the model focuses on
identity-distinguishing features, critical for accurate identification.
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1.2.Self-Residual Attention Block (SRA Block) :
The Self-Residual Attention Block is a key building block that combines convolutional
operations with both channel attention and spatial attention mechanisms to refine features.
The input tensor X is first processed through a convolutional layer that applies a filter to
extract meaningful features:

Xconv=Conv2D(X) (8)

This is followed by batch normalization and a Softplus activation to stabilize the outputs and
introduce non-linearity:

Xconv_bn=BatchNormalization(Xconv) 9)
Xconv_act=Softplus(Xconv_bn) (10)
a. Channel Attention:

The channel attention mechanism helps the model focus on important channels by applying
global pooling operations:

* Global Average Pooling (GAP):
GAP(X)=1/(HxW) X (i=1)"H X j=1)"WX(,j) (11)

* Global Max Pooling (GMP):
GMP(X)=max(i,j) X(i,j) (12)

These pooled features are concatenated and passed through a dense layer with a sigmoid
activation:

CA(X)=c(Dense(| GAP(Xconv_act), GMP(Xconv_act)])) (13)

Finally, the attention weights are reshaped and multiplied element-wise with the input tensor
to reweight the channels:

Xchannel_att=Xconv_actxCA(X) (14)
b.Spatial Attention:
Spatial attention highlights important spatial regions by reducing the channel dimension:
o Average Pooling across channels:
AvgPool(X)=1/C X (k=) "CX(:,:,k) (15)
o Max Pooling across channels:
MaxPool(X)= maxkX (:,:,k) (16)
The concatenated features are passed through a convolutional layer with a sigmoid activation:
SA(X)=c(Conv2D([AvgPool(X),MaxPool(X)])) (17)

The spatial attention weights are multiplied element-wise with the channel-attended output:
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Xspatial_att=Xchannel_attxSA(X) (18)
c. Residual Connection :

A residual connection is added to preserve gradient flow and ensure stable training. If
the input tensor X has a different number of channels than the output, it is reshaped using a
1x1 convolution:

Xres=Conv2D(X) (19)

The final output is the sum of the spatially and channel-attended features and the residual
connection:

Xout=Xspatial_att+Xres (20)

1.3.Attention Block :
The Attention Block focuses on applying attention to the already refined features, using both
channel and spatial attention mechanisms. It performs similar global pooling operations, but
without the residual component of the previous blocks, the attention block architecture
illustrated in figure 13 .

a. Channel Attention:
Similar to the SRA Block, the global average pooling and max pooling are computed:
CA(X)=c(Dense([GAP(X),GMP(X)])) 21

The output from the dense layer is reshaped and multiplied element-wise with the input
tensor:

Xchannel_att=XxCA(X) (22)
b. Spatial Attention:

The spatial attention works similarly to the one in the SRA Block. Channel averages and
maxima are computed and concatenated:

SA(X)=c(Conv2D([AvgPool(X),MaxPool(X)])) (23)

The spatial attention weights are multiplied element-wise with the channel-attended output:
Xspatial_att=Xchannel_attxSA(X) 24)

Thus, the output of the Attention Block is:

Xout=Xspatial_att (25)
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Figure 13. Attention Block architecture.

1.4. Reverse Attention Block:
The Reverse Attention Block is applied to reverse the attention from prior steps and highlight
regions that might have been overlooked. This ensures comprehensive feature extraction. Like
the previous blocks, the input tensor is first processed through a convolutional layer and
Batch normalization and Softplus activation, showed in figure 14 .

a. Reverse Channel Attention:

Global average pooling and max pooling are applied similarly to before, but the reverse
attention mechanism helps the model focus on regions previously down-weighted:

RA(X)=c(Dense(|[GAP(Xconv_act),GMP(Xconv_act)])) (26)
The reverse attention weights are then multiplied with the output:

Xreverse_att=Xconv_actxRA(X) 27)
Thus, the Reverse Attention Block output is:

Xout=Xreverse_att (28)
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Figure 14. Reverse Attention Block architecture.
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1.5.Distance Layer:
In order to calculate triplet loss, this layer calculates the Euclidean distance between the
anchor, positive, and negative image embeddings.

Given two vectors, A (anchor) and P (positive), the Euclidean distance between them is:
D_AP =/ ([X(A-P)]*2) (29)

Similarly, the Euclidean distance between the anchor and negative embedding N is:
D_AN=/ ([L(A-N)]"2) (30)

1.6. Triplet Loss:

Triplet Loss is a crucial training tool that ensures the model learns to differentiate between
individuals by structuring the embedding space. It works by bringing similar images closer
together and pushing dissimilar images farther apart. Specifically, Triplet Loss minimizes the
distance between the anchor (A) and a positive sample (P) from the same class, while
maximizing the distance between the anchor (A) and a negative sample (N) from a different
class. In this setup, A represents the anchor image, P is the positive sample, N is the negative
sample, and the margin hyperparameter ensures that the anchor-negative distance exceeds the
anchor-positive distance by a fixed amount, reinforcing separation in the embedding space.

L(A,P,N)=max(0 , D_AP - D_AN +margin) (31)

1.7.Data Preparation:

The images are read in RGB format after being preprocessed to a consistent size of (200,
200). To guarantee that every patient has at least two samples available, we choose one image
at random to serve as the anchor for each patient. Next, we randomly select negative instances
from various patients and create positive examples for each patient who has the same patient
ID as the anchor image. For uniformity, the RGB images are downsized to 200x200. Using
images from the ChestX-rayl4 dataset, we choose an anchor image and generate positive
pairs (same patient ID) and negative pairs (different patient IDs) in order to train Siamese
network architectures using triplet loss. Additionally, we use CheXpert dataset just for testing,
we construct actual image pairs for each subset, excluding patients who have only one
radiograph, by using the patient ID labels to form positive and negative pairs.

2. Testing phase:

The embedding serves as the foundation for our distance-based verification and
identification tasks, relying on the learned similarity between image embeddings to establish
accurate identification. To comprehensively evaluate the effectiveness of our system, we
assess both our trained model and the same architecture without training, as a baseline, for
comparison. The results of these analyses are detailed in the following two sections, which
present identification and verification outcomes individually. We use two datasets for testing:
the NIH ChestX-rayl4 dataset and the CheXpert dataset. The inference time of the trained
model is optimized for practical applications, with embedding generation taking
approximately 3 hours for 43000 patients. The subsequent identification process requires 9
minutes, while the verification process completes in just 1.6 minutes, demonstrating the
system's efficiency and readiness for real-world deployment. For Inference we need a GPU
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such as an NVIDIA T4, V100 or Nvidia RTX 4090 is preferred to accelerate the embedding
generation and ensure efficient computation during the identification and verification
processes. Else Google Colab ( Pro+ for faster GPUs) could be more efficient and at least 16
GB of RAM is required for managing large image datasets and intermediate computations.
For storage we need a minimum of 500 GB of storage is recommended to store the model,
datasets (NIH ChestX-rayl4 and CheXpert), embeddings, and temporary files generated
during inference. Our point of power that we don’t need to retrain our model in cases of new
datasets or patients, we generate just embeddings and store them using our embedding

generator.

2.1.1dentification:

In the identification process showed in figure 16, the system processes an anchor image (a
reference chest X-ray) along with multiple comparison images by passing each image through
the embedding generator. The model extracts a 256-dimensional embedding for each image,
capturing identity-specific features. To determine identity, the Euclidean distance between the
embedding of the anchor image and each comparison image is calculated. The system then
ranks the comparison images by distance and selects the top 5 closest matches showed in
figure 15 example of identifying a person. This top-5 ranking approach enhances
identification accuracy by allowing for slight variations between images while prioritizing
those with highly similar embeddings. To integrate new patients into the system, first,
generate embeddings for each radiograph of the new patients using the proposed model the
we store these embeddings in a secure database alongside patient identifiers, when a new
query radiograph would be processed by the model, generating a fresh embedding, which
would then be matched against stored embeddings using our distance-based approach. The
top-5 similarity search method would help identify the patient by retrieving the closest
matches. We will also evaluate the performance of this identification process using the non-
trainable architecture to compare the effectiveness of our trained model against the baseline in
table 1.

Dist: 0.0000 Dist: 0.0975 Dist: 0.1125 Dist: 0.1146 Dist: 0.1172

Figure 15. Example of testing simple for identification.
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Our trained
embedding

generator Euclidian Distance

(1 to N) Person Identification
Top-5 Similar

Figure 16. Identification System.

2.2.Verification:

In the verification process, the system assesses whether two given images correspond to the
same individual. Both images are passed through the embedding generator of the Siamese
model, which extracts their 256-dimensional embeddings. The Euclidean distance between
these two embeddings is calculated. If the distance is small (below the specified threshold),
the system confirms that the two images represent the same person. Conversely, if the
distance is large, the images are classified as belonging to different individuals. The proposed
patient verification system, which operates on a one-to-one basis, is illustrated in Figure 17.
We will also evaluate this verification process using the non-trainable architecture to establish
a baseline for comparison against our trained model in table 1.

Our trained
embedding Euclidian distance

N
o

Figure 17 : Verification System.

x
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2 1:1 (Pation Verification)
’g Similar = same person
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3. Results and Discussion

In this section, we evaluate our trained Siamese model through multiple analyses, including
the illustration of loss over 40 and 80 epochs in figure 18, that’s proving that loss stable at
0.000. Additionally, we assess the model's ability to generate embeddings effectively and
examine its verification and identification performance. For a comprehensive comparison we
find that ResNet50, as a standalone backbone, typically trains 20-25% faster due to reduced
architectural complexity. we also test the model architecture without training to observe its
baseline performance. The findings can be compared with existing literature and theoretical
frameworks to highlight similarities, differences, or new insights. This section reviews the
empirical data obtained from the previously described experimental protocols. The primary
goal is to present the results objectively, often utilizing tables, figures, and statistical analyses
for clarity. By contrasting the results with prior research or theoretical expectations, we aim to
uncover patterns, discrepancies, or novel discoveries. Our proposed method is implemented
using the Keras library in Python, else we test our embedding generator in verification and
identification using NIH and CheXpert Datasets, results showed in table 4.

Training loss Training loss
0.7 4
0.5 4 — Loss — LSS
0.6
0.4 4
0.5 4
0.3 1 0.4 4
0.3 4
0.2 4
0.2 4
0.1
0.1
0.0 4 0.0 4
0 10 20 30 40 0 10 20 30 40 50 60 70 80

Figure 18: Training loss against epochs 40 and 80.

Accuracy Accuracy
Model Task
NTh dataset CheXpert Dataset
Identification 98.3 96.1
Our Trainable Model
Verification 91 90.8
The Same Identification 56 61.2
Architecture without
training Verification 59 57

Table 4: Performance of our system.
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4. Strengths of the SRAN Contribution
This contribution improves upon the baseline Siamese triplet approach by:

a) Focusing on skeletal identity cues: attention blocks emphasize ribs, clavicles,
and vertebrae while reducing sensitivity to soft tissue.
b) Improving robustness: reverse attention ensures that overlooked features are
recovered, enhancing generalization.
c) Reducing feature redundancy: channel reweighting prevents duplication
across embeddings, ensuring efficient identity representation.
d) Better forensic applicability: unlike soft-tissue based methods, SRAN
embeddings retain discriminative power in forensic or postmortem cases.
5. Limitations and Transition
Despite strong improvements, SRAN still processes full chest radiographs, meaning that soft
tissues continue to influence embeddings, albeit to a lesser degree. In forensic scenarios where
decomposition or pathology removes soft tissues, this may lead to performance degradation.

To address this limitation, our third contribution introduces a segmentation-based skeletal
biometric system, where only bones (ribs, clavicles, sternum, spine) are isolated and used for
recognition. This step further strengthens permanence and reliability for postmortem
identification.

6. Conclusion

This chapter presented two deep learning—based biometric identification approaches relying
on chest X-ray images as a whole. The first contribution demonstrated the feasibility of
learning identity-specific representations using Siamese networks and triplet loss, confirming
that chest X-ray images contain discriminative biometric information. However, the observed
sensitivity to intra-subject variability and background activations highlighted the limitations
of purely global representations. The second contribution addressed these limitations through
the integration of self-residual attention mechanisms, enabling the model to focus more
effectively on informative regions and improving identification and verification performance.
The results confirm that attention-guided architectures enhance embedding discriminability
and robustness.

Despite these improvements, both approaches remain influenced by non-anatomical variations
and soft-tissue changes. These observations motivate the transition toward anatomically
constrained representations, forming the basis of the skeletal-focused contributions developed
in the next chapter.
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Chapter VI : Skeletal Representation and
Bone-Based Biometric Identification

1. Introduction

The appearance-based biometric approaches presented in the previous chapter demonstrate
that chest X-ray images contain identity-discriminative information. However, full
radiographs include both skeletal structures and soft tissues, the latter being susceptible to
variations caused by pathology, aging, imaging conditions, and postmortem changes. Such
variability may reduce robustness and limit forensic applicability.

To address these limitations, this chapter focuses on skeletal representation and bone-based
biometric identification using chest X-ray radiographs. Skeletal structures such as ribs,
clavicles, the sternum, and the vertebral column exhibit high anatomical stability and inter-
subject uniqueness, making them particularly suitable for biometric and forensic
identification, including postmortem scenarios.

This chapter introduces two tightly connected contributions. The first presents a deep
learning—based framework for automatic bone segmentation from chest X-ray images,
establishing a dedicated anatomical preprocessing stage. The second contribution integrates
the segmented skeletal representations into a biometric identification system, evaluating their
discriminative capability, robustness, and interpretability.

By explicitly separating segmentation and identification, this chapter enables a detailed
analysis of segmentation accuracy, error propagation, and the role of skeletal anatomy in
identity recognition, thereby advancing chest X-ray biometrics toward forensic-grade
reliability.

2 System Overview

The skeletal-based biometric framework extends the general recognition pipeline by
incorporating a dedicated bone segmentation stage, as illustrated in Figure 8. The system is
designed to restrict identity recognition to anatomically stable skeletal structures.

2.1 Image Acquisition
Chest X-ray radiographs are acquired from clinical archives or forensic examinations. Both
premortem and postmortem images may be used, depending on the application context.
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2.2 Bone Segmentation and Preprocessing

A segmentation stage based on an Attention U-Net architecture is applied to isolate skeletal
structures, including ribs, clavicles, sternum, and the vertebral column. This step suppresses
soft tissue information and ensures that subsequent processing relies only on stable
anatomical features.

2.3 Skeletal Representation Learning

The segmented bone regions are processed by deep learning models employing transfer
learning and attention-enhanced Siamese architectures. Metric learning with triplet loss is
used to generate compact skeletal embeddings that capture individual-specific anatomical
characteristics.

2.4 Template Generation
The resulting skeletal embeddings are stored as biometric templates in a secure database.
These templates may be associated with identity labels or forensic case identifiers.

2.5 Matching and Identity Decision

In verification mode (1:1), the query skeletal template is compared against a claimed identity.
In identification mode (1:N), it is matched against all enrolled templates. Similarity scores are
computed, and the system outputs the most likely identity or validates the claim based on
predefined criteria.

By focusing exclusively on skeletal structures, the proposed framework enhances robustness
against soft-tissue variability and supports reliable biometric identification in both security
and forensic scenarios.

Attention . Triplet
L= U-Net model ; Training

4 . y
A
[ XN N X N J

Person
dentification

Embedding
Vector

Input Image — Segmentation -»Feature Extraction - Template Database -Matching —Identity Decision

Figure 19: general system overview using bone.
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Contribution 3:

Bone Segmentation from Chest X-ray Radiographs

One of the major challenges in developing a chest X-ray—based biometric system lies in the
presence of soft tissue. Lungs, heart, and other soft tissues not only change significantly over
time due to pathology, disease, or decomposition, but also introduce variations in appearance
across radiographs. This reduces the permanence and reliability of soft-tissue features for
long-term or forensic identification.

To overcome this limitation, we introduce bone segmentation as a separate contribution. The
aim is to isolate the skeletal structures (ribs, sternum, clavicles, vertebrae), which are more
stable and distinctive over time. By focusing exclusively on bones, we lay the foundation for
a robust biometric system that remains reliable even in postmortem scenarios, where soft
tissues are typically degraded.

1. Methodology
For the segmentation task, we adopt Attention U-Net, an advanced variant of the traditional
U-Net architecture. Attention U-Net enhances segmentation performance by integrating
attention gates into the skip connections, allowing the network to automatically focus on the
most relevant anatomical regions and suppress irrelevant structures.

+ Input: Raw chest X-ray radiographs.
« Encoder: Convolutional layers with downsampling capture multi-scale features.

« Attention Gates: Guide the network to highlight skeletal regions while reducing focus
on soft tissue.

« Decoder: Upsampling with skip connections reconstructs bone masks at the original
resolution.

« Output: Binary bone mask that highlights ribs, clavicles, sternum, and vertebral
column.

Our study introduces a deep learning-driven approach for bone segmentation in chest
radiographs, leveraging a U-Net architecture augmented with attention mechanisms. The
subsequent sections elaborate on the data preparation strategy, architectural design, training
methodology, and dataset specifications. Our approach is designed to enhance segmentation
accuracy and robustness, offering valuable support in forensic and clinical applications,
particularly in postmortem identification scenarios.
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1.1.Dataset

In line with the methodology described in [82], this work makes use of the LIDC-IDRI
dataset. To isolate bone structures from the CT scans, a segmentation strategy based on
Hounsfield Units (HU) was applied. Voxels corresponding to bone were defined within the
range of 300-700 HU, whereas non-bone regions such as air and soft tissue were assigned a
value of -1024 HU, reflecting the standard CT representation of air. Using these segmented
bone voxels, synthetic two-dimensional “bone X-ray” images were produced, which acted as
ground-truth masks for model training. This process allowed the generation of a
comprehensive synthetic dataset composed of paired digitally reconstructed radiographs
(DRRs) and their corresponding bone masks. Overall, the dataset includes 386 images
alongside their respective masks, providing a solid foundation for training the deep learning
model aimed at bone segmentation and enhancement. Figure 19 illustrates a sample chest X-
ray image alongside its corresponding mask.

Figure 20: Sample of chest x ray image with mask

1.2.Data Preprocessing

During the preprocessing stage of bone segmentation from chest X-ray images, the Digitally
Reconstructed Radiograph (DRR) dataset is first examined to verify the consistency and
reliability of the input data. The bone structures are then delineated using the masks generated
through the method described in [82]. To refine these masks, histogram equalization is
applied, which enhances image contrast and emphasizes key structural features, as illustrated
in Figure 20. This preprocessing pipeline plays a vital role in preparing high-quality input
data for the segmentation network, thereby improving both the training efficiency and the
accuracy of the final segmentation results.
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Figure 10: Preprocessing Results.
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1.3.Bone Segmentation

In this study, we propose a deep learning framework for bone segmentation that builds upon
an attention-augmented U-Net architecture. The design directly tackles the difficulties of
extracting bone structures from X-ray images, where low contrast with surrounding soft
tissues, imaging noise, and anatomical variability present major challenges. Accurate
identification of both cortical and trabecular regions is especially important for reliable
diagnosis and treatment planning [83,84].

Our model adopts a symmetric encoder—decoder structure with skip connections, further
enhanced by attention mechanisms that highlight the most relevant bone features. The encoder
progressively reduces spatial resolution while capturing hierarchical feature representations,
enabling the network to learn both global context and fine details. Although skip connections
preserve spatial information, they may also introduce redundant or irrelevant features. To
address this, we integrate attention gates into the skip pathways. These gates generate spatial
attention maps by combining encoder features with contextual information from deeper
layers, thereby amplifying critical bone structures while suppressing background noise. This
targeted filtering allows the model to delineate complex bone boundaries with greater
precision. The inclusion of attention gates is particularly beneficial in clinical contexts, such
as orthopaedic surgery, trauma evaluation, and diagnostic imaging, where reliable bone
segmentation is essential [84]. Additionally, the framework’s ability to robustly capture
skeletal characteristics opens opportunities for biometric applications, where bone structure
can serve as a distinctive identifier for identity verification. In essence, the attention-enhanced
U-Net offers a strong and adaptable solution for bone segmentation from X-ray data,
supporting both improved clinical workflows and emerging applications in medical imaging
and biometrics.

1.4.Network Architecture

The proposed architecture comprises three primary components Encoder Blocks, Decoder
Blocks, and Attention Gates as illustrated in Figure 21
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Figure 21: The proposed architecture
A. Encoder Blocks

Each encoder block is responsible for gradually capturing hierarchical features while reducing
the spatial resolution of the input image. Structurally, the block is composed of two
consecutive convolutional layers with 3x3 kernels, each followed by ReLLU activations. To
prevent overfitting, a dropout layer is placed between the convolutions. In addition, a max-
pooling operation can be applied after the convolutions to further downsample the feature
maps. The encoder block produces two outputs: a downsampled feature map that continues
through the encoding pathway and a pre-pooled feature map that is preserved for use in the
skip connections.

B. Decoder Blocks

The decoder pathway rebuilds the segmentation map from the compressed features produced
by the encoder. Each decoder block begins with an up-sampling step to restore spatial
resolution. The up-sampled output is then merged with the corresponding skip connection
from the encoder, ensuring that both contextual and spatial details are retained. This combined
feature set is passed through a convolutional block structured similarly to the encoder blocks
but without pooling to generate a refined output. The up-sampling factor is carefully selected
so that the resolution aligns with the corresponding encoder feature map.

C. Attention Gates

To enhance the effectiveness of skip connections, attention gates are incorporated into the
architecture. These gates act as filters that highlight bone structures regions of interest while
suppressing irrelevant background information. Each gate takes two inputs: a gating signal
from deeper layers of the network and a skip connection from the encoder. The gating signal
is processed through a convolutional layer with ReLLU activation, while the skip connection is
down-sampled using a convolution with stride 2. The resulting feature maps are combined
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and passed through another convolutional layer with a sigmoid activation, producing an
attention mask. This mask is then up-sampled to match the spatial size of the original skip
connection and applied via element-wise multiplication to refine the features. Optionally,
batch normalization can be included to further stabilize the output. An illustration of the
attention gate is provided in Figure 22.
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Figure 22: Attention gate architecture.

2. Overall Pipeline

The full network begins by processing the input X-ray image through a sequence of encoder
blocks that progressively down-sample the data while capturing multi-scale features. At the
deepest stage, a bottleneck layer implemented without pooling provides a compact yet
comprehensive representation of the input. During decoding, spatial resolution is gradually
restored through up-sampling, while attention gates refine the skip connections by
suppressing irrelevant features and emphasizing bone structures. The refined encoder features
are concatenated with the decoder outputs and passed through convolutional layers, ultimately
leading to a Ix1 convolution with sigmoid activation that generates the final bone
segmentation mask.

This attention-guided U-Net is particularly well-suited for bone segmentation in X-ray
imaging, where accurate delineation of fine skeletal structures is essential for diagnosis and
treatment planning. Beyond clinical use, its ability to robustly capture bone characteristics
also opens promising applications in biometrics, such as identity verification. As future
directions, we plan to benchmark this framework against conventional U-Net variants and
investigate the inclusion of additional imaging modalities to further enhance segmentation
performance.

3. Results

To rigorously evaluate the proposed attention-based U-Net for bone segmentation, a
structured experimental framework was established. The model was implemented in Python
using the Keras library and executed on Google Colab. The dataset, derived from LIDC-IDRI,
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contained 386 X-ray images with corresponding bone masks, which were divided into 80%
for training and 20% for validation to maintain balance and reproducibility.

An ablation study was designed to examine the specific contributions of the attention
mechanism and data augmentation. Four experimental setups were considered:

* Baseline U-Net : a standard U-Net trained on the original dataset without attention or
augmentation, used as a performance reference.

e U-Net with Attention : integration of the attention mechanism while keeping the
original dataset unchanged, isolating its direct effect on segmentation accuracy.

e U-Net with Data Augmentation : application of augmentation methods such as
rotation, scaling, contrast adjustment, and horizontal flipping, which expanded the
dataset from 386 to 3,088 images, without incorporating attention. This tested the role
of augmentation in improving generalization.

* Proposed Model : a combination of both the attention mechanism and data
augmentation, aimed at assessing the synergy between these enhancements.

Alongside quantitative evaluation, qualitative comparisons were performed by overlaying
predicted bone masks on the original X-ray images. These visual analyses highlighted both
segmentation accuracy and anatomical consistency across experiments. Overall, this
structured ablation study provided a clear understanding of how attention mechanisms and
data augmentation contribute individually and jointly to the performance of the proposed
model.

1.1.Performance Evaluation Metrics

To thoroughly evaluate the effectiveness of the proposed bone segmentation framework, we
employ a set of well-established metrics commonly used in image segmentation tasks. These
include the loss function, Dice coefficient (Dice), and precision, each providing
complementary perspectives on model performance. The loss function implemented as either
binary cross-entropy or Dice loss measures the difference between the predicted segmentation
and the ground truth, guiding the optimization process during training. While loss is an
essential indicator of convergence, it does not fully reflect segmentation accuracy, making
additional metrics necessary. The Dice coefficient, expressed in Equation (32), quantifies the
degree of overlap between predicted masks and reference annotations. With values ranging
from O to 1, it is particularly well suited for medical imaging applications, as it effectively
handles class imbalance. A higher Dice score corresponds to better alignment between the
model’s predictions and the ground truth.

2XIXNY|

dice = ——— (32)
[x|+lyl

where X represents the set of predicted pixels, Y represents the ground truth pixels, and
/XNY/ denotes their intersection.

In addition, precision, defined in Equation (33), measures the proportion of correctly
identified positive pixels out of all pixels predicted as positive. This metric highlights the
model’s ability to reduce false positives, which is especially important in medical imaging
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tasks. High precision ensures that detected structures correspond to true anatomical regions,
thereby reducing the risk of misdiagnosis or unnecessary clinical procedures.

True Positives (TP)
True Positives (TP) + False Positives (FP)

precision = (33)

To provide a holistic evaluation of the model’s performance, we analyze loss, Dice
coefficient, and precision across multiple iterations. The graphical representations of
evaluation loss and precision coefficient over training iterations are presented in Figures 3,
and 4, respectively. By leveraging these metrics, we ensure a rigorous assessment of our
approach, validating its capability to achieve accurate and reliable bone segmentation in chest
radiographs.

1.2.Discussion

The performance of the proposed method was examined across several experimental setups to
analyze the individual and combined effects of attention gates (AG) and data augmentation
(DA) on bone segmentation. The results are summarized in Table 2, which highlights how
each component contributes to improving accuracy and robustness. The baseline U-Net, used
as a reference model, obtained a Dice coefficient of 83% and a precision of 87%, consistent
with typical outcomes from conventional segmentation approaches. Incorporating data
augmentation improved the model’s generalization ability, raising the Dice score to 89% and
lowering segmentation loss from 0.21 to 0.19. When only attention gates were introduced, the
Dice score increased further to 92%, demonstrating their effectiveness in refining feature
selection by suppressing irrelevant background regions. The best results were achieved when
AG and DA were combined. In this configuration, the model reached a Dice score of 94%, the
highest among all experiments, along with a precision of 98% and a segmentation loss of
0.06. These findings underline the complementary nature of AG and DA: attention gates
enhance the model’s focus on relevant bone structures, while data augmentation strengthens
its ability to generalize across variations in imaging conditions. Together, they enable the
generation of accurate, well-defined segmentation maps with superior reliability.

U-net U-net + AG
Fperiment mth"“t +DA Without DA +DA
Dice 83% 89% 92% 94%
Precision 87% 92% 97% 98%
Loss 0.21 0.19 0.1 0.06

Table 5: Segmentation Performance Across Experimental Configurations

A closer examination of the segmentation outputs shows that models equipped with attention
gates (AG) achieve markedly better boundary delineation, especially in anatomically complex
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areas where bones overlap with surrounding soft tissues. The baseline U-Net, by comparison,
often produces over-segmented or fragmented contours in these regions. By selectively
enhancing bone structures and suppressing irrelevant background information, AG improves
spatial awareness and leads to more consistent segmentation results. The considerable
decrease in Dice score from 94% with the full model to 83% without AG and data
augmentation (DA) further highlights the importance of these components in ensuring robust
performance. Moreover, the high precision obtained with AG demonstrates a clear reduction
in false positives, an essential factor in medical imaging where misclassifications may
adversely affect clinical decision-making.
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Figure 21: Training and validation Loss Curve.
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Figure 22: Training and validation Precision Curve.
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redicted Mask

Figure 23: Comparaison of Ground truth and predicted Segmentation Masks.
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Figures 23 and 24 illustrate the training loss and precision curves, respectively. The loss curve
shows a steady decline throughout training, converging at lower values for the attention-
enhanced U-Net compared to the baseline. Similarly, the precision curve demonstrates the
stability of the proposed model, with validation precision remaining consistently high across
epochs. A qualitative comparison is provided in Figure 25, where predicted segmentation
masks are overlaid with ground truth annotations. These visual results confirm that the
integration of attention gates improves segmentation quality by reducing noise and sharpening
structural boundaries, particularly in challenging ribcage regions.
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Contribution 4:

Skeletal-Based Biometric Identification Using Chest X-ray Bones

The previous contributions demonstrated that chest X-ray radiographs can serve as a
promising biometric modality. However, they also highlighted key limitations. Approaches
based on the full radiograph (Contributions 1 and 2) achieved strong performance but were
inherently dependent on soft-tissue structures such as the lungs and heart. These regions are
prone to pathological variations during life and are subject to rapid decomposition after death,
making them less reliable for long-term or forensic identification. Contribution 3 addressed
this limitation by introducing a segmentation strategy that isolates the skeletal structures,
which are anatomically stable and resistant to postmortem changes.

Building upon this foundation, the fourth contribution presents a complete skeletal-based
biometric recognition framework that relies exclusively on chest bones as the primary source
of identity information. This transition from soft tissue to bone transforms chest X-ray
biometrics into a modality suitable not only for clinical and security applications but also for
forensic science and disaster victim identification.

1. Methodology
The proposed skeletal-based biometric system integrates the segmentation module with
advanced deep feature learning to ensure robustness and discriminability. The pipeline
proceeds as follows.

a) Image Acquisition
Chest X-rays are collected either from large-scale clinical repositories (NIH, CheXpert) in
pre-mortem cases, or from forensic imaging setups in postmortem contexts.

b) Bone Segmentation

Attention U-Net, developed in Contribution 3, isolates ribs, clavicles, sternum, and
vertebral column. The segmented masks are combined with the original images to yield
skeletal-only radiographs.

c¢) Feature Extraction

The skeletal images are passed through a Siamese neural network enhanced with Resnet-
50 backbone. This architecture emphasizes subtle skeletal traits while reducing
redundancy and noise.

d) Embedding Generation

Each skeletal image is encoded into a 256-dimensional normalized feature vector. These
embeddings capture person-specific anatomical patterns that remain stable across time and
conditions.

e) Matching and Decision Making
Identification (1:N): Matches a query embedding against the database to find the closest
identity.
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Our proposed method employed a deep learning-based approach to segment skeletal bone
from chest X-ray radiographs, enabling robust biometric person identification, illustrate in
figure 26. We utilized the pre-trained model ResNet50 as the backbone of a triplet network,
which was trained with triplet loss to generate discriminative embeddings for person
identification. The segmented bone structures served as the primary input for our embedding
generator, which produced unique 256-dimensional feature representations for each image.
This feature extraction process enhanced the robustness and accuracy of our identification
framework.

Attention Triplet
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Figure 26: Global architecture for person identification.

1.1.Bone segmentation

In this work, chest X-ray images are preprocessed to isolate skeletal bone structures for use in
person identification. The dataset includes X-ray scans accompanied by metadata such as
patient ID, age, gender, and view position. To maintain consistency, all images are resized
and normalized before being processed by the deep learning framework. For segmentation, an
attention-enhanced U-Net is employed to effectively separate skeletal features from soft tissue
and background noise. The model produces binary masks that emphasize the key bone
structures, which serve as the foundation for building biometric identification models. By
focusing on intrinsic skeletal characteristics, the system ensures robustness and reliability in
person recognition.

The preprocessing pipeline is specifically designed to deliver high-quality segmentation,
which is essential for accurate identification. As illustrated in Figure 21, the framework is
built on a symmetric encoder—decoder architecture with skip connections, augmented by
attention mechanisms that highlight the most relevant bone features. The encoder
progressively reduces spatial resolution while extracting hierarchical representations that
capture both fine details and global context. Although skip connections help preserve spatial
information, not all transferred features are equally useful for bone delineation. To refine this
process, attention gates are embedded within the skip connections. These gates generate
spatial attention masks by combining deeper contextual signals with encoder features,
selectively amplifying bone structures while suppressing irrelevant background information.
This targeted refinement enhances the model’s ability to accurately capture complex skeletal
boundaries.

1.2. Person identification

We propose a deep learning framework for person identification from medical imaging,

designed with a particular focus on challenging post-disaster and postmortem scenarios.

Situated at the intersection of healthcare and security, our approach utilizes chest X-ray
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radiographs as a reliable biometric source. At the core of the system lies a Siamese neural
network, well suited for biometric applications due to its capacity to compare paired inputs
through shared weights. The network maps anchor, positive, and negative chest X-ray images
into discriminative feature vectors, thereby enabling effective representation learning.

As shown in Figure 27, all three inputs are processed by a common encoder with identical
weights to ensure consistent feature extraction. For this purpose, we adopt ResNet-50 as the
backbone architecture, leveraging its strong representational power through transfer learning.
The resulting embeddings are passed to a distance layer optimized with a triplet loss function,
which calculates Euclidean distances between the anchor and both the positive and negative
samples. This setup enforces compact clustering of embeddings from similar identities while
pushing apart those belonging to different individuals, ensuring robust and discriminative
performance for person identification.

1.2.1. Siamese Neural Network

A Siamese neural network is designed to process multiple inputs with shared weights and
compare their resulting feature representations, which is why it is often referred to as a twin
network. Initially developed for applications such as signature verification and face
recognition, this architecture has proven highly effective for similarity-based tasks [85-87]. In
our work, we extend this concept by implementing a triplet-based Siamese network that
encodes three inputs anchor, positive, and negative chest X-ray images into feature vectors.
The encoder, built upon a pre-trained backbone with additional layers, generates three distinct
feature representations. Similarity is then assessed by computing distances between these
vectors, with the triplet loss function guiding the optimization. This ensures that embeddings
from the same individual are pulled closer together, while those from different individuals are
pushed farther apart, enabling robust identity discrimination.

1.2.2. Transfer Learning

Developing a chest X-ray identification model entirely from scratch demands extensive time
and significant computational resources. To overcome these challenges, we adopt transfer
learning, integrating pre-trained models to strengthen feature extraction. This strategy takes
advantage of the broad and generalized representations acquired from large-scale datasets
such as ImageNet, which is especially valuable in medical imaging tasks where annotated
data is often limited. In this study, ResNet-50 is selected as the backbone encoder because of
its strong residual learning framework and its well-documented success in medical image
analysis. By introducing skip connections, ResNet-50 effectively mitigates the vanishing
gradient issue, allowing the network to learn identity mappings more efficiently:

Y=F(x,{Wi})+x (34)

Here, F(x,{Wi}) is the residual mapping, and x is the input. This structure allows gradients to
flow directly through the identity connection, making deep networks easier to optimize.
ResNet-50 consistently demonstrates higher accuracy and robustness when extracting
discriminative features from grayscale chest X-ray images. Its depth (50 layers) strikes a
balance between complexity and efficiency, capturing both local and global features
effectively. In our setup, ResNet-50 is used as a frozen feature extractor, preserving its pre-
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learned convolutional weights. The extracted feature maps are then processed by additional
custom layers tailored to the identification task:

Fully Connected Layer: Projects the high-dimensional output to a lower-dimensional
embedding:

Z=c(W-f+b) (35)

where f is the feature vector from ResNet-50, W and b are trainable weights, and ¢ (sigma) is
a non-linear activation function (e.g., ReLU).

Batch Normalization: Improves convergence and generalization by normalizing each
mini-batch:

x®—pf
/(o—,gk>)2+e

L2 Normalization: Ensures all embeddings lie on a hypersphere, which stabilizes
similarity comparisons:

x &) — (36)

yv=22 (37)

Izl 2

The final normalized feature vector v is used to compute distances between samples using
Euclidean in the distance layer. Empirically, ResNet-50 achieves faster convergence, higher
top-1 accuracy, and better generalization compared to other architectures, making it an
optimal choice for chest X-ray identification tasks.

1.2.3. Euclidean Distance and Triplet Loss

In a Siamese network with triplet loss, the similarity between embeddings is quantified using
Euclidean distance. The distance between the anchor f(A) and positive f(P) embeddings, as
well as between the anchor f(A) and negative f(N) embeddings, is computed as follows:

distance_ap = )i = In(ai — pi)2 (38)
distance_an = )i = In(ai — ni)2 39)

Where f(A),f(P), and f(N) represent the feature embeddings of the anchor, positive, and
negative images, respectively. The objective is to learn an embedding space where anchor-
positive pairs are closer together while anchor-negative pairs are farther apart. This is
achieved using the triplet loss function, which is formulated as:

loss(A, P, N) = max(ap_distance — an_distance + margin, 0.0)  (40)

Here, the margin is a hyper-parameter that enforces a minimum separation between similar
and dissimilar embeddings. The loss is minimized when the anchor-positive distance remains
smaller than the anchor-negative distance by at least the specified margin [88]. By tuning this
margin, we can balance embedding separation and model robustness, ensuring that the learned
representations effectively distinguish individuals based on chest X-ray features.
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Figure 27: Triplet architecture.

2. Expremental results and disscusion

The obtained results are examined in light of existing studies and theoretical expectations to
highlight both consistencies and deviations, as well as to uncover new insights. This section
presents an objective analysis of the empirical data generated through the experimental
procedures described earlier. The outcomes are reported using tables, figures, and statistical
evaluations to ensure clarity and reproducibility. Our proposed framework was implemented
using the Keras library in Python. The dataset consists of more than 20,000 chest X-ray
images corresponding to 10,000 individuals, with 18,000 images allocated for training and
2,000 reserved for evaluation. Figure 28 illustrates the evaluation loss across iterations,
alongside the training accuracy curve, providing an overview of the model’s convergence
behavior and performance stability over time.
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Figure 28: Evaluation curbs.
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In addition to evaluating quantitative performance, we further analyze the model’s decision-
making process and the structure of the learned feature space. To achieve this, we employ
dimensionality reduction techniques such as UMAP and t-SNE, which allow for effective
visualization of the embedding space. These methods demonstrate how the model organizes
feature representations, revealing well-formed clusters for individual identities and clear
separations between different subjects. This confirms the model’s capability to capture
discriminative skeletal characteristics for reliable identification.

To complement this analysis, interpretability methods are integrated to validate the relevance
of the learned features. Specifically, Gradient-weighted Class Activation Mapping (Grad-
CAM) is applied to highlight the image regions that most influence the model’s predictions.
By examining these activation maps, we confirm that the network bases its decisions on
meaningful skeletal structures rather than background artifacts or irrelevant details. Together,
the combination of embedding visualization and explainability techniques not only
strengthens trust in the model’s predictions but also provides valuable insights into its internal
decision-making process.

2.1.Identification system

During the identification phase, as shown in Figure 29, the system processes an anchor image
together with multiple candidate images, passing each through the embedding generator. For
every input, the model produces a 256-dimensional feature embedding that encodes identity-
specific skeletal characteristics. To determine the best match, the Euclidean distance is
calculated between the anchor’s embedding and those of the candidate images. The
comparison set is then ranked according to these distances, with the image closest to the
anchor selected as the predicted match. When new patients are enrolled in the system, their
chest X-ray radiographs are first processed through the segmentation model to isolate the
skeletal structures. The proposed identification model then generates embeddings for each
radiograph, which are securely stored in a database together with the corresponding patient
identifiers. This embedding-based representation ensures efficient and scalable retrieval
during future identification tasks.

Our trained
Segmentation . ~ Embedding '
Model '..'a_-. f} Generator e Embedding
N t;‘:‘s =3 B Vector
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Distance” Similar
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Figure 29: Identification system.
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When a new query radiograph is processed, a fresh embedding is created and compared to the
stored embeddings using the distance-based approach. The performance of this identification
process is evaluated using accuracy and loss metrics shown in Table 2, as well as UMAP and
t-SNE visualizations to assess the effectiveness of our trained model and architecture.

Accuracy Loss Recall Fl-scor

97.3 0.002 98 97.1

Table 6: Performance Evaluation.
2.2.Validating Discriminative Power and Interpretability

This section provides a detailed analysis of the embedding space produced by our
identification system, using t-SNE and UMAP visualizations to validate both discriminative
ability and interpretability. By projecting high-dimensional embeddings into two-dimensional
space, we illustrate how the system effectively separates individual identities, characterized
by large inter-class distances and tight intra-class clustering [89,90]. Employing both methods
adds methodological rigor: t-SNE emphasizes local and global structure preservation, while
UMAP focuses on topological relationships. Their consistency confirms that the observed
separations are intrinsic to the learned embeddings rather than artifacts of a single technique.
Beyond quantitative performance, these visualizations strengthen explainability by making it
possible to trace how the model distinguishes between individuals, which is essential in high-
stakes domains such as security or access control.The projections reveal the robustness of the
learned features. In the t-SNE visualization, embeddings spread across a broad range
(approximately —40 to 40 on the axes), forming distinct, well-separated clusters that
correspond to unique individuals. Similarly, UMAP embeddings (ranging roughly from 3.5 to
8.0) display compact intra-class clusters while maintaining substantial separation between
identities, as shown in Figure 30. This pronounced segregation minimizes overlap, drastically
reducing the likelihood of misidentification. The clarity of the visual clusters not only
confirms the model’s ability to capture discriminative skeletal features but also reinforces
transparency: stakeholders can easily interpret how the system groups semantically similar
samples and separates dissimilar ones, thereby supporting accountability in decision-making.

To further validate the embeddings, Figure 31 presents a UMAP projection with a highlighted
anchor sample. Three types of points are displayed: the anchor embedding (blue), its closest
neighbor (red), and all other dataset embeddings (gray). The anchor and its nearest neighbor
are tightly clustered in the upper-left region, clearly separated from other points scattered
across UMAP Dimension 1 (=75-100) and Dimension 2 (=60-80). This proximity reflects a
strong similarity in the high-dimensional space, confirming the model’s ability to cluster
related instances together. At the same time, the dispersion of gray points shows the diversity
of unrelated embeddings, reinforcing that the model effectively distinguishes different
identities.

From a research perspective, this visualization serves two purposes. First, it demonstrates that
the system preserves meaningful relationships when reducing dimensionality: similar
instances remain close, while dissimilar ones are pushed apart. Second, by labeling the anchor
and its closest match, the visualization provides an intuitive illustration of how the model
ranks identity candidates during verification or retrieval. The evident gap between the anchor—
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closest pair and the rest of the dataset highlights the robustness of the learned features and the
system’s ability to minimize confusion across identities.

Overall, the complementary use of t-SNE and UMAP not only validates the system’s
accuracy and discriminative power but also enhances its interpretability, ensuring that it meets
the demands of operational environments where precision, robustness, and transparency are

paramount..
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Figure 30: UMAP and t-SNE visualizations of the learned embedding space. Every point represents a unique
identity.
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Figure 31: UMAP projection showing the position of a query image (anchor: blue) and its most similar sample
(closest match: red) within the learned embedding space. All other samples are shown in gray. Clear proximity
between anchor and match indicates accurate identity retrieval.

2.3.Analysis of t-SNE Embeddings for Identity Identification

The t-SNE visualization in figure 32 illustrates the embedding space of our
identification system when tested with a sample image (anchor) to verify its capability in
accurately identifying individuals. The anchor image, positioned within a dense cluster of its
closest matches (nearest neighbors), demonstrates strong intra-class cohesion, with minimal
dispersion among semantically similar instances. Notably, the t-SNE Dimension 1 (ranging
from -60 to 40) and Dimension 2 (spanning -60 to 40) reveal a clear spatial separation
between the anchor cluster and other embeddings, which are distributed distantly across the
projection. This spatial segregation underscores the system’s discriminative power,
embeddings of the target individual remain tightly grouped, while those of unrelated identities
are pushed far apart in the latent space. Such behavior ensures reliable identification, as the
model minimizes false positives by maintaining large inter-class distances. The visual
alignment between the anchor and its closest matches further validates the system’s precision
in retrieving relevant instances, even under high-dimensional complexity. By testing the
system with a representative sample, we confirm its robustness in real-world scenarios, where
accurate person identification is critical. The t-SNE projection not only quantifies this
performance but also enhances interpretability, offering stakeholders a transparent view of
how feature relationships govern retrieval outcomes. This dual focus on accuracy and
explainability positions our system as a trustworthy solution for applications demanding both
technical rigor and operational clarity.
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Figure 32: t-SNE projection of the embedding space. The query (anchor: blue) and its most
similar sample (closest match: red) within the learned embedding space. while samples from
other classes are spatially well-separated, supporting strong inter-class discrimination.

2.4.Explainability and Grad-CAM

Explainable AI (XAI) is a rapidly growing field dedicated to making artificial
intelligence systems more transparent and interpretable [91,92]. As deep learning models
become more complex, their decision-making processes often resemble "black boxes,"
making it difficult to understand how they arrive at a particular prediction. This lack of
interpretability poses significant challenges, especially in high-stakes applications such as
medical imaging, biometrics, and security. One of the most widely used techniques in XAl is
Gradient-weighted Class Activation Mapping (Grad-CAM), which provides visual
explanations for a model's predictions [93]. Grad-CAM generates heatmaps that highlight the
most important regions in an image that influence the model’s decision. Unlike traditional Al
models that offer only numerical outputs, Grad-CAM allows researchers to see exactly which
areas contribute to classification, segmentation, or detection tasks [94]. This technique is
particularly valuable in medical imaging and biometric identification, where understanding
model reasoning can enhance reliability, trust, and performance. In our research, we introduce
a groundbreaking approach to person identification based on skeletal structures extracted from
chest X-rays. Unlike conventional biometric methods such as fingerprints, iris recognition, or
facial recognition, our approach focuses on unique skeletal patterns that can serve as
identifiers. This innovation offers a highly secure, non-intrusive, and robust identification
method, especially in medical and forensic applications. To ensure that our model makes
accurate and explainable predictions, we apply Grad-CAM to visualize the critical skeletal
regions it uses for identification. The figure 33 illustrates heatmaps generated using Grad-
CAM, where bright yellow and red regions highlight the most influential areas in the model's
decision-making process. From these visualizations, we observe that the model primarily
focuses on the central spinal column and rib structures, reinforcing the idea that skeletal
features are distinctive enough to differentiate individuals.

Our research marks a pioneering advancement in biometric identification. To the best of our
knowledge, we are the first to discover and document the specific skeletal regions used for
person identification through XAlI-driven analysis. Prior studies in medical imaging and
biometrics have explored bone structures, but no existing research has identified precisely
which skeletal features are most crucial for individual recognition.

To empirically validate the faithfulness of the Grad-CAM explanations, we conducted a
comparative masking experiment. In this experiment, we identified the top-k% most salient
regions in the input images using Grad-CAM and evaluated the identification accuracy after
masking these regions. We then compared the results with a baseline where an equal-sized
random region was masked. The experiment was conducted at multiple saliency levels (k =
10%, 20%, 30%) across the test dataset. The results are summarized in table 3.
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Masking Condition Top-10% Top-20% Top-30%
Random Region 92.1% 89.3% 85.7%
Masking
Saliency-Based 83.4% 74.6% 66.2%
Masking
Accuracy Drop (A) 8.7% 14.7% 19.5%

Table 7:comparative masking experiment

The identification accuracy dropped significantly more when salient regions were masked,
with a maximum drop of 19.5% at k = 30%. A paired t-test confirmed that the difference in
performance between the saliency-based and random masking conditions was statistically
significant (p < 0.01) at all masking levels. These findings indicate that the regions
highlighted by Grad-CAM play a causal and informative role in the model’s decision-making,
thereby supporting the reliability and faithfulness of the explanations provided.

Our research marks a pioneering advancement in biometric identification. To the best of our
knowledge, we are the first to discover and document the specific skeletal regions used for
person identification through XAlI-driven analysis. Prior studies in medical imaging and
biometrics have explored bone structures, but no existing research has identified precisely
which skeletal features are most crucial for individual recognition. By leveraging XAI and
Grad-CAM, we unlock new insights into biometric identification, offering a scientifically
validated approach that was previously unknown. This discovery not only enhances the
credibility of our model but also lays the foundation for future research in secure and
explainable Al-based identification systems. Our findings demonstrate that skeletal structures
can serve as reliable biometric markers, expanding the possibilities for forensic science,
medical identification, and security applications.

By leveraging XAl and Grad-CAM, we unlock new insights into biometric identification,
offering a scientifically validated approach that was previously unknown. Despite the
advantages of using Grad-CAM for visual explanation, it is important to acknowledge its
limitations. In particular, the quality of Grad-CAM heatmaps can be affected by segmentation
inaccuracies or noisy input boundaries, especially in medical imaging where anatomical
structures may overlap or appear faint. These imperfections can lead to ambiguous or diffuse
saliency maps that partially highlight irrelevant regions. While such limitations are inherent to
many gradient-based attribution methods, they are especially pronounced when explanations
are derived from post-segmentation features. Nevertheless, the results of our comparative
masking experiment provide empirical support for the functional relevance of the Grad-CAM
highlighted regions. The significant drop in identification accuracy when salient areas are
occluded relative to random masking suggests that despite potential noise, Grad-CAM
successfully captures critical regions used by the model. This balance between interpretability

limitations and quantitative validation helps ground the explanatory power of Grad-CAM in
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our skeletal-based identification context. This discovery not only enhances the credibility of
our model but also lays the foundation for future research in secure and explainable Al-based
identification systems. Our findings demonstrate that skeletal structures can serve as reliable
biometric markers, expanding the possibilities for forensic science, medical identification, and
security applications.

Figure 33: Grad cam visualization.

3. Discussion

The contributions presented in this thesis represent a progressive refinement of chest X-ray
based biometric identification, evolving from baseline deep learning approaches toward an
advanced, interpretable skeletal-focused pipeline. Each stage of this progression responds to
specific limitations identified in the literature and introduces methodological innovations
designed to enhance robustness, reliability, and forensic applicability.

From Baseline Experiments to Backbone Optimization

The first series of experiments explored the feasibility of person identification using Siamese
and triplet architectures combined with multiple pretrained backbones. These baseline studies
confirmed that chest radiographs carry sufficient discriminative information to serve as a
biometric modality. Among the tested models, VGG19 with triplet loss achieved an accuracy
of 97.0% on the NIH dataset, slightly outperforming ResNet-based approaches previously
reported in related work. This finding not only validated earlier research showing the potential
of convolutional architectures in capturing patient-specific radiographic traits but also
highlighted the importance of backbone selection for maximizing discriminability.

Advancing with Self-Residual Attention Networks (SRAN)

Building upon this foundation, we introduced the Self-Residual Attention Network (SRAN),
which integrates channel and spatial attention mechanisms within a residual learning
framework. This design emphasizes salient anatomical structures while suppressing irrelevant
background noise, thereby improving both discriminability and generalization. With SRAN,
identification accuracy reached 98.3% on NIH ChestX-rayl4 and maintained strong cross-
dataset performance on CheXpert (96.1%), marking an improvement of nearly two percentage
points over conventional ResNet50 with spatial attention. This step demonstrated that residual
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attention mechanisms enhance feature localization and provide greater robustness under
varying imaging conditions, addressing one of the key challenges identified in earlier work.

Segmentation as a Pathway to Skeletal Biometrics

A critical innovation of this thesis was the integration of Attention U-Net for bone
segmentation, which laid the foundation for skeletal-based biometric identification. By
isolating ribcage, clavicles, sternum, and vertebral structures, the system effectively
eliminated soft-tissue dependencies that are prone to degradation in forensic and postmortem
settings. Ablation studies confirmed the value of attention gates and augmentation, with Dice
coefficients improving from 83% (baseline U-Net) to 94% (Attention U-Net + augmentation).
These results exceeded those of earlier U-Net based segmentation methods. For example, a
DenseNet multitasking framework reported 88.38%, while the strongest prior approach
reached 93% on the much smaller JSRT dataset. Our results therefore demonstrate the
effectiveness of attention-enhanced segmentation when applied to larger, more diverse
datasets such as DRRs derived from LIDC-IDRI.

Toward Skeletal-Only Identification

The combination of segmentation with SRAN produced a skeletal-only identification system,
which achieved 97.3% accuracy and an Fl-score of 97.1. Notably, these results approach or
even surpass soft-tissue based methods, while offering clear advantages in forensic and
postmortem applications where soft tissues are absent or degraded. Importantly, this system
circumvents the vulnerabilities inherent to soft-tissue dependent models, such as sensitivity to
pathology, trauma, or decomposition. By focusing solely on bones, it provides a persistent and
tamper-resistant biometric source, making it particularly valuable for medico-legal and
disaster victim identification.

Interpretability and Anatomical Insights

To ensure the reliability of this novel biometric paradigm, interpretability was integrated into
the pipeline through Grad-CAM analysis. The visualizations consistently revealed that the
network’s most salient regions corresponded to skeletal structures, particularly the spinal
column and ribcage. Comparative masking experiments provided causal evidence of this
reliance, with identification accuracy dropping by up to 19.5% when these regions were
occluded. A key novel insight emerged: the spinal column consistently acted as the dominant
anatomical marker, with vertebral alignment, curvature, and spacing patterns proving
uniquely discriminative across individuals. This is the first time such a precise anatomical
basis for skeletal biometrics has been scientifically demonstrated. The integration of Grad-
CAM not only validated the model’s decisions but also strengthened its forensic credibility by
grounding predictions in meaningful, stable anatomy.

Limitations and Future Directions

Despite these advances, several limitations remain. First, the segmentation stage relied on
synthetic DRR data, which may not fully reflect the variability of real-world radiographs.
Future validation with manually annotated chest X-rays and postmortem images is required to
establish generalizability. Second, while identification performance was strong, verification
accuracy (~91%) lags behind, suggesting the need for threshold optimization or advanced
metric learning techniques to improve one-to-one matching. Third, potential dataset biases
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related to age distribution, pathological variations, or imaging protocols should be
systematically addressed to ensure fairness and applicability across diverse populations.

Comparative Context and Contribution to the Field
When compared to existing methods, the trajectory of this thesis clearly demonstrates added
value:

+ Classical handcrafted methods (e.g., CLAHE + Fourier, HOG + BoW) achieved
only 44—74% accuracy, underlining their inadequacy for biometric tasks.

« Soft-tissue based deep learning models reached 95-98%, but their forensic utility is
limited by reliance on degradable anatomical features.

«  Our skeletal-based pipeline matched or exceeded these performances (97.3%) while
delivering permanence, interpretability, and robustness against decomposition.

By bridging gaps in segmentation quality, backbone design, and forensic applicability, this
thesis introduces a novel skeletal biometric paradigm. It not only improves state-of-the-art
performance but also establishes, for the first time, a biologically grounded explanation of
skeletal identity markers, positioning the spinal column as a central anatomical contributor. In
summary, the contributions of this thesis mark a significant advancement in the field of chest
X-ray biometrics. Through progressive innovations from backbone optimization and residual
attention mechanisms to skeletal segmentation and interpretability the research demonstrates
that chest X-rays, particularly skeletal structures, constitute a powerful biometric modality.
The findings carry both scientific and practical implications, paving the way for robust,
interpretable, and forensic-ready biometric systems.

4. Conclusion

This chapter investigated skeletal-based biometric identification by introducing a bone
segmentation framework and integrating it into a deep learning identification pipeline. The
segmentation results demonstrate that bone structures can be reliably extracted from chest X-
ray images using deep neural networks, despite inherent annotation and anatomical
challenges.

Building upon these segmented representations, the proposed skeletal-based identification
system confirms that bone structures carry discriminative identity information. Embedding
analyses, similarity measurements, and explainability experiments reveal that skeletal regions
contribute meaningfully to identity separation while improving interpretability compared to
global image-based approaches. Nevertheless, the results also highlight a dependency
between segmentation quality and identification performance, as segmentation inaccuracies
may affect downstream discriminative features. These findings emphasize the importance of
anatomical preprocessing and provide a realistic assessment of skeletal-based biometric
systems. Overall, this chapter validates skeletal representation as a viable and interpretable
direction for chest X-ray biometric identification.

82



83



General Conclusion &
Perspective




General Conclusion & Perspective

General Conclusion & Perspective

The present thesis has investigated the problem of biometric identification using chest
radiographs, with a particular focus on developing methods that remain effective under
forensic and postmortem conditions. Traditional biometric modalities, such as fingerprints,
iris, or facial recognition, face significant challenges in cases of decomposition, trauma, or
medical degradation. Soft-tissue based features extracted from chest X-rays, while
discriminative, are similarly limited due to their sensitivity to pathology, age, and
physiological changes. Against this background, this thesis proposed skeletal-based
identification as a permanent and robust biometric modality, leveraging advances in deep
learning, attention mechanisms, and explainable Al

The research contributions followed a progressive and systematic trajectory. First, a
comprehensive baseline was established using Siamese networks with triplet loss and multiple
pre-trained convolutional backbones (VGG16, VGGI19, ResNet50, ResNetl01, and
DenseNet). These experiments demonstrated that chest radiographs indeed carry unique
identity information, with VGG19 achieving the highest identification accuracy of 97.0%.
This finding confirmed the feasibility of radiograph-based identification and provided a strong
foundation for further refinement.

Building on this baseline, the Self-Residual Attention Network (SRAN) was introduced to
enhance feature extraction. By incorporating residual attention blocks, the model was able to
focus more effectively on discriminative structures while suppressing irrelevant background
information. The SRAN achieved 98.3% identification accuracy on the NIH ChestX-ray14
dataset and maintained high generalization with 96.1% accuracy on the CheXpert dataset.
These results established SRAN as a state-of-the-art model for chest radiograph biometrics,
outperforming existing attention-based ResNet approaches by nearly two percentage points.

Recognizing the importance of permanence in biometric identifiers, the thesis then addressed
the challenge of skeletal isolation through bone segmentation. An Attention U-Net was
developed and evaluated on a dataset of Digitally Reconstructed Radiographs (DRRs) derived
from LIDC-IDRI. Ablation studies demonstrated the effectiveness of attention gates and data
augmentation, with segmentation performance improving from a Dice coefficient of 83%
(baseline U-Net) to 94% (U-Net with attention gates and augmentation). These results
surpassed several related works and provided a reliable pipeline for generating skeletal masks,
a crucial step toward skeletal-based identification.
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The final contribution of this thesis combined bone segmentation with the Resnet-50
backbone to develop a skeletal-only biometric system. This approach achieved 97.3%
identification accuracy, 98% recall, and a 97.1 Fl-score, demonstrating that skeletal structures
alone are sufficiently distinctive for person identification. Importantly, this performance was
nearly equivalent to soft-tissue—based methods, yet offered superior robustness in forensic
contexts where soft tissues may degrade. To strengthen the interpretability of the approach,
Grad-CAM explainability was employed, revealing that the model relied primarily on the
spinal column and rib cage. Masking experiments further validated this finding, as occluding
salient skeletal regions caused accuracy drops of up to 19.5%, thus providing causal evidence
of skeletal discriminability.

Collectively, these contributions establish a new direction in medical biometrics: skeletal-
based identification using chest radiographs. They not only demonstrate high accuracy and
robustness but also enhance interpretability, thereby supporting forensic admissibility.
Moreover, the thesis contributes to practical deployment considerations by reporting
computational performance, inference times, and GPU requirements, which are critical for
transitioning from research to real-world applications.

Despite these promising results, several limitations were identified. First, the bone
segmentation stage relied on synthetic DRR masks, which, while useful for training, may not
fully capture the variability of real-world X-rays. Second, the evaluation datasets (NIH and
CheXpert) consist of clinical radiographs, and although cross-dataset validation was
performed, true postmortem radiographs remain to be tested. Third, verification accuracy
(~91%) was lower than identification accuracy, indicating that threshold calibration and
advanced metric learning are still required to optimize one-to-one matching scenarios. Finally,
demographic and pathological biases in the datasets may influence results, underscoring the
need for broader population studies.

In conclusion, this thesis demonstrates that chest radiographs, and in particular skeletal
structures extracted from them, constitute a powerful biometric modality. Through baseline
experiments, novel attention-based architectures, advanced segmentation techniques, and
explainability analyses, it establishes skeletal-based identification as a robust, interpretable,
and forensically relevant pathway. The findings significantly advance the state of the art and
provide a foundation for future research and application in forensic science, clinical identity
management, and secure biometric systems.

Future Works

While the results obtained in this thesis are encouraging, they also open several directions for
future research:

1. Validation on Real Postmortem Radiographs

To fully establish forensic applicability, the proposed skeletal-based system should be
validated on datasets containing real postmortem radiographs. Such validation would
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confirm the robustness of skeletal biometrics under conditions of decomposition,
trauma, or tissue loss.

2. Annotated Bone Segmentation Datasets

The segmentation stage would benefit greatly from training and evaluation on large-
scale, manually annotated bone mask datasets derived from real chest X-rays.
Collaboration with radiologists to build such datasets would allow more reliable
benchmarking and improve generalization beyond synthetic DRRs.

3. Enhanced Verification Strategies

While identification accuracy was near-perfect, verification performance remains a
challenge. Future work should investigate advanced metric learning approaches, such
as hard triplet mining, N-pair losses, proxy-based embeddings, or contrastive self-
supervised pretraining, to strengthen one-to-one decision reliability.

4. Cross-Dataset and Cross-Population Studies

The generalizability of skeletal biometrics should be assessed across different imaging
devices, clinical populations, and age groups. Evaluating demographic and
pathological variability will ensure fairness, robustness, and applicability to diverse
populations.

5. Integration with Multimodal Biometrics

6. Skeletal biometrics could be combined with other modalities, such as dental
radiographs, CT-based skeletal features, or even residual soft-tissue features, to form a
multimodal system. This would enhance accuracy and provide redundancy for cases
with incomplete data.

7. Operational Deployment Studies

Beyond algorithmic development, future research should explore deployment
pipelines for forensic and clinical use. This includes optimizing runtime efficiency,
establishing standardized forensic protocols, ensuring compliance with legal and
ethical frameworks, and addressing data privacy and security concerns.

8. Explainability and Forensic Acceptance

The integration of explainable AI should be further refined to generate case-level
visual reports that can be used in forensic investigations or court proceedings.
Improving the transparency and interpretability of skeletal biometrics will support
their acceptance in real-world applications.

Final Statement:

Through these contributions and future directions, this thesis lays the groundwork for a new
generation of biometric systems based on skeletal features in chest radiographs. The results
demonstrate not only technical feasibility but also significant forensic and clinical potential.
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With further validation, expansion, and operational integration, skeletal-based biometrics can
evolve into a reliable, permanent, and legally admissible identity verification tool, addressing
critical gaps in both medical and forensic domains.
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