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Abstract:

This study aimed to identify the most important cybersecurity measures for protecting Accounting
Information Systems (AIS), through a case study conducted at the Phosphate Company
(SOMIPHOS), Tebessa branch, using the descriptive-analytical approach.

The study concluded that SOMIPHOS places great importance on cybersecurity for accounting
information systems by adopting a set of security procedures and measures to protect accounting
data, particularly through the use of the Sage 100c system. These measures include controlling

user access permissions, data encryption, and regular data backups.

The study also revealed several areas that the company should improve, most notably
strengthening cybersecurity culture among employees and increasing awareness of the risks of
cyberattacks. In addition, the study showed that the field of cybersecurity in Algeria still
experiences some delays compared to developed countries, despite the growing interest in it in

recent years.

Keywords: cybersecurity, accounting information systems (AIS), Sage 100C system,

Cybersecurity measures.
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Introduction:

In recent years, the world has witnessed a dangerous and rapid development, which indicates that
we have entered the age of digitization, especially in the field of information and communication
technology. This has led to a cautious shift in the way information is managed in various
institutions, and accounting information systems have become a tool. Essential and reliable for
processing, storage, and provision, these systems are also characterized by their reliability, which
aids in decision-making. However, with this impressive development in the use of these digital
systems, challenges and obstacles have emerged that hinder and affect the operations of
institutions. This is due to cyberattacks that threaten accounting data, such as breaches, data

manipulation, and unauthorized access, making it imperative to have deterrents.

From this perspective, cybersecurity emerged as a fundamental pillar for protecting these
accounting systems. Its goal is to ensure protection, maintain the continuity of the institution, and
reduce cyber risks. This term is relatively new locally but internationally recognized, and Algeria
is still studying and implementing it. Our study aims to evaluate cybersecurity in protecting
accounting information systems. This study combines theoretical and applied concepts to

understand all aspects, obtain a logical and sound analysis, and identify vulnerabilities.
1- Presenting the main problem:

The research problem lies in evaluating the effectiveness of cybersecurity for accounting
information systems, considering that the latter is a deterrent and effective means of protecting
accounting information systems and maintaining their integrity. Therefore, based on the above, we

can pose the following question:

How effective are cybersecurity measures in protecting accounting information systems

within organizations, particularly in the case of Tebessa Phosphate Company?
2- Sub-questions:

- What are the main cybersecurity threats?
- What are the components of accounting information systems?
- How are cybersecurity measures applied in organizations?

- How does the Sage system contribute to data security?

3- Hypotheses:



In order to answer the main research problem and the sub-questions of the study, the research is

based on a set of hypotheses that can be formulated as follows:

- Cybersecurity measures are effective in protecting accounting information systems within
organizations (Main Hypothesis).

- The use of systems such as Sage improves data security and reliability.

- The application of cybersecurity practices reduces risks and cyber threats.

- The effectiveness of accounting information systems depends on the level of cybersecurity

measures adopted by the organization.
4- Objectives:

In light of the accelerating digital transformation and the growing reliance on accounting
information systems within organizations, cybersecurity has become a strategic necessity to ensure
the protection of financial and accounting data from various cyber threats. Depends on that, this

study aims to:

- To analyze the role of cybersecurity in protecting AIS.
- To study the use of the Sage system in the company.

- To evaluate the effectiveness of cybersecurity measures.
5- Importance of the study:

This study addresses a fundamental and important new topic of great significance, namely
"Evaluating cyber security measures accounting information systems." This topic is of paramount
importance and must be examined. This importance is summarized in the main points addressed
in this study, which presented a set of risks that threaten accounting information systems facing
institutions of all types. It also presented the measures taken and the components, and we also
sought to provide an applied study that brings together all the questions raised. Our goal is to
reconcile and link the practical and theoretical aspects of this study. It also sheds light on the
seriousness of these cyberattacks and the extent to which they affect the work of institutions. It
also highlights how to reduce these cyber risks, support decision-making, and enhance confidence

in accounting systems.
6- Justification of the study:

- Integrating specialization with digitalization.

- A new topic locally, especially in the field of accounting and finance.



- Getting to know cybersecurity up close
7- Limitations of the study:

- Spatial limitation: The study is offered in two sections: Human Resources and Computer
Science, at the phosphate company in Tebessa province.

- Temporal limitation: In the theoretical framework, all periods were covered, while in the
practical framework, it was studied over 3 months. The study was conducted during this period,
despite its length, to ascertain the essential information.

- Human limitation: The study focused on those responsible for the accounting information

system and the Sage 100c system.
8- Study methodology:

This study adopted a descriptive-analytical approach to understand the concepts related to both
cybersecurity and accounting information systems, and to identify and evaluate the measures
taken. A case study of the Phosphate Corporation was also used as an applied model to help apply

theoretical concepts to practical realities through the study of the Sage system.
9- Research Structure:

This study is divided into two main chapters, preceded by an introduction and followed by a
conclusion, as follows: Chapter One: Theoretical Framework of Cybersecurity and Accounting

Information Systems.

This chapter addresses the theoretical aspect of the study, discussing the concepts of cybersecurity
and its importance, as well as defining the second variable, accounting information systems, and
their role in organizations. It also addresses cyber threats that target and threaten the system, and

the relationship between the two variables.
Chapter Two: Applied Study: A Case Study of the Phosphate Company in Tebessa

This chapter focuses on the applied field study, introducing the company and the subject of the
study, familiarizing oneself with the Sage system, and evaluating the effectiveness of the

company's cybersecurity measures in protecting accounting data from risks and breaches.
10- Study challenges:

- Weran into a few challenges while doing our research, such as the following:

- The scarcity of free resources and the abundance of paid resources



- Difficulty in finding an institution that accepts internships

- Access to basic internal data is prohibited.
11- Previous studies:

- Almomani, S., & et al. (2021). The Efficiency and Effectiveness of the Cyber Security
in Maintaining the Cloud Accounting Information. Academy of Strategic

Management Journal, 20(2).

This study examined the efficiency and effectiveness of cybersecurity in maintaining cloud
accounting information. The results highlighted that cybersecurity controls significantly enhance

data protection, confidentiality, and integrity in cloud-based accounting environments.

However, the study focused mainly on cloud accounting environments without deeply analyzing
the effectiveness of specific cybersecurity measures within Accounting Information Systems

(AIS).

This study extends this by evaluating concrete cybersecurity measures and their practical role in

protecting AIS in organizational settings.
- Romney, M. B., & Steinbart, P. J. (2020). Accounting Information Systems. Pearson.

The authors analyzed Accounting Information Systems and emphasized their role in improving
financial reporting quality and decision-making. They found that AIS performance strongly

depends on internal controls and information reliability.
The study does not explicitly integrate cybersecurity as a core determinant of AIS protection.

This research bridges this gap by linking cybersecurity measures directly to the protection and

reliability of AIS.

- Stallings, W. (2017). Effective Cybersecurity: A Guide to Using Best Practices and
Standards. Addison-Wesley.

This work provides a comprehensive overview of cybersecurity principles, standards, and best
practices. It highlights how structured security frameworks reduce system vulnerabilities and cyber

risks.

While the study offers a theoretical foundation for cybersecurity, it lacks application within

accounting environments.



Our study applies these principles specifically to AIS, evaluating their effectiveness in financial

information protection.

- National Institute of Standards and Technology (NIST). (2018). Cybersecurity

Framework.

The NIST framework introduces a structured approach to managing cybersecurity risks through

identification, protection, detection, response, and recovery functions.

Although widely applicable, the framework remains general and not tailored specifically to

accounting systems.

Our research adapts and evaluates these cybersecurity functions within AIS to assess their practical

effectiveness in accounting environments.

- EIl Sharif, A. (2019). The Impact of Accounting Information Systems on Financial
Reporting Quality in Banking Institutions.

The study investigated the impact of Accounting Information Systems components on financial
information relevance in banking institutions. It concluded that AIS improves accuracy and

reliability of financial reporting.
However, the study did not consider cybersecurity risks as a factor affecting AIS performance.

This study introduces cybersecurity measures as a critical dimension influencing AIS protection

and information quality.

- Muda, et al. (2025). The Relationship between Information Systems Components and

Organizational Value.

This research explored the relationship between information systems components and
organizational value. It found that effective information systems enhance operational efficiency

and decision-making processes.

The study focused on system value but did not evaluate security mechanisms protecting these

systems.

Our research fills this gap by assessing how cybersecurity measures contribute to securing AIS

and preserving organizational value.
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Theorical Framework of Cybersecurity and Accounting Information Systems ......... Chapter one

1. General Framework of Cyber Security:

Cyber security is the most serious subject since cyber dangers and attacks are overgrowing.
Attackers are now adopting more complex tactics to target the systems. Individuals, small-scale
companies or major organization, are all being touched. So, all these organizations whether IT or
non-IT firms have grasped the necessity of Cyber Security and focused on adopting all available

steps to cope with cyber threats.

1.1. Concept of Cybersecurity:

In today’s digital environment, enterprises increasingly rely on information technologies to run
their operations. However, this dependency exposes companies to severe cyber dangers.

Therefore, in this section, we will explore the notion of cybersecurity, starting with its definition.

1.1.1. Definition of cyber security:

Cyber security has been characterized in many ways by different academics. According to AL
Ashgar et al. (2012), it refers to a collection of actions aimed at preserving human and financial
resources linked with information and communication technologies, limiting possible losses

caused by risks or threats, and assuring the speedy recovery of systems.

Similarly, Banga (2019) regards cyber security as a process involving the analysis, identification,
and mitigation of risks associated to cyber-attacks, as well as the exchange of information to
increase the efficacy of networked information systems. In the same context, Al-Bar et al. (2018)
describe cyber security as a mix of technological and administrative procedures meant to prevent
unauthorized access and misuse of information systems, while preserving data confidentiality,

privacy, and the continuity of operations (Almomani & et al, 2021).

Based on these concepts, cyber security may be regarded as an integrated framework of technical
measures, rules, and principles aimed at protecting sensitive information and decreasing cyber
threats, hence assuring the security and stability of companies and society as a whole. The notion
of cybersecurity work derives from the fact that it offers the protection of information by
preserving its integrity, confidentiality, and availability in addition to protecting the credibility,
accountability, and validity of the information. Based on its study, it appeared that there is a
difference between the efficiency and efficacy of cyber security, as the Benzel (2011) discloses
that its impact on the efficiency of cloud computing can be detected through a variety of critical

factors: The construction of various resources, the separation of data assets, and the usage of
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external resources. This leads to raising the quality of cloud computing by cyber security and
increasing its relevance regarding the efficacy of cyber security. Facundo, Nadia, and Victor
(2020), the authors indicated that the success of cyber security depends on numerous elements that
must be committed to and examined continually to uncover the flaws through which information

may be hacked and stolen (Almomani & et al, 2021).

1.1.2. Importance of Cyber Security:

Cyber security is crucially essential because it protects information, systems, and society from
escalating digital dangers. It plays a critical role in securing modern digital ecosystems. Its value

may be appreciated through the following major aspects:

- Protection of Sensitive Information: Cyber security maintains the protection of sensitive data
such as financial records, personal information, and organizational data, preventing
unauthorized access and data breaches.

- Ensuring Data Integrity: It prevents data from being altered or tampered with, ensuring that
information stays accurate, dependable, and trustworthy for decision-making processes.

- Protection of Organizational Reputation: A security breach can damage the reputation and
credibility of an organization. Cyber security helps maintain trust among customers, partners,
and stakeholders (Pfleeger & Pfleeger, 2015).

- Supporting Business Continuity: By preventing and mitigating cyber threats, cyber security
ensures that business operations continue without major interruptions (National Institute of
Standards and Technology, 2018)

- Compliance with Legal and Regulatory Requirements: Organizations must comply with data
protection laws and regulations. Cyber security helps meet these requirements and avoid legal
penalties (Stallings, 2017).

- Protection of National Security: At a broader level, cyber security is essential for protecting
critical infrastructure (such as energy, banking, and defense systems) from cyber threats

(National Institute of Standards and Technology, 2018)

1.1.3. Cyber security objectives:

Cyber security aims to achieve a set of fundamental objectives to secure information systems and
ensure data integrity by developing advanced policies, procedures, and technologies to counter
these threats. These objectives include protecting the confidentiality of information, maintaining

its integrity, ensuring its availability when needed, and enhancing trust in the digital environment.
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- Protecting the infrastructure of information security and citizens' private data.

- Taking all necessary preventive measures to protect citizens and institutions from potential
risks resulting from the use of various technologies.

- Protecting information from attacks by understanding the latest technologies and techniques
used in this field, and identifying the methods used by attackers in order to anticipate and
prevent attacks before they occur.

- Protecting operating systems from unauthorized access attempts and ensuring the continuous
and secure functioning of information systems.

- Studies have shown that achieving these objectives contributes to the stability of institutions,
the security of their operations, and the protection of their data and employees' information.
This also enhances employees' psychological security, which positively affects their

performance.

Cybersecurity plays a key role in improving the performance of institutions, whether educational,

industrial, or governmental. It helps organizations develop and achieve better (2022 «c50A1 5 ads)

1.2. Cyber Security Components:

Cyber security is a multidimensional concept that relies on the interaction of several key
components to ensure the effective protection of information systems. These components
encompass human, technological, organizational, and legal aspects, all of which must work

together to reduce cyber risks and enhance system security.

1.2.1. Human Components :

The human element is considered one of the most critical components of cyber security, as
individuals often represent both the first line of defense and the weakest link in security systems.
Employees, system users, and managers play a significant role in maintaining security through
their awareness, behavior, and adherence to security policies. A lack of training or awareness can
lead to security breaches such as phishing attacks or password misuse. Therefore, organizations
must invest in continuous education and training programs to strengthen users’ ability to recognize

and respond to cyber threats. (Stallings, 2017)

1.2.2. Technological Components :

The technological component includes all hardware, software, networks, and security tools used
to protect information systems. This involves the implementation of firewalls, intrusion detection
systems, encryption techniques, and authentication mechanisms. These technologies are essential
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for preventing unauthorized access, detecting potential threats, and ensuring the confidentiality
and integrity of data. Effective use of advanced technologies significantly reduces system

vulnerabilities and enhances overall security performance. (Pfleeger & Pfleeger, 2015)

1.2.3. Organizational Components:

The organizational component refers to the set of policies, procedures, and governance
frameworks that guide cyber security practices within an organization. This includes security
policies, risk management strategies, internal controls, and incident response plans. A well-defined
organizational structure ensures that security responsibilities are clearly assigned and that
appropriate measures are implemented to manage cyber risks. Moreover, strong governance
enhances accountability and supports the integration of cyber security into overall business

strategies. (National Institute of Standards and Technology, 2018)

1.2.4. Legal and Regulatory Components :

The legal and regulatory component involves compliance with laws, standards, and regulations
related to information security and data protection. Organizations are required to adhere to
frameworks such as ISO/IEC 27001, which provide guidelines for establishing effective
information security management systems. Compliance not only helps in avoiding legal penalties
but also strengthens the organization’s credibility and trustworthiness. Furthermore, legal
measures play a crucial role in protecting personal data and ensuring privacy in the digital

environment. (International organization for standardization, 2018)

In conclusion, cyber security components are interdependent and must be integrated to achieve a
comprehensive security framework. The effectiveness of cyber security strategies depends on the
balance and coordination between human awareness, technological tools, organizational practices,

and legal compliance. (International organization for standardization, 2018)

1.3. Types of cyber threats:

With the rapid development of information technologies, organizations are uncreating that may
affect their systems and data. Understanding these threats has become essential in order to identify

potential risks and ensure effective protection of information systems.
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1.3.1. Malware:

Malware is an application or software which can generally be stealthily put on A device. In most
circumstances, the user has no awareness of the existence of malware on their Device. The word
malware denotes a variety of dangerous applications and quite often Infects systems in many ways.
The objective of malware is to violate the computer’s Security, install harmful software, and then
studies the environment with the Opportunity to spread further. The most prevalent dangers to
malware are the loss of Control over the device, the loss of privacy when using the device, the loss
of private and secret information, and last but not least the decline in processing power or even the

operation of the device. (Jan & Ludek , 2019)
The main types of malwares include:

- Adware (installation of junk advertising software)

- Spyware (private device monitoring)

- Virus (software which connects to an authorized program and then causes Various damage to
HW and SW and is able to distribute itself)

- Worm (autonomous software which does damage to HW and SW)

- Trojan (software which contains hidden features that threaten the device is not Able to
propagate without the user’s help)

- Backdoor (software which contains hidden functions and opens computer Communication
ports)

- Rootkits (software which allows masking the presence of malicious software on A device)

- Keylogger (software steals login and password)

- Ransomware (Data loss due to encryption)

The source of the threat using malware is generally devices already included in the botnet. The
source of the threat is therefore the hardware or software on the Network. Malware occurs since
1986. Within the recorded occurrence of CSIRT Czech Republic since 2008, the botnet attack rate
to selected information systems has an Average of 94 cases per year. The malware development

trend was highest in 2014. (Jan & Ludek , 2019)

1.3.2. Phishing:

Phishing is a cyberspace crime using social engineering techniques. The goal is to gain access to
user bank accounts or other money accounts as well As a way of getting users’ personal data.
Phishing uses spam to send it in bulk to “serious” Messages, which have links at first sight to

serious websites and Applications. These pages are only copies of the real ones and are meant to
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create A sense of security and then the user gives the information to the hackers. Phishing is
stealing victims’ money or personal data. Threats include loss of identity, Loss of funds, and
existential problems but even if it is malware installation Loss of control over your device, loss of
your own private data, or enlistment in a botnet Pharming is an advanced kind of phishing that
aims at raising funds, installing malware or personal data. Pharming is an attack on the DNS server
of an internet Provider. The user does not know that it is a fake web site when he visits his online
Bank. Spear Phishing is a type of phishing that targets a specific individual or organization. The
attack is very often organized by an Organized group and aimed at a specific objective. The goal
of Spear Phishing is to contact a person within the organization and use that person to access the

internal network, install malware or obtain private or classified data (Jan & Ludek , 2019)

The threat actor that uses phishing is usually an attacker. It can be a Person or a group of people
organized in a group. They can also threaten devices already in the botnet. Thus, the danger
originates from the person, Person or hardware on the network. Phishing exists since 1987 but it
started to spread only around the World in 2003 and in the Czech Republic in 2006 (Jan & Ludek
,2019).

1.3.3. Ransomware :

Ransomware is sometimes called blackout ware. The blackmail software is intended to block users
from accessing the device, or his private or classified information for a certain period of time or
until the ransom is paid. The original ransomware was a program that locked users out of their
accounts. Ransomware second generation is Software which doesn’t deny access to the user
computer account but locks and encrypts the user’s private and confidential data. Ransomware
uses powerful encryption Algorithms to lock and selectively encrypts data, so as to make the attack
target the Most important parts of the device system. The primary objective of ransomware is to
Generate income in various currencies. The biggest threat of ransomware is losing important Data

and even after paying the requested amount, data availability is not guaranteed.

The source of the threat via ransomware is usually a device already part of the botnet or an infected

device. The hardware is therefore the source of the threat. (Jan & Ludek , 2019)

1.3.4. Software:

Ransomware has been around since 1989, when the first blackmail software was a trojan called
AIDS. 2005: Ransomware goes big time. The Police virus and then Crypto locker were already

pretty well known. The present threat to ordinary communication and Information devices is the
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threat of Ransomware. Czech Republic did not attack cybernetic critical infrastructure ransomware

in Czech Republic in the critical infrastructure and CSIRT data (Jan & Ludek , 2019).
1.4. Cyber Security Risks:

Cyber security has become an urgent need in the digital society and a necessity for the
Development, development and support of this specialty, which is considered a sensitive and
essential detail in cyberspace that competes with the necessary needs in our daily Lives due to the
dependence of individuals and institutions all over the world on modern Technology. From this
standpoint, the National Institute has given NIST Standards and Technology defines cyber security
as “protecting electronic communications systems and Services, including the information
contained in them, from damage.”, and indicators of the occurrence of cyber risk can be classified

according to the following indicators. (marioush & Al-obaidi, 2026)

- Origin. An indicator to determine whether the hacking process originated from Within the
organization or by an external party to achieve personal interests or to leak Information for the
benefit of another party.

- Classification According to the Method Through Which the Cyber-Attack is Carried Out. As
it is classified into more than one type Denial of service, Phishing. Eavesdropping attack,
Password attack, Scripting attack, malicious software, Zero-day Attack

- Lack of Preventive Behaviors. Which is one of the indicators that help a cyberattack occur,
and is represented by individuals or institutions not encrypting the password or installing anti-

virus programs within the electronic systems in place.

From the foregoing, the two researchers conclude that cyber security threats originate from
financial institutions’ inadequate dependence on current technological tools and their lack of
proper Protection capabilities for their electronic systems. This may undermine the infrastructure
of their system, or may hurt their reputation or ownership owing to the theft of sensitive Data,

which causes them financial loss (marioush & Al-obaidi, 2026).

2. Accounting Information Systems Concept:

In the context of digital transformation, organizations increasingly rely on information systems to
manage their financial and accounting information systems (AIS) play a crucial role in ensuring
the efficient collection, processing, and storage of financial data. therefore, understanding their

components and functions has become essential for improving organizational performance.
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2.1. definition of accounting information systems:

Accounting Information Systems (CAIS) are regarded a vital pillar for management, enabling the
fulfillment of its tasks and responsibilities. CAIS represents the combination of two primary

fields: accounting and information systems.

It integrates computer technology, human resources, and accounting standards, which together
increase the availability of accurate and timely information for decision-making and managerial
assistance. Proper deployment of CAIS benefits a company by decreasing risks, eliminating
human mistakes, and supporting its fundamental objectives. Computerized accounting
information systems are characterized as “an integrated set of subsystems, both tangible and
intangible, that work together to process financial transaction data.” CAIS also incorporates
numerous primary and subsidiary components, establishing the system’s structural framework,

which regulates the phases and procedures of the accounting cycle. (marioush & Al-obaidi, 2026)

Accounting is a data identification, gathering, and storage procedure as well as an information
production, measurement, and communication process. By definition, accounting is an
information system, as an AIS collects, records, stores, and processes accounting and other data to
create information for decision makers. This is demonstrated in Figure an AIS can be a paper-
and-pencil manual system, a complicated system incorporating the latest in IT, or something in
between. Regardless of the strategy selected, the procedure remains the same. The AIS must
collect, enter, process, store, and report data and information. The paper and pencil or the
computer hardware and software are only the tools used to create the information (Romney &

Steinbart, 2017)

2.2. Objectives of accounting information systems:

The basic purpose of accounting is to offer valuable and reliable financial information to
individuals and institutions, helping them in making informed and sensible decisions. Accounting
Information Systems (AIS) focus on how information is gathered, processed, and turned from raw
data regarding the activities and operations of economic units into meaningful and relevant
information. This lets diverse divisions within a company to successfully use, store, and manage
the information in their everyday operations. The fundamental objective of AIS is to offer accurate
and timely information to internal users, including as management, employees, and trade unions,

as well as external users, including suppliers, creditors, banks, and tax authorities (Chiyad, 2024).

There are three objectives of the accounting information system to accomplish the system’s Main

purpose.
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2.2.1. Objectives of daily support of operations:

In every economic organization, daily activities and occurrences, known as accounting operations,
entail financial transactions between parties that transfer economic value as a result of
administrative choices. Examples include receiving cash from debtors, paying creditors, or
purchasing and selling items. Accounting operations also encompass non-financial procedures,
such as purchase orders or sales orders, because they effect the accounting process. These
transactions, whether financial or non-financial, are conducted methodically through accounting
records and books using defined processes and procedures. The processing of data is standardized
across all sorts of economic units—whether service, manufacturing, or commercial companies.
Specialized subsystems, such as inventory management, accounts receivable, and accounts
payable, are utilized to handle certain sorts of processes, assuring accurate and efficient accounting

within the business (Chiyad, 2024)

2.2.2. Objectives of supporting decision-making:

This aim comprises delivering all accounting information essential for the decision-making
process, ensuring it corresponds with the organization’s activities of planning, organizing,
regulating, and assessing performance. This procedure is conducted by the operation and
processing of information entered into accounting information systems. Many economic
institutions utilize AIS to process current and future financial information, such as expected
revenues for upcoming years, by preparing planning and flexible budgets, comparing them with
actual production results, identifying deviations, and analyzing their causes in order to address

them effectively (Chiyad, 2024).

The system delivers a wide range of information that companies need to make proper and
informed decisions. For example, AIS gives precise data on revenue patterns for the past and
current years, enabling management to build budgets such as sales budgets, production budgets,
material purchase budgets, and cash budgets. In big firms, cost accountants play a significant part
in the decision-making process by presenting management with cost information, including direct
materials, direct labor, and indirect industrial expenses. This information supports production
managers in making decisions on the purchase or manufacture of items essential for the

organization’s production or manufacturing activities (Chiyad, 2024).
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2.2.3. Objectives of fulfilling the Department’s requirements:

Always in small-sized economic institutions such as basic institutions or solidarity Institutions or
shareholders, they normally issue financial reports at the end of each financial Year to shareholders
on the performance of their company and on their financial situation, dividends and taxable income
to third parties. As far as major companies such as mergers, holding or Public ownership have
various and varied requirements, like in large industrial firms, These enterprises must provide the
necessary and necessary information to investors, Creditors, suppliers, financial analysts and the
general public by providing them with Information contained in the financial statements on income
and financial position for the Current year and the previous year to assist them in making

investment decisions (Chiyad, 2024).

2.3. Importance of accounting information systems:

The growing complexity of economic activities and the prevailing uncertainty in the business
environment have reinforced the need for effective Accounting Information Systems (AIS). These
systems are designed to generate relevant, reliable, and timely accounting information that
supports decision-makers in selecting the most appropriate alternatives and minimizing

uncertainty.
The importance of accounting information can be highlighted through the following points:

- Accounting information constitutes a strategic resource for management, as it enhances
planning, organizing, controlling, and performance evaluation, thereby contributing to the
achievement of organizational goals with greater efficiency and effectiveness.

- A significant number of administrative failures can be attributed to the lack of accurate,
sufficient, and timely information, which is essential for supporting sound decision-making
processes.

- Accounting information ensures the measurement and recording of economic events in
monetary terms, transforming raw data into structured financial reports that provide

meaningful insights to internal and external users. (Al-saati, et al., 2022)

2.4. components of accounting information systems:

before presenting the components of the accounting information system, it is necessary to realize
that this system is a structured framework that incorporates numerous parts to efficiently process

and handle accounting information. The following diagram demonstrates this structure.
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Figure 1:Components of accounting information systems
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Source: Adapted from the NIST cyber security framework (national institute of standards and technology 2018)

The accounting information system is like any system consisting of a set of elements to achieve
its goal. So, we find that accounting information systems commonly formed of six main elements:
people, instructions and procedures, software, data, information technology infrastructure and

internal controls.

The following is an explanation of each component in detail.

2.4.1. People (the Human Element):

The persons participating in accounting information systems are the system users. Professionals
who may need to utilize an organization’s AIS include accountants, business analysts, consultants,
managers, auditors, and chief financial officers. The technology also allows external users of the
company to access information as requested. For example, consultants may utilize the information
in the AIS to examine the success of the company’s pricing system by reviewing sales data, cost
data, and revenue. Therefore, the AIS must be built to fulfill the demands of its users. In addition,

the system should be user-friendly, work smoothly, and improve efficiency rather than inhibit it

(Elsharif, 2019).

2.4.2. Technical components:

Your ability to plan and manage business operations depends partially on your knowledge of the
technologies available. For instance, can we control manufacturing without understanding of
robotics Obviously, technical improvements have a major influence on information systems;

enterprise systems, ERP systems, e-business, databases, and intelligent systems are merely a few

11
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examples. Technology is the foundation on which AIS and business operations rely (Marshall B

& Paul John, 2020).

2.4.3. Hardware:

Hardware refers to the physical components and equipment that constitute the foundation of any
information system. This comprises computers, servers, networking equipment, storage devices,
and peripheral devices. The performance, reliability, and efficiency of an information system
primarily depend on its hardware. In companies, hardware provides data storage, processing, and
communication, making it a crucial aspect of the information system infrastructure (Muda & et al,

2025).

2.4.4. Software:

The software portion of the accounting information system is the computer program employed to
save, retrieve, store, process and analyze the firm’s financial data. Before computers exist,
accounting information systems were hand-operated, paper-based systems, but currently, most
organizations are utilizing computer software as the basis of the system of accounting information.
Reliability, quality, and security are important factors of the functional software for the accounting
information system. Managers rely upon information that generated by the system to create
suitable resolutions of the organization, and they require high-quality information to conduct these
right judgments. Accounting information systems programs can be built to satisfy the particular
demands of various forms of enterprises. If an existing program does not suit a firm’s objectives,
the software may either be built in-house with considerable input from end users or can be

produced by another company expressly for the organization (T.A.Elsharif, 2019).

2.4.5. Procedures and databases:

2.4.5.1. Internal controls :

All organizations face risks in both their daily operations and long-term management activities.
Some risks are beyond the control of management. For instance, an earthquake may disrupt
operations or damage buildings and equipment. However, managers can take measures to
minimize the negative effects of such events, such as ensuring that buildings are designed to resist
earthquake damage. In general, management has the responsibility to reduce risks or mitigate their
impact whenever possible. These processes are known as controls, Accountants have traditionally

played a key role in designing and implementing controls that reduce risks affecting an
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organization’s financial position. They are typically experts in controls that address risks in broad

categories, including:

- The risk of asset theft or misuse.
- The risk of errors in accounting data or information.

- The risk of fraudulent activities by employees, managers, customers, or vendors.
Risks associated with IT systems, such as:

- Incorrect data input

- Errors in data processing

- Computer fraud

- Security breaches

- Hardware or software failures

- Natural disasters affecting computer system operations (Romney & Steinbart, 2018)

2.4.5.2. Databases:

Your past accounting courses have stressed accounting as a reporting function .the whole
accounting cycle ,however ,includes data gathering and storage ,and these parts must become part
of your knowledge base.in addition important to a complete understanding of Ais are the available
in these databases and methods of retrieving those data .to perform analysis ,to prepare information
for management decision making, and to audit a firm's financial records, an accountant must be

able to access and use data from public and private databases (Ulric J & et al, 2018).

3. Cyber security in Accounting Information Systems:

3.1. The Relationship Between Cybersecurity and Accounting Information Systems:

Since cybersecurity is one of the key pillars for guaranteeing the protection of digital systems,
stored data, and sensitive information within cyberspace from various threats and cyberattacks that
are constantly evolving alongside technological advancement, it is closely related to information
systems in general and accounting information systems in particular. As businesses depend more

and more on modern technology to manage their operations, protecting these systems has become

crucial and unavoidable. (2025 ¢ Al Jul)

Because they play a crucial role in gathering, processing, storing, and evaluating financial data—

a fundamental component of effective management and financial decision-making—Accounting
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Information Systems (AIS) are highly valued in both governmental and economic institutions. Due
to their widespread usage in a variety of conventional and digital activities, including electronic
financial services, e-commerce, and e-administration, these systems are more vulnerable to

numerous cyberthreats.

Cybersecurity is essential in this situation because it offers a range of safeguards and preventative
processes to protect these systems from viruses, breaches, and efforts to alter or delete data. Any
flaw or failure in cybersecurity frameworks might have major repercussions, such as significant
financial losses, interruption of business operations, loss of important data, harm to sensitive

information infrastructure, and a drop in stakeholder trust.

As a result, cybersecurity goes beyond only safeguarding data; it also guarantees business
continuity and improves the dependability and legitimacy of the results produced by Accounting
Information Systems. Because a strong cybersecurity framework is essential to guaranteeing the
efficacy and efficiency of these systems within businesses, the connection between cybersecurity

and AIS may be characterized as both complimentary and interdependent (2025 ¢ allw Jul),

3.2. Cybersecurity as a Strategic Necessity in Accounting Information Systems:

Cybersecurity has expanded tremendously alongside the rising digitization of the accounting
industry. It was formerly regarded a strictly technical issue related to the IT area, largely focused
with safeguarding hardware, software, and networks against disturbances. However, with the
growing complexity of Accounting Information Systems (AIS) and the expanding dependency of
enterprises on digital technology, cybersecurity risks have grown more serious and now directly

threaten the dependability and integrity of accounting data.

The digital transformation of AIS has enabled the automation and integration of financial activities
into centralized systems, but it has also raised susceptibility to numerous cyber dangers such as
data breaches and ransomware attacks. These vulnerabilities can adversely influence financial
information and threaten the veracity of financial reporting, which may eventually decrease
stakeholder trust. Consequently, cybersecurity is increasingly considered as a vital factor in

protecting the integrity of accounting systems.

To address these risks, firms are required to establish complete cybersecurity plans that involve
technology solutions, policies, procedures, and personnel training. Cybersecurity has also become
a significant facet of corporate governance, needing attention at all organizational levels. As AIS

becomes important to company processes, cybersecurity is no longer considered as a simply
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technological worry but as a basic necessity for business continuity and sustainability (Andi,

2024).

4. Cyber Security Measures :

In modern organizations, Accounting Information Systems (AIS) are essential for processing,
storing, and communicating financial information. However, the increasing reliance on digital
platforms exposes these systems to various cyber threats, including unauthorized access, data
breaches, and malicious attacks. Therefore, implementing effective cybersecurity measures has

become a critical requirement to ensure the security and reliability of accounting data.

Cyber security measures encompass a combination of technical and behavioral practices aimed at
protecting information systems from potential risks. In the context of AIS, these measures
contribute to maintaining the confidentiality, integrity, and availability of financial information,

which are fundamental principles of information security (Romney & Steinbart, 2021).
4.1. Use of Internet Security Software:

The use of antivirus and anti-malware software is essential for detecting and preventing cyber
threats. These tools help protect accounting systems from malicious programs that may

compromise sensitive financial data.

This measure enhances data protection by preventing unauthorized access and system damage.
However, its effectiveness depends on regular updates to ensure protection against newly

emerging threats (William, 2018).
4.2. Strong Password Management:

Strong password policies require users to create complex passwords that include letters, numbers,

and special characters, and to update them regularly.

Passwords represent the first line of defense in AIS security. Weak or reused passwords increase
the risk of unauthorized access, which may lead to financial data manipulation or fraud (James A,

2016).

4.3. Regular Software Updates:

Updating operating systems and applications ensures that known security vulnerabilities are

patched and fixed.
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Cybercriminals often exploit outdated software to gain system access. Regular updates reduce

these risks and contribute to system stability and security (Kenneth C & Jane P, 2020).

4.4. Social Media Security Management:

Users should limit the sharing of personal information on social media platforms and adjust

privacy settings appropriately.

Excessive information sharing can facilitate social engineering attacks, which may indirectly

compromise AIS security by targeting system users (Michael E & Herbert,J, 2019).

4.5. Securing Home Networks:

Protecting home networks involves using strong passwords, encryption protocols, and Virtual

Private Networks (VPN5s) to secure internet connections.

With the rise of remote work, unsecured networks can expose accounting systems to external

threats. VPN help ensure secure data transmission across networks (Stallings, 2017)

4.6. Personal Computer Protection:

This includes enabling firewalls, installing antivirus software, and maintaining system updates.

Personal computers are key access points to AIS. If compromised, they may allow attackers to

gain full access to financial systems and sensitive data (Romney & Steinbart, 2021).

4.7. Mobile Device Security:

Mobile devices should be secured using strong authentication methods such as two-factor

authentication (2FA) and by installing applications only from trusted sources.

Mobile devices increase flexibility but also introduce security risks. Proper protection reduces the

likelihood of unauthorized system access (Kenneth C & Jane P, 2020).

4.8. Use of Updated Operating Systems:

Using modern and updated operating systems ensures access to the latest security features and

protections.

Outdated systems contain known vulnerabilities that can be easily exploited, making them a major

security risk for AIS environments (Stallings, 2017).
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Cybersecurity measures in Accounting Information Systems require an integrated approach that
combines technological solutions with user awareness and behavioral practices. The effectiveness
of these measures lies in their complementarity, as no single control can provide complete
protection. By implementing these practices, organizations can enhance the security of financial
data, ensure the reliability of accounting information, and reduce the risks associated with cyber

threats.
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1. Introduction to the Company and the activity unit:

In order to complement the theoretical part of this study, a practical approach was conducted within
a real organization. This section aims to present the host company and the activity unit, in order to
better understand the working environment and the use of the accounting information systems in

practice.

1.1. Company Overview (Tebessa Phosphate Company):

The Phosphate Mines Company (SOMIPHOS) was established as a result of structural changes
that occurred within the organizational environment of FERPHOS, which itself emerged from the

restructuring of SONAREM under Executive Decree No. 83-441 issued on July 16, 1983.

Following these changes, FERPHOS became a public company composed of seven subsidiary
entities managed by the group’s general management. Among these subsidiaries is the Phosphate
Mines Company (SOMIPHOS), located in Tebessa, which consists of five units: Djebel Onk
Mining Complex (CMDOQO), Annaba Port Facilities (IPA), Center for Applied Research and
Development (CERAD), Administrative Headquarters (DUS), and Land Transport Unit (UTR).

1.1.1. Company definition:

The Phosphate Mines Company (SOMIPHOS), based in Tebessa, began operating independently
from FERPHOS on January 1, 2005. Its capital amounts to 1,600,000,000. The company is

composed of the following units:

- Djebel Onk Mining Complex (CMDO): includes a natural phosphate extraction mine and a
processing plant located in Bir El Ater, Tebessa.

- Annaba Port Facility (IPA): responsible for handling and shipping phosphate products
intended for export.

- Center for Applied Research and Development (CERAD): responsible for monitoring and
analyzing the internal performance of the company.

- Administrative Headquarters (DUS): responsible for supervising and managing the different
units of the company.

- Land Transport Unit (UTR): responsible for transporting phosphate products from Bir El Ater

to Annaba.
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1.1.2. General Objectives of the Company:

The company aims to achieve several objectives, including:

- Developing production, export, and distribution of phosphate products.

- Enhancing the company’s capabilities to ensure the exploitation of phosphate reserves.
- Achieving economic and financial profitability and increasing production and sales.

- Maintaining current customers and attracting new ones.

- Ensuring continuity in order to generate profits.

- Developing investments and optimizing production capacity.

1.1.3. Main Activities of the Company:

Three primary producing operations are carried out by the Phosphate Mines Company:

The largest phosphate deposit in Algeria is located in the Djebel Onk region in southeastern
Algeria, with estimated reserves of 2 billion tons. Phosphate processing is carried out through two

methods, Wet washing process., Dry process for dust removal.

The company produces four types of phosphate with different BPL levels. The current production
is estimated at 1 million tons. Exported phosphate is the main product of the company, which is
transformed by other countries into phosphoric acid and fertilizers. Raw phosphate consists of
fossil remains and marine bones. The four types have the same components but differ in their

composition ratios.

The company relies mainly on phosphate, as it represents approximately 51% of its total revenue.

1.1.3.1. DO20 Phosphate :

During the production process, a by-product called DO20 is generated. It is a residue of the
production process. Djebel Onk phosphate is characterized by high porosity and solubility in weak
organic acids. DO20 is used as a soil conditioner for saline, acidic, and sandy soils, and as a

fertilizer for agricultural use.

1.1.3.2. Current Efforts in Phosphate Extraction and Processing:

In response to economic, financial, and technological developments, the company works to
maintain its position in the market and attract new customers through a strategic approach based

on partnerships and contracts.
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1.1.4. Organizational Structure (Overview):

The organizational structure of the company includes the Chief Executive Officer (CEO), who is

the head of the company and represents the highest level of responsibility. His main tasks include:

- Achieving the company’s objectives and plans.

- Implementing the decisions of the Board of Directors.

- Presiding over management meetings and following up on their implementation.
- Managing employee-related issues and ensuring workplace health and safety.

- Supervising the general management of the company.

- Approving budget management strategies.

1.2. Organizational Structure of Somiphos Phosphate Company:

1.2.1. Directorates, Departments, and Units in Place:

After its separation from Fer Phos, Somiphos established an organizational structure that aligns
with its operational requirements and helps its supervisors perform their duties efficiently. The

structure is integrated to ensure the effective completion of tasks, as follows:

- First Level: Includes the Directorates.
- Second Level: Includes the Departments.

- Third Level: Comprises the Units.

The organization has four main directorates, in addition to the Applied Research and Development
Center, the Djebel onk mine complex, and the Annaba port facilities. These will be presented in

the following table:

Table 1: Somiphos departments

Directorate Service

- Supervised by the Finance and Accounting Directorate.
Accounting - Handles the organization’s accounting affairs and oversees a unit
Department responsible for analytical accounting, namely the Analytical

Accounting Unit.

Finance ) ) ) .
- Also supervised by the Finance and Accounting Directorate.
Department
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- Responsible for executing the organization’s various financial
operations and works in coordination with the Accounting
Department.

- Comprises two units: the Treasury Unit and the Collection Unit

Export Handles all export operations, including the preparation and execution of
Department — orders for customers located in Zone 1, which primarily includes
Zone 1 European countries.
Export : L .
Handles export operations related to Zone 2, which includes countries in
Department — ) _ )
Asia and Latin America (generally the new markets).
Zone 2
Its main mission is to maintain existing customers and work on
Customer developing, growing, and strengthening relationships with them while
Relations meeting their needs.
Department Continuously seeks to acquire new clients.
Oversees the conclusion of agreements and contracts with clients.
Responsible for acquiring various supplies and equipment, including
Equipment furniture, office supplies, machinery, tools, and other equipment, as well
Procurement as maintaining existing equipment and machinery.
Department Supervised by the Trade Directorate, which ensures the provision of the
necessary production equipment for the directorate’s activities.
Supervised by the Resources Directorate.
Its role is to provide, collect, and transmit the necessary information
. required by the organization, whether internal (related to the
Information o ‘ .
organization) or external (related to its environment).
Resources . _ _ ' o
Ensures the flow of information between different units within the
Department o
organization.
Responsible for creating communication channels between the
organization and its stakeholders.
Subordinate to the Resources Directorate, it oversees the continuous
o training of the organization’s human resources to improve performance
Training ) o
and increase productivity.
Department

Organizes training courses to qualify employees. Recently, it conducted

an English language training course for all administrative staff to enhance
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their skills due to the increasing use of English in interactions with

various clients, especially new ones.

Handles the organization’s legal matters, ensuring that all its activities
Legal Affairs have legal validity.
Department Resolves various issues and disputes that may arise between the

organization and other parties.

Source: Information provided by the IT department of tebessa phosphate company

In addition, there is another organizational framework represented by secretariats, with one

secretariat at each directorate, providing necessary support to the directorate.

The organization also has a dedicated department for quality management, overseeing the quality
of the company’s products while considering environmental factors and global quality standards.
Somiphos has obtained the ISO certification, demonstrating the international excellence of its

operations.

Furthermore, the organization is equipped with security, technical, and communications units, all

working in an integrated manner to ensure the smooth functioning of the company’s activities.

Table 2 presents the different departments under the Finance and Accounting Directorate,
highlighting their main tasks and their role in managing the organization’s financial and

accounting operations

Table 2:Departments under the finance and accounting directorate

Detailed tasks of the Finance and . .
1 . . Supervision
Accounting Directorate

- Budget: Prepare and plan;

monitor execution.
- She supervises all accounting

- Accounting & Reporting:
. operations and the financial affairs of
Finance and Manage accounts; produce
the organization.
Accounting financial reports.
- Itincludes two main departments: the
Directorate - Asset Management: Oversee

Accounting Department and the

inventory and maintenance. .
ry Finance Department.

— Financial Control: Monitor

exXpenses and revenues.

23




Case study of tebessa phoSphate COMPANY ..oveeeneenniieeereeeeenecasceneeaeessss....Chapter two

- Financing & Collection:
Handle funding and collect

dues.

Source: Information provided by the IT department of tebessa phosphate company

Table 3 illustrates one of the key departments within the Finance and Accounting Directorate,
namely the Accounting Department, by outlining its main functions and internal structure:

Table 3:finance and accounting directorate-departments

2 Their Functions Supervision

- Responsible for the organization's

‘ accounting affairs and oversees a unit - Supervised by the
Accounting
that handles related matters Finance and Accounting
Department ) ) ) )
- It includes two units: the Treasury Unit Directorate.

and the Collection Unit.

Source: Information provided by the IT department of tebessa phosphate company

Table 4 presents the Resources Directorate by explaining its main role in managing the

organization’s resources, as well as its different departments:

Table 4: Departments of the human resources directorate

3 Supervision Its branches

It is divided into four departments:
It oversees the organization’s resources
_ _ - Information Resources
of various types and works to provide
Resources Department
them in a manner that meets the
Directorate _ o - Legal Affairs Department
requirements of the organization’s o
) - Training Department
functions.
- Human Resources Department

Source: Information provided by the IT department of tebessa phosphate company

Table 5 presents the Information Resources Department by outlining its main functions,
particularly in managing information systems, ensuring data security, and supporting decision-

making within the organization:

Table 5: Departments of the information technology directorate

4 Main Functions Supervision
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Managing databases and information systems
(MIS) to support different departments.
Ensuring information security through
protection measures such as firewalls and
Information antivirus systems.

Resources Providing technical support and maintenance for

It is supervised by the
Department | hardware and software.

Resources Directorate.
Digitalizing processes to improve efficiency and
reduce costs.

Supplying management with reports, budgets,
and schedules to support decision-making.

Developing networks and communication

systems within the organization.

Source: Information provided by the IT department of tebessa phosphate company

1.2.2. Phosphate — IIs Tsks :

- Achieve the set goals and plans.

- Implement the orders and directives of the Board of Directors.

- Chair directorate meetings and follow up on the implementation of their resolutions.

- Manage employee affairs and ensure workplace health and safety.

- Opversee the general administration of the organization.

- Approve strategies related to budget management.

- Maintain direct communication with higher authorities as the company’s main representative

abroad.

1.2.3. Responsibilities of the Resources Directorate:

- Develop the company’s strategies in human resources management.

- Prepare training plans, recruitment plans, and career path plans.

- Supervise the staff units of the company’s subsidiaries and coordinate between them.

- Draft the company’s internal regulations and prepare periodic reports to be presented to the

General Manager.
Marketing Directorate: This directorate is responsible for the following:

Marketing Directorate — Responsibilities:
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- Market the phosphate products according to the planned program.

- Search for new markets and clients to distribute the company’s products.
- Study changes in global markets and adapt accordingly.

- Ensure customer satisfaction by meeting their needs.

- Receive international delegations and clients.

- Prepare periodic reports and submit them to the executive management.
Accounting and Finance Directorate — Responsibilities:

- Perform various accounting tasks at the company level.

- Prepare accounting plans and annual financial summaries.

- Prepare the annual budget.

- Manage financial operations and monitor banking activities.

- Conduct necessary financial studies and analyses.

1.3. Key Cultural Values at Somiphos Phosphate Company (Somiphos):

Key Cultural Values at Somiphos Phosphate Company (Somiphos):

- Conduct regular performance evaluations for managers and provide corrective measures
when necessary to fully satisfy customers.

- Implement policies for continuous skill renewal and training for employees at all levels,
resulting in a highly qualified workforce.

- Consider creativity as a cornerstone of success, always seeking innovation to adapt to
internal and external environmental changes.

- Prioritize customer care as a key factor for the company’s sustainability.

- Respond quickly and continuously to competitive pressures.

- Rely on a communication system that allows free exchange of ideas and information among
employees.

- Promote teamwork and participation to achieve tasks efficiently.

- Introduce modern systems and devices to keep up with changes.

- Follow streamlined policies and procedures to facilitate daily work.

- Focus on adapting to the surrounding environment and new realities.

- Listen to employees, consider their suggestions, and continuously invest in their training and
development.

- Provide support and dedicate time, effort, and resources to development projects and attract

highly skilled professionals.
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2. Description of the Accounting System Used at SOMIPHOS (Sage 100c):

The accounting and financial management of a company requires the use of reliable tools capable
of ensuring the recording, processing, control, and presentation of accounting and administrative
information. In this context, SOMIPHOS relies on an integrated management solution based on
Sage 100c, which is one of the most widely used software packages in the field of accounting,
human resources, payroll, and commercial management. This system allows the company to
manage its various operations in a computerized environment while ensuring the consistency and

security of financial and administrative data.

The implementation of Sage 100c at SOMIPHOS reflects the company’s commitment to
modernizing its management methods and replacing manual procedures with digital tools that

improve productivity, accuracy, and traceability.

The software enables the processing of daily accounting transactions, the management of payroll
and human resources data, the monitoring of fixed assets, and the supervision of commercial
operations such as purchases and sales. Through this integrated system, the different departments

of the company can work with structured and reliable information.

The following figure presents the main modules of the Sage 100C system used at SOMIPHOS,
highlighting the different functional components that contribute to managing accounting and

administrative operations within the company.

Figure 2:Main sage 100c modules used at SOMIPHOS

Other Sage modules
not used at SOMIPHOS
(CRM, etc.)

Payroll & HR ] — SAGE 100c «— , dfa‘ge’ ___ I
at SOMIPHOS C I'Wm' a"‘mamgwim“
Purchase y T dol |
r.mn.:.)«nmul Manogement H\ Manogement |
Payroll & HR | sage acceunting l sage fixed assets

Source: Information provided by the IT department of tebessa phosphate company
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It is important to note that Sage 100c offers a wide range of modules adapted to different business
functions. However, not all of these modules are used at SOMIPHOS. The company mainly uses
the modules related to Payroll and Human Resources, Accounting, Fixed Assets, and Commercial
Management. Other modules offered by Sage, such as CRM, exist within the Sage environment

but are not currently used by SOMIPHOS.

This section presents the accounting system used at SOMIPHOS through Sage 100c. It first
describes the main modules implemented in the company, then explains the methods used for data

processing, and finally analyzes the interface and practical use of the system.

2.1. System Modules:

Sage 100c is composed of several specialized modules designed to manage the main
administrative, financial, and commercial activities of an organization. At SOMIPHOS, the
modules effectively used are Payroll and Human Resources, sage accounting, Sage Fixed assets,
and Sage Commerciale management. These modules are interconnected and allow the circulation

of information between the various functions of the company.

Table 6:sage 100c modules used at SOMIPHOS and their functions

Module Main Function Example of Use at SOMIPHOS
Employee and sala Payroll processing, employee
Payroll & HR oy i yIoup & Smpioy
management records

Journal entries, ledgers,

Sag accounting Accounting processing
statements
Fixed assets Fixed asset management | Asset registration, depreciation
Sage Commercial ‘ ' Purchases, sales, commercial
Commercial operations
Management documents

Source: Information provided by the IT department of tebessa phosphate company

2.1.1. Payroll and Human Resources Module:

One of the most important modules used at SOMIPHOS is the Payroll and Human Resources
module. This module is dedicated to the management of employee information and the preparation
of payroll. It plays a central role because human resources management is closely linked to

financial management and accounting operations.

28



Case study of tebessa phoSphate COMPANY ..oveeeneenniieeereeeeenecasceneeaeessss....Chapter two

The Human Resources aspect of the module allows the company to maintain and update employee
records. Each employee has an administrative file containing personal and professional
information such as identification data, job position, department, recruitment date, family
situation, salary category, and other information necessary for personnel administration. This

digital management of employee records facilitates the organization and retrieval of HR data.

Figure 3:Payroll and human resources module in the sage system
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Source: Information provided by the IT department of tebessa phosphate company

information, department, job position, recruitment date, family situation, salary category, and other
information necessary for personnel administration. This digital management of employee records

facilitates the organization and retrieval of HR data.

The payroll aspect of the module enables the calculation of salaries and the preparation of payroll
documents. It takes into account the different elements of remuneration, such as the basic salary,
allowances, bonuses, indemnities, deductions, social contributions, and taxes. Through this
computerized process, payroll calculations are performed more rapidly and with greater precision

than in a manual system.

Another important function of this module is the generation of payroll outputs. It allows the
production of payroll slips, payroll summaries, declarations related to social and fiscal obligations,
and other documents required for administrative and financial follow-up. In addition, payroll data
can be transferred to the accounting module, which ensures consistency between salary expenses

and accounting records.
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Thus, the Payroll and Human Resources module contributes not only to the management of
employees but also to the reliability of financial information related to personnel expenses, which

often represent a significant part of company costs.

2.1.2. Sage accounting module :

The Sage accounting module is the central component of the accounting system used at
SOMIPHOS. 1t is through this module that the company records, classifies, and processes its
accounting operations. It forms the basis of financial management and ensures that all accounting

transactions are recorded according to accounting principles and regulatory requirements.

This module allows the management of the chart of accounts used by the company. Each
accounting account is identified by a code and a label, which facilitates the classification of
operations according to their nature. Through this structure, the company can distinguish assets,

liabilities, expenses, revenues, and other accounting elements.

Figure 4:accounting transactions interface in the sage system
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Source: Information provided by the IT department of tebessa phosphate company

Sage accounting is also used for recording daily accounting transactions. These transactions
include supplier invoices, customer invoices, payments, receipts, bank operations, cash operations,

adjustment entries, and other accounting movements. The software allows entries to be recorded
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in specialized journals such as purchase journals, sales journals, bank journals, cash journals, and

miscellaneous operation journals.

The automation provided by Sage accounting is particularly important. Once entries are validated,
the system updates account balances automatically, posts data to the ledger, and prepares
summaries such as the trial balance. This reduces the risk of human error and improves the speed

of accounting processing.

The module also supports the preparation of accounting and financial documents. It makes it
possible to generate the general ledger, trial balance, journal reports, and financial statements.

These outputs are necessary for management, control, audit, and statutory reporting purposes.

Therefore, Sage accounting constitutes the core of the accounting information system at
SOMIPHOS. It ensures the processing and monitoring of financial operations in a structured and

secure digital framework.

2.1.3. Sage fixed assets module :

The Sage fixed assets module is used at SOMIPHOS for the management of fixed assets Since the
company owns important material and industrial assets, the management of fixed assets is an

essential function within the accounting system.
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Figure 5:Fixed assets management interface in the sage system
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Source: Information provided by the IT department of tebessa phosphate company

This module allows the registration and tracking of all immobilized assets owned by the company.
These may include buildings, industrial equipment, vehicles, furniture, computer equipment, and
other long-term assets used in the company’s activities. For each asset, the system stores
information such as the identification code, description, acquisition date, acquisition value,

depreciation method, useful life, and current status.

One of the main advantages of Sage fixed assets is the automation of depreciation calculations.
The software makes it possible to calculate depreciation according to the accounting rules and
parameters defined for each asset. These calculations are essential for determining the annual

depreciation expense and the net book value of fixed assets.

The module also facilitates the management of asset movements and events. It can record
acquisitions, transfers, disposals, revaluations, and other modifications affecting the fixed asset
portfolio. This ensures better visibility over the life cycle of assets and strengthens control over

company property.

Another important aspect is the integration with accounting. Depreciation expenses and asset-
related entries can be transferred to Sage accounting, this ensuring consistency between fixed asset

management and general accounting records. This integration is particularly useful for preparing
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financial statements and for ensuring that asset-related accounting information is accurate and up

to date.

Consequently, Sage fixed assets helps SOMIPHOS manage its fixed assets in a more precise and

organized way, while ensuring compliance with accounting requirements.

2.1.4. Sage Commercial Management Module :

Another major component used at SOMIPHOS is Sage sales management. This module is
dedicated to the management of commercial operations and plays an important role in the

circulation of information between operational management and accounting management.
At SOMIPHOS, Sage commercial management includes three major areas:

- purchase management,
- sales management,

- commercial management in the broader sense.

2.1.4.1. Purchase Management :

The purchase management function allows the company to manage supplier-related commercial
operations. It supports the recording and follow-up of purchase transactions such as purchase
requests, supplier orders, delivery tracking, and supplier invoices. Through this function, the

company can better supervise expenditure flows and monitor commitments toward suppliers.
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Figure 6:Inventory management interface in the sage commercial module
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Source: Information provided by the IT department of tebessa phosphate company

This part of the module helps ensure better organization of procurement operations. It allows the
retrieval of information related to suppliers, purchased products or services, quantities, prices, and

due dates. It also contributes to improving traceability and internal control over purchase

operations.

2.1.4.2. Sales Management :

The sales management function is used to manage customer-related commercial operations. It
covers the recording of sales transactions, customer orders], deliveries, invoices, and the follow-
up of receivables. This function enables the company to have a clear view of its commercial

activity and to ensure the consistency of sales information.

Sales management also facilitates the preparation of commercial documents such as quotations,
order forms, delivery notes, and invoices. Once these operations are validated, the related data can
be transferred to the accounting system. This integration reduces duplication in data entry and

improves the reliability of financial information linked to revenues.
2.1.4.3. Commercial Management :

Beyond purchases and sales, Sage Gestion Commerciale provides a broader framework for

managing commercial flows. It centralizes commercial information, facilitates transaction
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monitoring, and contributes to the preparation of commercial reports. It therefore acts as an

interface between operational commercial activities and accounting processing.

The use of this module at SOMIPHOS strengthens the link between commercial transactions and
accounting records. Purchases and sales carried out within Sage Gestion Commerciale generate
information that can later be integrated into accounting processing, thereby ensuring coherence

across the management system.

2.2. Data Processing Methods:

The effectiveness of the Sage 100c system at SOMIPHOS does not depend only on the modules
used, but also on the way data is processed. Data processing within the system is based on
computerized methods that ensure the registration of operations, the automatic treatment of

information, and the secure storage of data.

Figure 7:Example of accounting data processing sage 100c

Figure 3: Example of accounting data processing in Sage 100c
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Data entry in Sage module

Validation of information

Automatic processing by system

Storage in database

Generation of reports / statements

Source: Information provided by the IT department of tebessa phosphate company
2.2.1. Recording Daily Transactions :

The recording of daily transactions is one of the fundamental functions of the Sage system. At
SOMIPHOS, daily operations are entered into the system according to their nature and according

to the module concerned.

In the accounting module, daily transactions include supplier invoices, customer invoices, cash
and bank movements, payments, receipts, and various adjustment entries. These transactions are

recorded in appropriate journals and classified according to accounting rules.
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In the Payroll and Human Resources module, the data entered may concern employee information,
payroll variables, allowances, deductions, and attendance or administrative data necessary for

salary preparation.

In the Sage fixed assets module, the recorded data may concern asset acquisitions, depreciation

parameters, asset transfers, disposals, or other fixed asset events.

In Sage Commerciale management, daily transactions relate to purchases, sales, supplier

operations, customer operations, quotations, orders, delivery notes, and invoices.

This recording of daily operations in a digital system improves accuracy, speeds up the processing

of information, and facilitates later consultation of recorded transactions.

2.2.2. Digital processing of accounting and administrative data:

Once data is entered into Sage 100c, the software processes it digitally. This means that the system
automatically classifies, calculates, updates, and organizes the information according to predefined

rules.

For example, when an accounting entry is validated in Sage accounting, the system posts it automatically
to the relevant accounts and updates the balances. In the payroll module, the software calculates salary
amounts, deductions, contributions, and net pay. In the fixed asset module, it calculates depreciation and
updates asset values. In the commercial management module, it processes purchase and sales information

and prepares commercial documents.

This digital processing reduces the workload associated with manual calculations and minimizes
the risk of error. It also allows the company to obtain updated information in real time, which

improves decision-making and financial monitoring.

2.2.3. Storage and management of information in system databases:

The storage of data in system databases provides several advantages. It allows the secure
conservation of large volumes of information, facilitates the retrieval of historical records, and
improves traceability. It also supports the generation of reports and financial statements based on

reliable and centralized information.

At SOMIPHOS, this digital storage contributes to better organization of accounting and
administrative records. Instead of relying only on manual archives, the company can access

structured information through the system, which improves operational efficiency.
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2.2.4. Reliability, Security, and Traceability of Data:

Another important feature of data processing in Sage 100c is the reliability and security of
information. The system ensures that data is entered, processed, and stored according to

authorization levels and internal control procedures.

Users generally access the modules according to their functions. this limits unauthorized access to
sensitive financial or HR information. In addition, the system keeps a trace of operations

performed, which strengthens transparency and accountability.

Through these mechanisms, SOMIPHOS benefits from a more secure and controlled accounting

information system, capable of supporting both operational activities and managerial oversight.

2.3. System Interface and Usage:

The usefulness of Sage 100c at SOMIPHOS also depends on the way users interact with the
system. The software provides an interface through which employees can enter data, retrieve
information, generate reports, and print documents necessary for accounting and administrative

management.

2.3.1. Data Entry Procedures:

The data entry procedures in Sage 100c depend on the module being used. However, in general,
the user begins by accessing the software through an authentication process. Once connected, the

user chooses the relevant module according to the task to be performed.

In Sage accounting, the user enters accounting entries through dedicated journals and forms. In the
Payroll and Human Resources module, the user updates employee records and payroll variables.
In Sage fixed assets, the user records fixed asset details and related operations. In Sage Gestion
Commerciale, the user enters purchase and sales data through commercial documents and

transaction forms.

The interface generally includes structured fields, menus, lists, and validation functions. These
elements guide the user during data entry and reduce the risk of incomplete or incorrect input.
Therefore, the system facilitates standardized and controlled entry of financial and administrative

data.
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2.3.2. Information Retrieval Methods :

Sage 100c enables users at SOMIPHOS to retrieve information in a fast and organized way. Users
can search for information by reference, date, account, employee, supplier, customer, asset code,

or transaction type.

For example, the accounting department may retrieve journal entries, account balances, ledgers,
or trial balances. The HR department may retrieve employee records and payroll summaries. The
fixed asset manager may consult the list of immobilizations, depreciation schedules, and asset
histories. Commercial users may retrieve supplier documents, sales invoices, and transaction

histories.

This retrieval functionality is essential because it allows the company to use recorded data not only

for registration purposes but also for control, analysis, and decision-making.

2.3.3. Report Generation :

One of the major strengths of Sage 100c is the ability to generate reports. At SOMIPHOS, the
software can produce accounting, payroll, asset, and commercial reports depending on the module

used.

Sage accounting can generate documents such as the general ledger, journal reports, trial balance,
and financial statements. The Payroll and Human Resources module can generate payroll slips,
payroll summaries, and administrative reports related to employees. Sage fixed assets can provide
fixed asset lists, depreciation tables, and asset movement reports. Sage Gestion Commerciale can

produce purchase reports, sales reports, invoice lists, and other commercial summaries.

These reports are useful for internal management, financial control, auditing, and administrative

follow-up. They also help managers obtain a global view of company operations.

2.3.4. Printing of Financial Statements and Management Documents:

In addition to on-screen consultation, Sage 100c allows the printing of reports and statements. This
function remains important for documentation, archiving, managerial review, and formal
administrative use. At SOMIPHOS, printed outputs may include accounting statements, payroll
slips, fixed asset reports, purchase and sales documents, and financial summaries. The possibility
of printing these documents provides support for both operational work and compliance with

internal or external requirements.
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2.3.5. Practical Usefulness of the Interface:

The interface of Sage 100c contributes to the effectiveness of the system because it provides users
with a structured and organized work environment. It simplifies daily operations, accelerates data

entry and retrieval, and improves the quality of generated documents.

For SOMIPHOS, this means that the accounting and administrative departments can work more
efficiently, with better control over information and improved coordination between functions

such as accounting, payroll, fixed asset management, purchases, and sales.

The accounting system used at SOMIPHOS is based on Sage 100c, an integrated management
solution that supports the company’s accounting, administrative, HR, fixed asset, and commercial
activities. The main modules effectively used by the company are the Payroll and Human
Resources module, Sage accounting, Sage fixed assets, and Sage Commerciale management, the
latter including purchase management, sales management, and commercial management. Other

modules offered by Sage, such as CRM, exist but are not currently used at SOMIPHOS.

The use of these modules enables the company to record daily transactions, process accounting
and administrative data digitally, store information securely in system databases, and generate
reliable reports and financial statements. The Sage 100c interface further facilitates data entry,

information retrieval, and document printing.

Overall, Sage 100c plays a central role in the modernization of management at SOMIPHOS. It
improves the reliability of information, strengthens internal control, and supports the company in

its transition toward more efficient and digitalized management practices.

3. Technical and Security Aspects of the System (Sage 100c):

The use of an integrated management system such as Sage 100c does not only improve the
performance of accounting, payroll, fixed asset, and commercial operations, but also raises
important technical and security considerations. Since the system manages sensitive financial,
administrative, and human resources information, its reliability depends on the existence of
appropriate security mechanisms capable of protecting data against unauthorized access, loss,

alteration, and misuse.

At SOMIPHOS, Sage 100c is used as a digital platform for processing accounting and
administrative information. Consequently, the protection of this system is essential for ensuring

the confidentiality, integrity, and availability of data. Security in such a context involves both
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technical measures, such as password protection, access rights, encryption, and backup procedures,
and organizational measures, such as internal controls and user supervision. Without these
protections, the system could become vulnerable to accidental errors, misuse, or malicious actions

that might affect the quality and credibility of accounting information.

This section presents the technical and security aspects of the Sage 100c system. It first examines
the security measures applied to protect access and data, then analyzes the role of internal controls
in preserving information integrity, and finally discusses the risks and vulnerabilities associated

with system use.

Table 7:main security and cyber security measures related to sage 100c

Measure Objective Expected Result
Strong passwords Protect access Reduce unauthorized access
Access permissions Limit user actions Better internal control
Encryption Protect confidential data Better confidentiality
Backups Ensure recovery Business continuity
Updates and patches | Correct vulnerabilities Better system Security
User training Reduce human error | Better cybersecurity awareness

Source: Information provided by the IT department of tebessa phosphate company

3.1. Security Measures:

The security of Sage 100c is based on a set of preventive and protective measures intended to
safeguard the system and the information it contains. These measures concern user authentication,
access authorization, data protection, and data backup. In an accounting information system, such
safeguards are indispensable because financial and administrative information must remain

confidential, accurate, and available whenever needed.
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Figure 8:Main security measures protecting sage 100c
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3.1.1. Implementation of Strong Passwords and Access Permissions:

One of the first levels of protection in Sage 100c¢ is the use of user authentication mechanisms,
particularly usernames and passwords. Access to the software is generally restricted to authorized
users only. Each employee using the system is assigned credentials that allow access according to

their function and responsibilities.

Figure 9:Principle of access control in sage 100c
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Source: Information provided by the IT department of tebessa phosphate company

The implementation of strong passwords is essential because weak passwords can expose the
system to unauthorized access. A strong password typically combines letters, numbers, and special

characters and avoids obvious personal references or predictable combinations. In the context of
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Sage 100c, the use of strong passwords reduces the likelihood that unauthorized persons can access

sensitive accounting, payroll, or commercial information.

In addition to passwords, Sage 100c relies on access permissions to control user activity inside the
system. Not all users should have the same level of access. For example, an HR or payroll officer
may need access to the Payroll and Human Resources module, while an accountant may mainly
use Sage accounting. Similarly, access to Sage fixed assets or Sage Gestion Commerciale may be
limited to employees responsible for those functions. This division of access rights is important

because it ensures that each user can only view or modify the information relevant to their role.

Access permissions also contribute to internal security by limiting sensitive operations such as the
modification of accounting entries, the validation of payroll, or the management of fixed asset
values. By assigning permissions according to responsibilities, the company reduces the risk of

intentional misuse or accidental manipulation of critical information.

Therefore, strong passwords and carefully defined access rights constitute the first line of

defense for protecting Sage 100c at SOMIPHOS.

3.1.2. Data Encryptions :

Another important security measure in the use of Sage 100c is data encryption. Encryption is a
process that transforms data into a protected form so that it cannot be read or exploited by
unauthorized persons. In an accounting and administrative environment, this measure is especially
important because the system contains confidential data such as payroll records, financial balances,

supplier information, customer information, and fixed asset values.

Encryption can be applied during data storage or during data exchange. When data is stored in
protected form, the risk of exposure in case of unauthorized access to files or databases is reduced.
Likewise, when data is transferred between components of the system or between user stations

and servers, encryption helps protect it against interception.

The importance of encryption lies in the fact that accounting and administrative information has
both strategic and legal value. Payroll data, for example, contains sensitive personal and financial
details related to employees. Accounting data reflects the financial position of the company.
Commercial data includes purchase and sales information that may be confidential. For these
reasons, protecting such information through encryption strengthens the overall security of the

system.
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Even when encryption is not always visible to end users, it remains a major technical safeguard

that contributes to protecting the confidentiality of the information processed by Sage 100c.

3.1.3. Regular Backups :

Regular backups are another essential security measure associated with Sage 100c. A backup
consists of creating copies of system data so that it can be restored in case of loss, corruption, or

system failure. Since Sage 100c manages important accounting and administrative information,

the absence of effective backup procedures could lead to serious operational and financial

consequences.

The role of backups is to guarantee the continuity of. If the system is affected by hardware failure,
software malfunction, accidental deletion, or cyber incident, backup copies can be used to recover
the information and resume activity. This is particularly critical in the case of accounting data,
because the loss of journal entries, payroll records, or fixed asset data could disrupt financial

reporting and administrative processes.

Regular backups also support legal and managerial requirements. Historical accounting data must
often be preserved for several years, and backup procedures help ensure that such information
remains available over time. In addition, having reliable backup copies reassures management that

the information system can withstand incidents without complete data loss.

To be truly effective, backup procedures must be performed on a regular basis and verified
periodically. A backup that exists but cannot be restored does not provide real protection.
Therefore, the security of Sage 100c depends not only on making backups, but also on ensuring

that they are usable and complete.

3.1.4. Importance of Combined Security Measures:

The security measures applied to Sage 100c are more effective when they operate together rather
than separately. Strong passwords protect access, permissions limit user actions, encryption
protects data confidentiality, and backups preserve data availability. Each of these measures
addresses a specific aspect of system security, but together they create a more robust protection

framework.

For SOMIPHOS, the implementation of such measures is essential because Sage 100c is at the

center of important processes involving accounting, payroll, fixed assets, and commercial
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operations. The reliability of the system therefore depends on the existence of these technical

safeguards.

3.2. Internal Controls and Information Security:

Beyond technical protection, the security of Sage 100c also depends on the existence of internal
controls. Internal controls are the procedures, rules, and organizational mechanisms established to
ensure that operations are performed correctly, that information remains reliable, and that errors
or irregularities are detected in time. In an accounting system, these controls are necessary to

maintain data integrity and to protect the company against misuse or operational weaknesses.

3.2.1. Role of Internal Controls in Maintaining Data Integrity:

Data integrity refers to the accuracy, completeness, and consistency of information stored and
processed within the system. In Sage 100c, maintaining data integrity is particularly important
because the software handles accounting entries, payroll records, fixed asset values, and

commercial documents that must be reliable for decision-making and reporting purposes.

Internal controls help maintain this integrity in several ways. First, they establish clear procedures
for data entry, validation, and modification. Users are expected to follow defined steps when
recording transactions, which reduces the possibility of incomplete or inconsistent information

being introduced into the system.
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Figure 10:Internal control process ensuring data integrity
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Second, internal controls can include separation of duties. This principle means that critical tasks
should not all be concentrated in the hands of one person. For example, the person who enters an
accounting transaction should not always be the same person who validates or authorizes it. In
payroll, the preparation of salaries may be separated from their final approval. Such separation

reduces the risk of fraud and strengthens the reliability of the process.

Third, internal controls support traceability. Sage 100c can record the actions performed by users,
such as data entry, modification, validation, or consultation. This traceability makes it easier to
identify the origin of an error or irregularity and encourages greater responsibility in the use of the

system.

Finally, internal controls contribute to consistency between modules. Since Sage 100c integrates
accounting, payroll, immobilizations, and commercial management, controls are needed to ensure
that data transferred from one module to another remains coherent. For instance, payroll data
transferred to accounting must reflect the actual payroll processed, and depreciation entries from

Sage fixed assets must correspond to recorded asset data.

Thus, internal controls play a central role in ensuring that the information processed through Sage

100c remains reliable and trustworthy.
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3.2.2. Procedures for Preventing Unauthorized Access:

Preventing unauthorized access is a major objective of information security. In Sage 100c, access
should be limited to users who have a legitimate professional need to use the system. Technical
measures such as passwords and permissions are important, but they must be supported by

organizational procedures.

These procedures include the creation of individual user accounts rather than shared accounts.
Individual accounts allow the company to know exactly who has accessed the system and what
operations were performed. This strengthens accountability and reduces anonymity in the use of

the software.

Another preventive measure is the periodic review of user rights. Over time, an employee’s role
may change, or an employee may leave the company. If access rights are not updated accordingly,
the system may remain exposed to unnecessary risks. Therefore, internal procedures should ensure

that user accounts are regularly reviewed and adjusted.

The use of controlled authorization for critical functions is also important. Certain actions, such as
modifying validated accounting records, changing payroll parameters, or altering fixed asset
values, should be restricted to authorized personnel only. These controls reduce the likelihood of

sensitive data being manipulated without supervision.

In addition, access procedures should include awareness of confidentiality obligations. Users must
understand that the information contained in Sage 100c is sensitive and that unauthorized
consultation, disclosure, or modification is prohibited. This human dimension is an essential part

of information security.

3.2.3. Procedures for Preventing Errors :

Errors represent one of the most common threats to the reliability of an information system. In the
case of Sage 100c, user mistakes in data entry, validation, calculation parameters, or reporting can

have significant consequences on accounting accuracy and administrative management.

Internal procedures help reduce such risks by establishing controls before, during, and after data
entry. Before entry, users should be trained and informed about the correct procedures to follow.
During entry, the system may provide validation rules, required fields, and warnings that help
detect anomalies immediately. After entry, review and reconciliation procedures allow errors to

be identified and corrected.
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For example, accounting entries can be checked for balance and consistency before posting.
Payroll results can be reviewed before final validation. Fixed asset records can be compared with
supporting documents. Commercial operations can be verified against purchase orders, delivery
notes, or invoices. These procedures help reduce the risk of inaccurate data affecting the whole

system.

Therefore, internal controls are not only aimed at preventing fraud or unauthorized access, but also

at minimizing the ordinary mistakes that can arise in daily system use.

3.2.4. Relationship Between Internal Controls and System Security:

Internal controls and technical security measures are closely related. Technical tools alone cannot
guarantee information security if organizational procedures are weak. Likewise, internal
procedures are less effective if the system lacks technical safeguards. In Sage 100c, the security of

information depends on this combination of technological and organizational protection.

At SOMIPHOS, the role of internal controls is therefore essential for ensuring that Sage 100c
remains a reliable accounting and administrative tool. They support the credibility of the data,

reinforce system discipline, and reduce the exposure of the company to errors and irregularities.

3.3. Risk Assessment:

Despite the presence of security measures and internal controls, no information system is entirely
free of risk. Sage 100c, like any digital system, may face vulnerabilities related to technical
weaknesses, user behavior, or insufficient recovery planning. Risk assessment is therefore
necessary to identify potential threats and to understand how they may affect system reliability

and information security.
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Figure 11:Main risks effecting the sage 100c information system
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3.3.1. Identification of System Vulnerabilities :

A system vulnerability is a weakness that can be exploited or that may lead to failure, data loss, or

unauthorized access. In the context of Sage 100c, vulnerabilities may exist at different levels.

One possible vulnerability concerns weak authentication practices. If passwords are too simple,
reused, or poorly managed, unauthorized individuals may gain access to the system. This is

especially serious in a system that contains payroll, accounting, and commercial information.

Another vulnerability may arise from excessive user privileges. If access rights are not carefully
limited, some users may have the ability to consult or modify data beyond their actual

responsibilities. This increases the risk of misuse, fraud, or accidental damage.

Technical vulnerabilities may also affect the infrastructure supporting Sage 100c. Hardware
failures, software malfunctions, outdated components, or interruptions in the information system
environment can compromise data availability and continuity of operations. Since Sage 100c
depends on the proper functioning of databases and system resources, any weakness in the

technical environment can affect the reliability of the application.

Furthermore, insufficient monitoring of system activity can also be considered a vulnerability. If
unusual actions, failed login attempts, or repeated data anomalies are not detected, the company
may not identify a problem until it has already affected the integrity of information.
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The identification of these vulnerabilities is important because it helps the organization adopt more

appropriate protective measures.

3.3.2. Risks Associated with User Errors:

One of the most significant risks in the use of Sage 100c is the risk of user error. Even when the
software is technically reliable, incorrect human actions can compromise data quality and system

effectiveness.

User errors may occur during data entry. For example, a wrong account code, an incorrect amount,
a mistaken date, or the omission of required information may affect the accuracy of accounting
records. In payroll, incorrect employee parameters or salary inputs may result in payroll
miscalculations. In fixed asset management, an error in depreciation parameters may affect the
valuation of immobilizations. In commercial management, mistakes in purchase or sales entries

may distort operational and financial reporting.

Another form of user error concerns incorrect interpretation or misuse of system functions. A user
may validate a transaction prematurely, modify data without proper verification, or generate
reports with unsuitable parameters. Such errors may not always be immediately visible, but they

can affect the reliability of outputs and managerial decisions.

The risk of user error is often linked to insufficient training, lack of supervision, work overload,
or weak procedural guidance. Therefore, risk reduction requires not only system controls but also

adequate user support and clear work instructions.

3.3.3. Weaknesses in Backup and Data Recovery Procedures:

Although backups are an important security measure, weaknesses in backup and data recovery
procedures can create major risks for the company. A backup policy may exist in principle, but if
it is incomplete, irregular, untested, or poorly organized, it may fail to protect the system when an

incident occurs.

One possible weakness is the absence of sufficiently frequent backups. If backups are not
performed regularly, recent accounting and administrative data may be lost between two backup
cycles. Another weakness concerns storage conditions. If backup copies are not protected properly,

they may themselves be damaged, lost, or accessed by unauthorized persons.

A further risk appears when recovery procedures are not tested. In some cases, organizations

discover only after a failure that backup files cannot be restored correctly. This transforms what
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seemed to be a protection measure into a false sense of security. For a system like Sage 100c,
where continuity of accounting and payroll operations is essential, ineffective recovery procedures

can have serious consequences.

Weaknesses may also exist when recovery responsibilities are not clearly defined. If no one is
specifically responsible for verifying backups and managing restoration procedures, the company
may face delays and confusion during a technical incident. This can prolong service interruption

and increase operational losses.

Therefore, backup and recovery procedures must be evaluated not only by their existence, but by

their actual effectiveness in protecting the continuity of Sage 100c¢ operations.

3.3.4. Overall Importance of Risk Assessment:

Risk assessment is not intended to show that Sage 100c is unreliable, but rather to recognize that
every information system requires continuous vigilance. By identifying vulnerabilities,
understanding the role of user errors, and evaluating the strength of backup and recovery

procedures, the company can improve the resilience of its accounting and administrative system.

For SOMIPHOS, such risk assessment is particularly important because Sage 100c supports
critical processes related to payroll, accounting, immobilizations, and commercial management.
Any weakness affecting this system may have consequences on operational continuity, financial

reporting, and information credibility.

The technical and security aspects of Sage 100c are essential for ensuring the reliability and
continuity of the accounting and administrative system used at SOMIPHOS. The implementation
of strong passwords, access permissions, data encryption, and regular backups provides an

important foundation for protecting the system against unauthorized access, data loss, and misuse.

In addition to these technical measures, internal controls play a major role in preserving data
integrity, preventing errors, and reinforcing information security. They ensure that the use of Sage
100c is governed not only by technical safeguards but also by organizational discipline and

traceable procedures.

However, the system remains exposed to certain risks, including technical vulnerabilities, user
errors, and weaknesses in backup and recovery procedures. For this reason, risk assessment must

remain a continuous process aimed at identifying weaknesses and improving system resilience.
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Overall, Sage 100c offers a structured and secure environment for managing accounting, payroll,
fixed assets, and commercial data, but its effectiveness depends on the proper implementation of

both technical safeguards and internal control procedures

3.4. Application of Cybersecurity within the Information System:

The digital transformation of organizations has significantly improved the management of
accounting, administrative, and commercial activities. However, this transformation has also
increased exposure to cyber threats that may affect the confidentiality, integrity, and availability
of information systems. In an environment where financial data, payroll records, fixed asset
information, and commercial transactions are processed through digital tools such as Sage 100c,

cybersecurity becomes an essential component of system management.

At SOMIPHOS, the information system based on Sage 100c supports important functions such as
accounting, payroll and human resources, fixed asset management, and commercial management.
Since these modules process sensitive and strategic information, the application of cybersecurity
measures is necessary to protect the system against unauthorized access, malicious actions,
accidental data loss, and operational disruption. Cybersecurity is therefore not limited to technical
protection only; it also includes preventive practices, monitoring activities, and user awareness

aimed at ensuring the security of information over time.

The practical application of cybersecurity within the information system involves several
complementary measures. These include the regular updating of software and systems, the
monitoring of system activities, and the training of users in good cybersecurity practices. When
such measures are implemented effectively, they produce important positive outcomes, including
the protection of financial information and the strengthening of data reliability. At the same time,
the analysis of cybersecurity application allows the formulation of recommendations that can help

improve the level of security within the organization.

This section presents the practical application of cybersecurity within the information system used
at SOMIPHOS. It first discusses the main practical security measures, then explains the outcomes
of implementing these measures, and finally proposes recommendations for enhancing

information security.

3.4.1. Practical Security Measures :

The practical application of cybersecurity in an information system depends on the adoption of

concrete and continuous measures that reduce exposure to cyber risks. In the case of Sage 100c
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and the related information system used at SOMIPHOS, these practical measures concern software
maintenance, activity monitoring, and user training. Such measures are necessary because cyber

threats may arise from technical weaknesses, malicious attempts, or human error.

Figure 12:Application of cyber security measures within the sage 100c environment
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3.4.2. Regular System Updates and patches:

One of the most important practical cybersecurity measures is the regular installation of system
updates and patches. Software systems, including management applications, operating systems,
and supporting infrastructure, may contain vulnerabilities that can be exploited if they are not
corrected in time. Updates and patches are therefore necessary to close known security gaps and

improve the stability of the system.

In the context of Sage 100c, regular updates help maintain the security and proper functioning of
the modules used by SOMIPHOS, such as Sage accounting, Sage fixed assets, Payroll and Human
Resources, and Sage Gestion Commerciale. By applying updates, the organization reduces the
likelihood that attackers can exploit outdated software components. This is particularly important
because the information handled by the system includes sensitive accounting and administrative

data.

Regular patching also contributes to operational reliability. Beyond security correction, updates

may improve performance, correct technical malfunctions, and strengthen compatibility between
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software components. Thus, maintaining an updated environment is both a security measure and

a technical management practice that supports system continuity.

However, the effectiveness of updates depends on their regularity and control. Delayed or ignored
patches may leave the system exposed for a long period. For this reason, cybersecurity within the
information system requires an organized process for monitoring software versions and applying

necessary updates.

3.4.2.1. Monitoring of System Activities to Detect Suspicious behavior:

Another practical security measure is the monitoring of system activities. Monitoring consists of
observing and reviewing the operations carried out within the information system in order to detect
abnormal or suspicious behavior. In an environment where many users interact with Sage 100c,

activity monitoring is essential for identifying possible security incidents.

Suspicious behavior may take different forms. It may involve repeated failed login attempts,
unusual access outside normal working patterns, unauthorized attempts to consult restricted data,
unexpected modifications of accounting records, or unusual activity in payroll and commercial
data. If such behavior is not detected in time, it may compromise the confidentiality or integrity of

the information stored in the system.

Monitoring also contributes to accountability and traceability. By keeping a record of user actions,
the organization can know who performed a specific operation, when it was done, and in what
context. This is useful not only for detecting malicious activity but also for investigating errors

and reinforcing discipline in system use.

In practice, system monitoring should not be viewed as a one-time action but as a continuous
process. Cyber security threats can evolve rapidly, and abnormal signs may appear at any time.
Therefore, regular supervision of activities related to Sage 100c and the surrounding infrastructure

is an important safeguard for the information system at SOMIPHOS.

3.4.2.2. User Training on cybersecurity Best Practices:

Cyber security within an organization cannot rely only on technical protections. The human factor
is equally important, because users themselves may either strengthen security or become a source
of vulnerability. For this reason, user training on cybersecurity best practices is considered one of

the most practical and effective security measures.
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At SOMIPHOS, employees using Sage 100c¢ handle accounting, payroll, fixed asset, and
commercial information. If they are not sufficiently aware of cybersecurity risks, they may
unintentionally expose the system to threats. For example, a user may choose a weak password,
share credentials with another person, open a suspicious file, or neglect secure handling of
sensitive information. Such actions can create opportunities for unauthorized access or data

compromise.

Training helps reduce these risks by teaching employees the correct security behavior. This
includes the use of strong passwords, the importance of keeping credentials confidential, the need
to verify suspicious messages or files, and the obligation to follow internal security procedures.
Training may also include guidance on reporting unusual incidents, avoiding unsafe practices, and
understanding the importance of protecting the company’s financial and administrative

information.

Another benefit of user training is that it creates a cyber security culture within the organization.
When employees are aware that cybersecurity is part of their daily responsibilities, they become
more vigilant and more cooperative with internal control procedures. Therefore, training is not
only an educational action but also a strategic measure for strengthening the overall resilience of

the information system.

3.4.2.3. Complementarity of Practical Security Measures:

The practical measures applied in cyber security are more effective when they are combined.
Regular updates reduce technical vulnerabilities, monitoring helps detect suspicious activity, and
user training reduces risks linked to human behavior. Each measure addresses a different
dimension of cyber security, but all of them contribute to protecting the information system used

by SOMIPHOS.

Consequently, the practical application of cyber security within the system is not limited to
installing protective tools. It requires a combination of technical maintenance, continuous

observation, and human awareness in order to provide a more complete level of protection.

3.4.3. Practical Outcomes of Implementing Cybersecurity Measures:

The implementation of cyber security measures within an information system is justified not only
by the existence of threats, but also by the practical benefits that result from stronger protection.
In the case of Sage 100c at SOMIPHOS, the application of cybersecurity measures has important

outcomes for the protection of information, the reliability of data, and the continuity of system use.

54



Case study of tebessa phoSphate COMPANY oeeuunuieeeeeeeeeeeneesoceseossssssssssssses Chapter two

3.4.3.1. Protection of Financial Information from Unauthorized Access or Theft:

One of the most direct outcomes of implementing cyber security measures is the protection of
financial information from unauthorized access or theft. The information system used at
SOMIPHOS contains highly sensitive data, including accounting records, payroll information,
fixed asset values, supplier and customer data, and commercial documents. If this information
were accessed by unauthorized persons, the company could face financial, legal, and reputational

consequences.

Cyber security measures such as controlled access, strong authentication, monitoring, and secure
system management help reduce this risk. By limiting access to authorized users only, the company
protects confidential financial data against internal misuse and external intrusion. By detecting
suspicious activity, the organization can respond before information is extracted, altered, or

misused.

The protection of financial information is particularly important because such data has strategic
value. Accounting balances, payroll information, and commercial records can reveal the financial
situation of the company, its obligations, and its operational activities. Therefore, safeguarding
this information is not only a technical issue but also a matter of organizational security and

business continuity.

3.4.3.2. Increased Reliability and Integrity of Accounting Data:

Another important outcome of implementing cyber security measures is the increased reliability
and integrity of accounting data. Reliability means that the data can be trusted, while integrity
refers to the fact that the information remains complete, accurate, and unaltered except through

authorized actions.

In a system such as Sage 100c, data reliability is essential because financial statements, payroll
calculations, fixed asset reports, and commercial records are all based on the information stored in
the system. If data is altered without authorization, corrupted through system weakness, or

damaged by improper user actions, the resulting reports may become inaccurate and misleading.

Cyber security measures contribute to data integrity by protecting the system against unauthorized
modifications and by reducing the impact of technical or human threats. For example, activity
monitoring can help identify irregular changes, updates can correct software weaknesses that may

affect data, and user training can reduce entry mistakes or unsafe handling of information.
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As a result, the organization benefits from accounting and administrative data that is more reliable
for operational use, managerial decision-making, auditing, and reporting. In this sense, cyber
security is closely linked to accounting quality, because protecting the system also protects the

credibility of its outputs.

3.4.3.3. Improvement of Trust in the Information System:

Beyond direct protection and data integrity, cyber security measures also improve trust in the
information system. When users know that Sage 100c is maintained, monitored, and protected,
they are more confident in using it as a reliable working tool. Management also gains greater

confidence in the information produced by the system.

This trust is important because the effectiveness of a digital system depends not only on its
technical existence but also on the confidence that users and decision-makers place in it. If the
system is perceived as vulnerable or unreliable, its outputs may be questioned, and users may
hesitate to depend on it fully. By contrast, a protected system strengthens confidence in financial

records, payroll results, and management reports.

3.4.3.4. Support for Operational Continuity:

Cyber security measures also support the continuity of organizational activities. A system affected
by intrusion, data loss, or major technical incident may interrupt accounting, payroll, or
commercial operations. Such interruption can delay reporting, salary processing, or operational

follow-up.

By reducing vulnerabilities and improving system protection, cyber security measures decrease
the probability of such disruption. In this way, they contribute not only to information protection

but also to the continuity of services supported by Sage 100c within SOMIPHOS.

3.4.4. Recommendations for Enhancing Information Security:

Although practical cyber security measures may already be present, information security remains
a continuous challenge that requires regular improvement. For this reason, it is necessary to
formulate recommendations aimed at strengthening the protection of the information system and

ensuring that cybersecurity remains an active concern within the organization.
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Figure 13:Recommendations to enhance security in sage 100c
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3.4.4.1. Strengthening Passwords and Access Control Policiesl:

A first recommendation is the strengthening of passwords and access control policies. Since access
to Sage 100c is the entry point to sensitive accounting, payroll, and commercial information, the

management of user authentication must be particularly rigorous.

This recommendation involves requiring stronger passwords, encouraging regular password
renewal, preventing password sharing, and ensuring that user accounts are strictly personal. It also
involves reviewing access rights regularly so that each employee has only the permissions required
for their current responsibilities. When access rights are broader than necessary, the system

becomes more exposed to misuse or unauthorized manipulation.

In addition, critical functions should be reserved for specifically authorized users. Sensitive actions
such as modifying validated accounting entries, changing payroll parameters, or altering important
commercial records should be limited and supervised. Strengthening access control in this way

would improve the overall protection of the Sage 100c environment at SOMIPHOS.

3.4.4.2. Raising Employee Awareness through Continuous Training:

A second recommendation is the continuous raising of employee awareness through training.
Cyber security is not a one-time matter but an ongoing issue. Even if users receive initial

instructions, risks evolve over time, and new forms of cyber threats may appear.
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Continuous awareness programs can help employees remain attentive to secure practices. Such
programs may remind them of the importance of strong passwords, confidentiality of credentials,
careful use of digital tools, and immediate reporting of suspicious situations. They may also help
users understand how their daily actions can influence the security of financial and administrative

information.

This recommendation is particularly relevant because human error remains one of the main causes
of security incidents. Through continuous training, SOMIPHOS can reduce the risk that employees

unintentionally expose Sage 100c or the surrounding information system to threats.

3.4.4.3. Developing and Enforcing a Clear Cybersecurity Policy within the

Organizations:

A third recommendation is the development and enforcement of a clear cyber security policy
within the organization. A cybersecurity policy is a formal document that defines the principles,

responsibilities, rules, and expected behavior related to information security.

The existence of such a policy is important because it provides a common framework for all
employees and departments. It clarifies what is allowed and what is prohibited, specifies how
access should be managed, explains the obligations of users, and defines how incidents should be
reported and handled. Without a clear policy, security practices may remain informal and

inconsistent.

For SOMIPHOS, a cyber security policy would help formalize the protection of the information
system used with Sage 100c. It would also strengthen coordination between management, IT
personnel, and system users. The enforcement of the policy is just as important as its formulation.
Rules must not only exist on paper, but must also be communicated, applied, and monitored in

practice.

3.4.4.4. Promoting a Long-Term Cyber security Approach:

Another recommendation is to adopt a long-term cyber security approach rather than treating
security as a temporary or isolated concern. The protection of Sage 100c and the associated

information system requires continuity, periodic evaluation, and adaptation to new risks.

This means that SOMIPHOS should regularly review its security practices, identify new

vulnerabilities, update its procedures, and assess whether current safeguards remain sufficient. A
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long-term approach would allow the company to move from reactive protection to more proactive

and preventive information security management.

The application of cyber security within the information system used at SOMIPHOS is an essential
condition for protecting the Sage 100c environment and the sensitive information processed
through it. Practical security measures such as regular system updates, activity monitoring, and
user training contribute significantly to reducing cyber risks and strengthening the protection of

accounting, payroll, fixed asset, and commercial data.

The implementation of these measures produces important positive outcomes. It protects financial
information from unauthorized access or theft, improves the reliability and integrity of accounting
data, strengthens trust in the information system, and supports the continuity of organizational
operations. These outcomes show that cyber security is not only a technical necessity but also a

factor of organizational efficiency and information quality.

However, the level of protection can always be improved. Strengthening passwords and access
control policies, raising employee awareness through continuous training, and developing a clear
cybersecurity policy are essential recommendations for enhancing information security. By
adopting these measures in a structured and continuous manner, SOMIPHOS can further reinforce
the resilience of its information system and ensure safer use of Sage 100c in support of its

management activities.
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Conclusion:

In light of the context of rapid digital transformations and the growing challenges they pose to
information security, this study entitled “Evaluation of Cybersecurity Measures in the Protection
of Accounting Information Systems”, seeks to address the research problem related to the
effectiveness of these measures in protecting accounting information systems within
organizations, and particularly the case of the Tebessa Phosphate Company, in a digital

environment characterized by increasing threats and cyber risks that are increasing in complexity.

The work was supported by an applied study, the aim of which was to connect the theoretical
concepts with the practical reality, to analyze the level of implementation of cybersecurity
measures in the studied organization and to assess its effectiveness in protecting the accepted

accounting system.

The theoretical part of the study dealt with the conceptual bases of cybersecurity as a strategic
framework for the protection of information, emphasizing the main threats and risks faced by
accounting information systems. It defined the role of these systems in organizations to support
decision-making processes and emphasized the complementary relationship between
cybersecurity and accounting information systems as a basic requirement for data integrity and

reliability.

On a practical level, the study has explored the reality of the Tebessa Phosphate Company through
a study of its accounting system Sage 100c focusing on the processing of data within the system
and assessing the security measures implemented, particularly those relating to access
management, data protection and backup systems. It also considered the role of internal controls
in strengthening information security and identified the key weaknesses and potential risks to

system effectiveness, either human or technical factors.

The study results show that the implemented cybersecurity measures have a significant
contribution to the protection of accounting information systems, but their effectiveness is relative
and depends on the degree of integration of these measures, their continuous updating, as well as
the awareness of the users and the commitment of the organization to strengthen the culture of

information security.

Therefore, the effective and sustainable protection of accounting information systems must be
achieved by a comprehensive approach based on the integration of technical, organizational and
human aspects, to deal with the changing cyber threats and improve the reliability of information
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1. Hypothesis Testing:

Through addressing the research topic and analyzing the relationship between cybersecurity
measures and the protection of accounting information systems, the validity of the hypotheses
proposed in the introduction has been verified. These hypotheses formed the basis of this study.

The main findings obtained can be presented as follows:
- Main hypothesis:
Cybersecurity measures are effective in protecting accounting information systems.

This hypothesis is correct, as cybersecurity procedures are an essential element aimed at securing
sensitive financial data from various electronic threats, whether internal or external. These
measures also contribute to the confidentiality, integrity, and availability of data, which enhances

the reliability of the accounting system.

- The first hypothesis:

The use of systems like Sage improves data security and reliability.

Yes, this hypothesis is correct, according to the results of the experimental study. as it indicates
that the use of the Sage system effectively contributes to enhancing data security and improving
its reliability. This system provides a secure environment aimed at protecting data from risks such
as unauthorized access and unintentional errors. Moreover, applying access control features to all
accounting transaction records enhances system transparency and improves the accuracy of the

institution's accounting information.

Accordingly, the study results confirm that the use of systems such as Sage effectively improves
data security and enhances its reliability within the accounting information systems of the studied

institution.
- The second hypothesis:
Implementing cybersecurity practices reduces cyber risks and threats.

This hypothesis is considered correct because the study results have shown that applying
cybersecurity practices within the institution effectively contributes to reducing various cyber risks
and threats. As these practices work to protect accounting information and data through the
application of preventive measures and techniques aimed at reducing the likelihood of cyber-

attacks and security breaches.
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Adopting threat detection system mechanisms, regular software updates, and password policies
helps strengthen institutional security, indicating that implementing cybersecurity practices leads

to a reduction in cyber risks and threats within the institution.
- The Third Hypothesis:

In light of the findings reached, it can be said that the hypothesis is correct, as it is clear that the
effectiveness of accounting information systems depends greatly on the level of implementation
of cybersecurity procedures within them. The more the institution adopts effective security
measures such as controlling user access permissions and implementing backups, the greater the
system’s efficiency in protecting accounting data. These procedures have also contributed to
reducing cyber risks and threats that may affect the accounting workflow within the institution,
which confirms that cybersecurity is an essential element in improving the effectiveness of the

accounting information system in the institution under study.
2. Results of the Study:

The study results highlight that the implementation of cybersecurity measures within the institution
under study effectively contributed to enhancing the efficiency of accounting information systems
by reducing digital risks and strengthening data reliability, which positively reflected on improving

system performance and supporting its stability.

The use of the Sage 100c system contributes to enhancing the security of accounting data through
strict control over access permissions, where each user is granted only the permissions related to
their job tasks. Additionally, the system records and tracks all accounting operations, which

enhances transparency and facilitates monitoring and auditing processes.

Cybersecurity is considered an important element within the institution under study, due to its role
in protecting accounting information systems and securing financial data from various digital
threats. It also contributes to ensuring the continuous operation of the system in a safe and stable
digital environment, making it an essential necessity that cannot be dispensed with in light of

increasing digital challenges and risks.

Digital processing within the Sage 100c system contributes to improving the quality of accounting
operations in terms of speed and accuracy, by entering and processing data according to specific

rules, which reduces human errors and increases the reliability of accounting information.
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Implementing cybersecurity mechanisms such as strong passwords, data encryption, and regular
backups helps enhance the protection of information from risks of loss or tampering by providing

multiple layers of protection that ensure the confidentiality and integrity of the data

The study showed that the effectiveness of the accounting information system largely depends on
the implementation of effective security procedures, such as encryption, authentication systems,
and backups. These procedures contribute to protecting accounting data from the risks of loss or

breach, and ensure the preservation of its confidentiality and integrity.
3. Study recommendations:

Based on the results obtained, we can formulate the following recommendations, which are
directed on one hand to the studied institution, and on the other hand to the state and other

economic institutions:

- Algerian economic institutions should keep up with modern innovative technologies and
digital transformations, especially those related to artificial intelligence, cybersecurity, the
Internet of Things, and virtual reality. This can be achieved through conferences, research, and
international or local seminars, as well as by following the latest developments in information
and communication technology risks in order to take appropriate measures.

- Algerian economic institutions must have a good understanding of the information technology
environment and all its related aspects, and establish control plans characterized by continuous
updates in response to internal and external changes in order to avoid related risks, in
accordance with international standards and regulations.

- We propose that the SOMIPHOS company rely on external cybersecurity experts to evaluate
the implemented system and provide security and preventive recommendations.

- SOMIPHOS must address existing weaknesses within the institution by acquiring advanced
security and protection systems, and by promoting cybersecurity awareness among employees
across the institution and its branches through investment in this field.

- Decision-makers, whether at the level of economic institutions or the state, should make
security and protection a priority rather than an option, by developing comprehensive security
strategies, integrating them from the beginning of operations rather than at the end, and
encouraging creativity and innovation among the competencies within Algerian economic
institutions.

- Itis also recommended to provide qualified offices and professionals who can offer consulting
services to institutions in the field of cybersecurity, as well as to bring in specialists from other

countries to exchange ideas and expertise.

63



CONCLUSION

- The Algerian legislator must take into account technological developments and changes by
issuing laws and establishing plans and strategies that are adapted to modern technologies.

4. Future research perspectives:

We have attempted through this study to cover both the theoretical and practical aspects of the
topic as much as possible. In order to further continue research in this field, we propose the

following topics as future research perspectives:

- Cybersecurity and its role in reducing cybercrime.

- The contribution of ISO standards in strengthening cybersecurity within Algerian economic
institutions.

- Cybersecurity as a mechanism to support and improve the performance of Algerian
economic institutions.

- Requirements for the implementation of cyber intelligence in economic institutions.

- Cyber financial intelligence and its role in combating financial and accounting fraud.

- The extent of the adoption and use of early warning systems in Algerian economic institutions

and their role in enhancing and achieving cybersecurity.
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